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a b s t r a c t
Electric Vehicle (EV) charging takes longer time and happens more frequently compared to refueling of
fossil-based vehicles. This requires in-advance scheduling on charging stations depending on the route
of the demander EVs for eﬃcient resource allocation. However, such scheduling and frequent charging
may leak sensitive information about the users which may expose their driving patterns, whereabouts,
schedules, etc. The situation is compounded with the proliferation of EV chargers such as V2V charging
where any two EVs can charge each other through a charging cable. In such cases, the matching of these
EVs is typically done in a centralized manner which exposes private information to third parties which
do the matching. To address this issue, in this paper, we propose an eﬃcient and privacy-preserving
distributed matching of demander EVs with charge suppliers (i.e., public/private stations, V2V chargers)
using bichromatic mutual nearest neighbor (BMNN) assignments. To this end, we use partially homomorphic encryption-based BMNN computation through local communication (e.g., DSRC or LTE-direct)
between users while hiding their locations. The proposed matching algorithm provides not only a satisfactory assignment for all parties but also achieves an eﬃcient matching in dynamic environments where
new demanders and suppliers show up and some leave. The simulation results indicate that the proposed
matching of suppliers and demanders can be achieved in a distributed fashion within reasonable computation and convergence times while preserving privacy of users. Moreover, due to the nature of its
design, it provides a more eﬃcient matching process for dynamic environments compared to standard
stable matching algorithm, reducing the average waiting time for users until matching.
© 2018 Elsevier B.V. All rights reserved.

1. Introduction
Due to the potential of electric vehicles (EVs) for providing sustainable and eco-friendly transportation systems, many auto companies have recently launched several new EV models. While this
may result in a mass penetration of EVs in the market, the current charging infrastructure is not suﬃcient to supply the needs of
masses. Thus, there is an ongoing effort to expand the charging options for the users. Recently, several different companies have built
their own charging networks (e.g., ChargePoint [1]). They coordinate access to charging stations owned by them and provide maintenance services to keep charging stations running. While each
charging network website provides the map of their own charging
stations, there exist web sites (such as PlugShare [2]) that provide
a complete view of all charging stations from different charging
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networks as well as the residential stations in an area on the map.
This helps EV drivers locate available charging stations, and monitor their availability.
In order to provide more options for charging, there are also EV
owners who open their residential charging stations to other EV
owners and share through the charging network web sites. Similarly, Vehicle-to-Vehicle (V2V) charge sharing based solutions [3–
5] are proposed recently to encourage EV owners with excessive
charge share/sell their charge with other EV owners in need. There
are V2V charging products (e.g., Orca Inceptive [6] by Andromeda
Power) in market today which are used by EV owners for charge
sharing.
While all these efforts for expanding the charging options help
address the frequent and long-period charging needs of EVs, to
minimize the waiting times and increase the travel eﬃciency and
driver comfort for the EV users, in-advance scheduling of charging
is needed. Obviously, this scheduling needs to consider the spatial distribution of the EVs, the availability of charge suppliers (i.e.,
public/private charging stations, V2V chargers) and EV owners. An
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optimum matching could be obtained at a centralized server, once
locations of both suppliers and demanders as well as other parameters (e.g., energy needs of demanders, maximum supply amounts
of V2V suppliers) are received. While this can yield an optimal
matching (e.g., minimum travel distance), it will have the following
deﬁciencies:
• Some private information about the users (both demanders
and V2V suppliers) including their locations during this process could be leaked, and with a proper analysis of schedule
and charging information (time, location) user’s driving patterns and whereabouts may be exposed.
• In practice, users may prefer not to sacriﬁce individual convenience for the overall beneﬁt of all users. Thus, assigning the
closest available charge provider to a demander (to get the service as quickly as possible), as well as the closest demander to
a V2V supplier or station may be preferred (to make proﬁt as
quickly as possible).
• The cost of running a centralized algorithm could be high (e.g.,
Hungarian algorithm (O(N3 ))) and the algorithm cannot be adjusted to dynamic environments, where new users join and
some leave, quickly.
While a number of approaches have been proposed recently
to address privacy issues in EV charging[7–12], they are geared
mostly for charging on the power grid and within a single charging provider. However, as the number of EVs increases and different options (e.g., mobile V2V and residential) for charge suppliers
emerge, there is a need for many-to-many matching for eﬃcient
resource utilization, better customer satisfaction in terms of costs
and driving, and increased social welfare in the network. There
are some recent works [13–15] that study this matching problem.
However, they have the potential privacy and security pitfalls of
centralized matching at a server and they can not adapt to dynamic environments (which can potentially generate long waiting
durations for new arriving demanders). In this paper, we address
these issues and present an eﬃcient and privacy-preserving local
online matching algorithm between demander EVs and all kinds of
suppliers. The proposed algorithm counts on the local communication (e.g., DSRC or LTE-direct) between demander EVs and suppliers. The speciﬁc contributions of this work can be summarized as
follows:
• We propose a privacy preserving bichromatic mutual nearest
neighbor (BMNN) computation using Paillier based partially homomorphic scheme without knowing the actual locations of
users.
• We propose a distributed online matching algorithm which not
only preserves the privacy of the users but also satisﬁes each
user with their assignment similar to standard stable matching
(i.e., Gale-Shapley algorithm [16]) but with less overhead.
• The proposed algorithm works in rounds and proceeds with immediate satisfactory assignments at each round while allowing
users join and leave between rounds, thus it adapts to dynamic
environments very quickly.
• We provide analytical and extensive simulation results showing
the computation and convergence analysis of the proposed algorithm with different parameters and dynamic environments.
The rest of the paper is organized as follows. We discuss the
related work in Section 2. In Section 3, we discuss the problem
and present the preliminaries about our solution. In Section 4, we
discuss the proposed bichromatic mutual nearest neighbor (BMNN)
based matching in detail. We also provide an analysis on its convergence. In Section 5, we present our evaluation of the proposed
solution. Finally, we end up with conclusion in Section 6.

2. Related work
2.1. EV charging
EV charging has been studied extensively in the context of
charging coordination with the power grid. Current literature on
scheduling of EV charging mostly focus on minimizing charging waiting time [17] considering the spatio-temporal characteristics [18], and decreasing the impacts on grid load through delayed
charging activities. However, during the arrangement of charging, privacy leakages can occur as presented in many works. For
example, the impact of the location of EV charging is analyzed
in [19] and it has been shown that charging at foreign stations
would lead to breach of privacy much more than the charging at
home.
To address the privacy concerns during charging, several approaches have been proposed [7–12,20]. For example, in [20],
an eﬃcient privacy preserving reservation system is proposed
for EVs. The identity of the user who has reserved the station is hidden from the station, thus, a location privacy is
achieved. There are also some works [4,21,22] that offer privacypreserving payment systems for EV charging. For example, in [4],
a localized P2P electricity trading system among EVs is proposed using consortium blockchains. An iterative double auction based mechanism is used to optimize electricity pricing
and the amount of traded electricity among vehicles, with a
goal of maximizing social welfare while protecting privacy of
EVs.
The aforementioned works consider the privacy of EVs during their individual charging reservation or scheduling. That
is, they do not address the privacy exposure during matching of multiple charge suppliers and demander EVs. However, with the proliferation of enhanced charge supplier options including residential and V2V charge suppliers, a need
for hiding the location of charge suppliers (until they are
matched) has emerged. Note that this is not needed with public charging stations as their locations are known even before
matching.

2.2. Matching
In some recent work [3,5,13–15], the matching of supplier and
demander EVs have been studied using different matching algorithms. The impact of commuting patterns of EV drivers, city
(transportation and charging) infrastructure and pricing is studied
on the spatio-temporal matching of charge requesting EVs with
both charging stations and V2V suppliers. However, the main focus in these works is the optimization of the matching in terms of
the traveling distances, user preferences or price. In these multisupplier multi-demander matching systems, EV owners communicate with the scheduler at the server to request for charging and send their location and other related information. Knowing the location of available suppliers and demanders, the scheduler then matches them using various criteria (e.g., total minimum traveling distance [13,15], maximized preference [14]). However, both the demanders and some suppliers (e.g., V2V charge
supplier EV) may not want to share their location information
with the server in order not to expose their living patterns.
Moreover, these works are not designed to work distributively
and cannot adapt to the node joins and leaves in dynamic environments quickly while satisfying the users with assignments.
To the best of our knowledge, this is the ﬁrst study that addresses these issues together in the matching of demander EVs to
suppliers.
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3.2. Background

Fig. 1. Overview of the local search and match system.

3. Preliminaries
3.1. System overview and deﬁnitions
We assume a system model, as shown in Fig. 1, with two sets
of user groups: (i) EV owners requesting for charge, and (ii) charge
suppliers (i.e., public/private charging stations, residential stations
and V2V chargers). Note that there is no centralized scheduler (i.e.,
server) assumed in the system. We assume that requester EVs initiate a local query using a local communication technology, as will
be detailed shortly, to check if there is available suppliers in their
vicinity. The suppliers will collect these requests, and reply back
within a reasonable decision time frame to be matched with the
requester EVs based on their needs in a distributed manner.
The proposed system counts on the computation of bichromatic
mutual nearest neighbors (BMNN) for both demanders and suppliers. Given the set of demanders, D = {D1 , D2 , . . . , DN }, and suppliers, S = {S1 , S2 , . . . , SM }, the bichromatic nearest neighbor (BNN)
of a demander, Di i ∈ 1 . . . N and a supplier Sj j ∈ 1 . . . M is deﬁned
as:

BN N (Di ) = S j s.t. dist (Di , S j ) < dist (Di , Sk )

∀k ∈ {1 . . . M} − j (1)

BN N (S j ) = Di s.t. dist (S j , Di ) < dist (S j , Dk )

∀k ∈ {1 . . . N} − i (2)

Here, dist(.) is deﬁned as the Euclidean distance. Then, bichromatic
mutual nearest neighbor of a user is deﬁned as:


BMN N (Di ) =

S j,
if BN N (Di ) = S j & BN N (S j ) = Di
None, otherwise

(3)

In order to preserve the location privacy of users, this computation,
however, needs to be made without revealing the actual locations
of users to each other. To this end, we use partially homomorphic
encryption involving multiple parties. Once each demander computes its own BMNN, then a matching is done if there exists one.
Then, the matched pairs exchange the actual locations to meet and
perform the charging (after a possible authentication [23]). Note
that if a demander is matched to a V2V supplier, either the supplier may drive to the demander’s location to provide service or
the demander may drive to the supplier’s location depending on
the arrangement between the parties.

3.2.1. Local communication options
Local communication between the demanders and suppliers
could be achieved via two different technologies: (i) Long-Term
Evolution (LTE) Direct and (ii) Dedicated Short-Range Communications (DSRC). LTE Direct is the long-distance peer-to-peer (P2P)
protocol introduced in 3GPP Release 12 speciﬁcation [24]. This
communication protocol will exploit direct communication between nearby LTE devices (e.g., smartphones of users) and will enable P2P location based applications and services. In theory, LTE
Direct is designed to support communication with up to 10 0 0 devices in a proximity range of 500 m. So, through the app, EV owners can ﬁnd out local stations or V2V chargers in their surrounding with a broadcast of their desired criteria for charging. The
second technology is DSRC (or IEEE 802.11p) standard, which has
been developed for vehicular communications to be used in intelligent transportation systems and increase safety at roads. DSRCbased communication can reach up to 900 m transmission ranges
with varying data rates. Installment of mandatory DSRC devices on
vehicles in the US by 2020 has been planned but not yet ﬁnalized [25]. Many vehicle vendors (e.g., Toyota [26], Lexus [27], Volkswagen [28]) have already released their plans to make their new
vehicles equipped with DSRC units. Indeed, there are already more
than 10 0,0 0 0 DSRC-equipped Toyota and Lexus vehicles on Japan
roads (as of March 2018) [27]. With its adoption in the vehicles of
other manufacturers and in other countries, this number will increase and a free of charge communication opportunity as opposed
to using cellular networks will be established between vehicles.
Similar to the LTE Direct, DSRC can help enable building a charging
network without a server while increasing privacy. EV owners can
do local queries in their vicinity to check if there exists a mobile
V2V charger. In the same manner, once the charging stations or
other residential stations are equipped with on-board-units (OBU),
they can be found with local queries.
Note that there is still a discussion on which of these technologies will be adopted in vehicles as a standard. There are some
studies [29–31] comparing the performance evaluation of DSRC
and LTE for vehicular networks in detail. In general, LTE can provide more reliable communication especially in dense vehicle scenarios and achieve better communication at longer ranges than
DSRC. However, there could be other concerns for LTE-based vehicular communication such as privacy and accessibility issues [31].
The proposed system can potentially work with both options under the provided range among users.
3.2.2. Homomorphic encryption
Homomorphic Encryption (HE) allows computation (e.g., addition, multiplication) on ciphertexts such that when the generated encrypted result is decrypted, it matches the result of the
operations as if they had been performed on the plaintext. Such
preservation of decryptability allows working on ciphertexts without knowing the actual values and offers opportunity for preservation of privacy in various applications. HE methods could be classiﬁed into two, namely, Partially Homomorphic Encryption (PHE)
and Fully Homomorphic Encryption (FHE). While PHE supports either addition or multiplication, FHE supports both addition and
multiplication. However, FHE is much slower than PHE and its decryption time is too high for a real application [32]. Thus, we use a
simpler and eﬃcient PHE system called Palliers cryptosystem [33].
In Paillier’s system to have one homomorphic addition, only one
multiplication is used, and to have one homomorphic multiplication only one exponentiation is required. That is, the following
equations are satisﬁed:

E ( a ).E ( b ) = E ( a + b )

(4)
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E(a )b = E(ab)

(5)

where, E(a ) stands for ciphertext of a.
In Paillier’s system, there are three operations deﬁned: key generation, encryption and decryption. In key generation, after selecting two large prime numbers p and q with same bit length, ﬁrst n
= pq and λ = ( p − 1 )(q − 1 ) are computed. Then, g = (n + 1 ) and
μ = (λ mod n2 )−1 mod n are found. The encryption key is deﬁned
as (n, g) and the decryption is deﬁned as (λ, μ). While encrypting
a plaintext (e.g., E(a )), a random integer, r ∈ (Z )n , is selected and
ciphertext is computed as:

E(a ) = ga r n (mod n2 )
During the decryption, the decryption keys, (λ, μ), are used to
compute the decryption as follows:

D(a ) = L((E(a ))λ mod n2 ).μ(mod n )
where L(u ) = (u − 1 )/n. Note that with given encryption and decryption computation above, both (4) and (5) are satisﬁed.
3.3. Adversary model
In the proposed system, we assume an honest-but-curious
(HBC) adversary model, which is one of the standard models
commonly used while studying privacy-preserving proﬁle matching [34,35] or proximity testing [36–38]. In this model, the users
honestly follow the distributed matching protocol while having
great curiosity about the others’ spatiotemporal proﬁle. That is,
they will not report wrong bichromatic nearest neighbor results
and will response to the others properly. However, they will try
to learn others’ locations even though they are not matched and
try to understand the bichromatic nearest neighbors of others to
favor themselves for being selected as either service providers or
receivers.
4. Privacy preserving BMNN-based distributed matching
In this section, we discuss the details of the proposed privacy
preserving distributed matching of demander EVs and charge suppliers using the bichromatic mutual nearest neighbor based assignments in rounds.
The proposed algorithm is inspired by the stable matching or
marriage problem, which aims to match a group of men and
women to each other based on their preferences and satisﬁes everybody with their assigned partners. That is, there does not exist
a blocking pair (m, w) such that m prefers w to his current partner,
and w prefers m to her current partner. This problem is initially
introduced by Gale and Shapley [16] in an economic context (e.g.
market matching), and has been studied in several other domains
(e.g., matching schools/residents to schools/hospitals [39,40], wireless sensor networks [41]). Some studies [42,43] have also looked
at the problem of making it private and secure. However, these
studies do not address the limitations and issues that arise from
the real time distributed running of the stable matching. The communication overhead between the parties is ignored and most of
the time it is assumed that the preference lists are formed randomly. However, due to the nature of our problem (similar to other
location based service provider matching problems), the preferences of users are determined based on Euclidean distances. This
brings the opportunity to simplify the matching process and revokes the need to form complete preference lists for each user.
This is because the problem of stable matching in our context reduces to ﬁnding the bichromatic mutual nearest neighbor [44] for
users. This also further makes the algorithm easily adapt to the dynamic environments with user joins and leaves.

The general structure of the proposed algorithm is presented
in Algorithm 1 . When a demander needs a charging service, it
Algorithm 1: Generic-matching(D, S).
1
2
3
4
5
6

while ∃Di not matched do
Find BMNN(Di ) in a privacy preserving manner
if BMNN(Di ) = None then
Match Di with BMNN(Di )
else
Wait for the next round

ﬁrst checks if there exists a BMNN for itself. If that is the case, it
matches with that supplier; otherwise waits for the next round to
be matched.
In order to run this algorithm in a privacy preserving manner,
each user needs to compute its bichromatic mutual nearest neighbor without knowing others’ location information. To this end, we
use Paillier cryptosystem [33] based homomorphic operations between multiple parties in the vicinity.
Note that as the communication between demander EVs and
suppliers is achieved through aforementioned local communication
technologies, there is always a limited communication range, R,
thus each user can only communicate with others within R. This
may result in a situation where even though there exists a BMNN
for a demander, it may not be reached at all.
4.1. Privacy preserving bichromatic mutual nearest neighbor
calculation
In order to compute the bichromatic mutual nearest neighbor,
the demander needs to know its closest supplier and also make
sure if that supplier’s nearest demander is itself (vice versa for the
supplier). However, we do not want the demander to calculate its
distance to all suppliers and pick the minimum as it could still reveal some information about suppliers’ whereabout (i.e., on the circle with range set to distance). Thus, an indicator of the distance
should be calculated to be used in the minimum ﬁnding process
rather than the actual distance. To this end, we use some randomization to the distances without changing the order of the user distances.
Let’s denote the ciphertext generated by the Pailier cryptosytem
for m with E(m ). The encrypted squared distance computation between a demander Di at location locDi = (xi , yi ) and a supplier Sj
at location locS j = (xj , yj ) could be achieved by (see (4) and (5) for
description of Paillier operations used):

dist (i, j ) = |l ocDi − l ocS j | = (xi − x j )2 + (yi − y j )2
E(dist (i, j )) = E(x2i − 2xi x j + x2j + y2i − 2yi y j + y2j )
= E(x2i ).(E(xi ) )−2x j .E(x2j ).E(y2i ).

(E(yi ) )−2y j .E(y2j )

(6)

However, in order to add additional obfuscation to the distance, we
add the following two random numbers to this calculation:

E(R1 dist (i, j ) + R2 ) = E(dist (i, j ))R1 + E(R2 )

(7)

In the proposed distributed system, however, each user (demander/supplier) will have own PHE keys. But this calculation has to
be managed using one single key of one of the users in the vicinity. To this end, we designed a communication and computation
procedure among the users, which is summarized in Algorithm 2 .
When a demander EV needs to be charged, it sends a broadcast
message to the suppliers in the vicinity (step 1). Each supplier then
generates its encrypted location information (i.e., E(2x j ), E(x2j ),
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Algorithm 2: Privacy preserving bichromatic nearest neighbor
(BNN) calculation.
0

1

2

3

The user application generates encryption and decryption key
pairfor each demander and supplier: EDi = (n, g),
DDi = (λ, μ ).
EVDi broadcasts a message for its charging need to all
suppliers in the vicinity (i.e., communication range).
After receiving this request, each EVS j generates the following
ciphertexts using their own public keys and broadcasts to the
demander Di .
ES j (2x j ), ES j (x2j ), ES j (2y j ), ES j (y2j ), ES j (1 )
After collecting these ciphertexts from suppliers, the
demander EVDi generates two random numbers R1 and R2 ,
then executes the following homomorphic operations for
each supplier, EVS j :
2

ES j (1 )R1 xi = ES j (R1 x2i ),

Fig. 2. The communication between the demander EV and suppliers during the privacy preserving bichromatic nearest neighbor calculation.

ES j ( 1 ) R 2 = ES j ( R 2 ) ,

ES j (2x j )−R1 xi = ES j (−2R1 xi x j ),

ES j (2y j )−R1 yi = ES j (−2R1 yi y j ),

ES j (−2R1 xi x j ).ES j (R1 x2i ).ES j (R1 x2j ) = ES j (R1 (xi − x j )2 )

ES j (−2R1 yi y j ).ES j (R1 y2i ).ES j (R1 y2j ) = ES j (R1 (yi − y j )2 )
ES j ( R 1 ( x i − x j ) 2 ) . ES j ( R 1 ( yi − y j ) 2 ) . ES j ( R 2 ) =
ESj (R1 [dist(i, j )]2 + R2 )

4

5

6

EVDi sends the encrypted distance indicator (bold term
above) to each supplier together with ES∗ (1 ) of a randomly
selected supplier (S∗ ) that responded. The response to S∗
does not include ES∗ (1 ), so that it knows that it is selected
(for minimum computation) and skips step 5.
Each EVS j , except S∗ , receiving the distance indicator performs
the following operations and sends it back to the demander,
which then forwards all responses to S∗ in an array.
d = DS j (ESj (R1 [dist(i, j )]2 + R2 ))
ES∗ (R1 [dist (i, j )]2 + R2 ) = ES∗ (1 )d
EVS∗ , after receiving the ciphertexts, decrypts them and ﬁnds
the minimum of distance indicators and notiﬁes the
demander about the index of the minimum in the array and
its plaintext.

E(2y j ), E(y2j )) and E(1 ) using its PHE public key and sends it to
the demander (step 2). The demander then randomly selects two
numbers and performs the necessary homomorphic operations to
obtain the distance indicator in (7) for each supplier (step 3). However, as each of these distance indicators are computed by different
keys. To be able to make a comparison and ﬁnd their minimum,
the demander selects a random supplier (S∗ ) among the responders and sends ES∗ (1 ) to the other suppliers. S∗ itself does not receive it, thus knows that it is selected for minimum computation
(step 4). Other suppliers then decrypt this distance indicator and
perform the necessary homomorphic operation (step 5) to get the
distance indicator encrypted by the selected supplier’s key. This information is then shared with the demander, which is further forwarded to the selected supplier. S∗ then decrypts all information
and ﬁnds the minimum of the distance indicators and notify the
demander about it (step 6). Note that after S∗ ﬁnds the minimum,
it will not be able to understand the supplier with that minimum.
Only the demander will be able to determine it as it knows R1 and
R2 . The communication aspect of this procedure among a demander and three suppliers is also illustrated in Fig. 2. Note that if the
supplier is a public station it may not be necessary to follow this

procedure however, for private and residential stations as well as
V2V suppliers it will be needed.
Once the demander learns its BNN among suppliers, it asks that
supplier to check if there exists a BMNN situation. Then, the same
process with demander/supplier roles reversed is initiated by that
supplier and if it ends up that BNN of that supplier is also this
demander, the demander is notiﬁed about it.
4.2. Eﬃcient distributed matching
In this part, we describe the detailed procedures followed by
the demanders and suppliers for the matching in rounds. When a
demander needs to be charged, it broadcasts this need and waits
for the responses from suppliers. If the demander receives only one
response from a single supplier, it skips the BNN calculation and
proposes to the only supplier it has for matching. The supplier who
receives a propose message then initiates the BNN procedure for
itself. If it ends up that the demander proposed to the supplier is
BNN for the supplier then it accepts the matching. This is also naturally followed by the encrypted raw location exchange between
each other using their public keys. If the demander, however, receives responses from multiple suppliers, it starts the procedure to
ﬁnd its own BNN ﬁrst using Algorithm 2. After that, the nearest
supplier is proposed and the rest is followed as in previous case.
Algorithms 3 and 4 show these procedures run by demanders
Algorithm 3: DemanderEV().
1
2
3
4
5
6
7
8
9
10
11

notMatched ← true
while notMatched do
Broadcast the need for matching
if only one supplier, s1 , responded then
s ← s1
else
s ← BichromaticNearestNeighbor() in Algorithm 2
sendMessage(propose, d, s)
msg ← getMessage()
if msg.type is accept then
notMatched ← false

and suppliers.
Note that there may not be the same number of demanders and
suppliers available, thus the matching can end up with some suppliers or demanders not matched. It is also possible that due to the
range of the communication technology used, the users will have
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S1 can be calculated as:

Algorithm 4: Supplier().
1
2
3
4
5
6
7
8
9
10
11
12
13
14

P (D1 = BN N (S1 )

notMatched ← true
while notMatched do
msg ← getMessage()
switch msg.type do
case broadcast
respond with encrypted distances

2

ρd

(9)

The probability that D1 and S1 will then be bichromatic mutual
nearest neighbors (BMNN) is the product of these two probabilities above. With the integral from r = 0 to r = ∞, the ratio of the
demanders having a BMNN can be found:

χ=

case propose
d ← msg.sender
dn ← BichromaticNearestNeighbor() in Algorithm 2
if d == dn then
sendMessage(accept, s, d)
notMatched ← false
else
sendMessage(reject, s, d)



∞

r=0

=−

2
2π rρs e−π r (ρs +ρd ) dr

ρs

ρs + ρd
ρs
=
ρs + ρd

a partial view of the network. Therefore, a demander cannot be
matched even though there exists a supplier at some far distance.
However, such cases may not be preferred either in reality as an
EV requesting charge may not have enough range to drive to such
far suppliers.
The advantage of the proposed matching over the standard
preference list based stable matching algorithm [16] is, it adapts
to the changes in the network very quickly. That is, once a
round of matching is performed, in the next round new demanders/suppliers may show up or some suppliers indicate that they
are not available any more. As the proposed algorithm proceeds
in rounds, the matching with the updated list of demanders and
suppliers can immediately be effective even before the existing demanders are not matched yet.
Fig. 3 shows an example scenario, where initially ﬁve different
demander EVs ask for charge from the stations and V2V chargers
in their vicinity. In the ﬁrst round, only (D1, S1) and (D3 , S3 ) are
matched as they are the only ones that they see each other as their
BMNN. In the second round, a new demander, D6 , shows up and
makes a request and a new supplier, S7 , becomes available to serve
the demanders. The BMNNs are updated for all the users and this
time (D5, S2) and (D4, S7) are matched. Finally, at the third round,
(D2, S5) and (D6, S6) are matched.
4.3. Analysis
In this section, we ﬁrst analyze the convergence of the algorithm in terms of the number of rounds needed. Then, we provide
its privacy analysis under the assumed HBC model.
4.3.1. Algorithm’s convergence
As each demander is assigned to its nearest supplier which
also considers the demander as its nearest demander (i.e., mutual
bichromatic nearest neighborhood relationship), we ﬁrst analyze
the probability that such cases will occur. Assume that there are N
demanders and M suppliers randomly distributed in an area with
a population density ρ d and ρ s , respectively. Consider a demander
D1 and a supplier S1 with distance to each other r (see Fig. 4). In
order to have S1 as the bichromatic nearest neighbor of D1 , there
should not be any other supplier within the circle centered at D1
with radius r. The probability that such a situation will occur is:
2
P (S1 = BN N (D1 )) = 2π rρs e−π r ρs dr

| S1 = BNN (D1 )) = e−π r

(8)

Then, given the fact that S1 is the bichromatic nearest neighbor of
D1 , the probability that D1 is the bichromatic nearest neighbor of

∞

2

e − π r ( ρs + ρd ) 

0

(10)

So, if there are the same number of demanders and suppliers (regardless of the count), it is expected that 50% of the demanders
will ﬁnd a BMNN for them and match in the ﬁrst round. In the
next round, the count for both becomes half (i.e., D/2), and again
half ﬁnds a BMNN to match. At the end, this yields a log(D) rounds
until all match. However, due to the range of the local communication technology used, some demanders may not be matched as
they may not see other available suppliers. This then results in earlier termination of the entire matching process. Moreover, if there
are more suppliers this also reduces the number of rounds. For example, with x demanders and 2x suppliers, 66% of the demanders
are expected to ﬁnd a BMNN for themselves in the ﬁrst round.
Subsequent rounds also yield more matchings for the demanders
(as long as there is a demander in the range) and a quick convergence is achieved.
4.3.2. Privacy analysis
The proposed matching process preserves the privacy of the
demanders and suppliers until they are matched under the HBC
model. In the HBC model, users do not deviate from the protocol
but try to learn as much information as possible from legitimate
messages. All suppliers except the selected one for minimum computation (i.e., S∗ ) will only receive messages encrypted by others’
keys. Thus, they will not be able to obtain the plaintexts containing
the location information of others at any step. S∗ will receive all
the distance indicators (step 5 in Algorithm 2) and decrypt them
to ﬁnd the minimum. However, it will not be able to obtain the
supplier id with that minimum and the actual location information due to the randomization of distances by the demander (step
3) with R1 and R2 , which are only known by the demander. The
demander will also not be able to obtain the location information
of suppliers other than the one matched at the end. It will not be
able to decrypt the responses (received at step 3) with location information that are encrypted by each supplier’s own key. It will
only reach the plaintext distance indicator once S∗ notiﬁes it, after
which it will be able derive the actual location information of the
matched supplier.
5. Simulation results
5.1. Experiment setup
In this section, we present several simulation results regarding
the performance of the proposed privacy preserving matching algorithm. We have generated a network topology of 100 demanders
and 100 suppliers in a region of size 1km by 1km. The location
of the demander and suppliers are assigned with uniform distribution. Then, by changing the range, R, of the local communication
technology used, we obtain different scenarios. For the PHE calculations, in general, we use 512-bit primes for p and q deﬁned in
Paillier cryptosystem. For the simulations, we use a computer with
Intel core i7 processor with speed 2.5 GHz and a 16GB of memory.
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Fig. 3. Bichromatic mutual nearest neighbor (BMNN) based supplier demander assignments in each round. Arrows point to the bichromatic nearest neighbors of each node
in the network. Circled users are the new ones that join to the network in the current round.

demanders). It includes both the computation overhead due to
encryption and communication overhead due to the messaging.
• Privacy overhead: This is the additional processing time required due to the integration of Paillier operations at nodes.
• Average duration until matched: This is the average duration
that passes from the time demander asks for charging service
until it is matched to a supplier.
5.3. Performance results
Fig. 4. A demander (D1 ) and a supplier (S1 ) as bichromatic mutual nearest neighbors. Population density of demanders and suppliers in the area are denoted with
ρ d and ρ s , respectively.

We ﬁrst look at the impact of supplier/demander ratio on
the number of rounds needed for the algorithm to converge. As
the number of supplier options increases (i.e., ρsρ+sρ ) for the ded

For every result in this section, we took the average of 100 different runs for statistical signiﬁcance.
5.2. Performance metrics
We evaluate the performance of the proposed algorithm based
on the following metrics:
• Number of rounds: This is number of iterations performed in
the proposed algorithm until all demanders are matched.
• Coverage: This is the ratio of demanders and suppliers matched
to the total count in the network.
• Number of messages: This is the number of messages exchanged between the demanders and suppliers during the entire matching process.
• Convergence duration: This duration includes the total duration that takes for the algorithm to converge (match all possible

manders, they can be matched with a supplier more quickly.
Fig. 5 shows the number of rounds with respect to this supplier/demander ratio changing in the range of [1–2]x. Note that
after the ratio reaches 2, the number of rounds stabilizes around
5.5 rounds.
Next, in Fig. 6, we look at the impact of communication range
on the number of rounds. As the communication range increases,
each demander can reach out more suppliers. While this provides
additional matching opportunity for the remaining demanders and
increases the coverage (i.e., the number of matched demanders),
it delays the convergence of the algorithm as the algorithm stops
when all demanders are matched or there is no supplier in their
range. Fig. 6 also shows how the coverage is affected by the communication range. Note that when the communication range is
small, some of the demanders may not be matched with any supplier. This results in less coverage but it also decreases the number
of rounds needed for the convergence of the algorithm.
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Table 1
Average preference list sizes for different R.
Range (R) - meter

100

250

500

750

10 0 0

1500

Avg preference list size

2.8

15.5

48.4

80.3

97.5

100

Fig. 5. The impact of supplier to demander ratio on the number of rounds.

Fig. 8. The percentage of reduction obtained with the proposed BMNN based
matching on the average duration a demander waits to be matched.

Fig. 6. The impact of communication range on the number of rounds.

Fig. 7. The comparison of the total number of messages exchanged between users
in preference list based standard stable matching and BMNN based (stable) matching.

In Fig. 7, we compare the proposed BMNN based matching
process with the standard preference list based stable matching
(SM) [16] in terms of messaging overhead. We use the distributed
version implemented in [45]. In the proposed BMNN based matching process, the demander only needs to know the nearest neighbor while the standard stable matching algorithm requires the demander know the entire preference list. Moreover, the standard
stable matching algorithm causes additional message exchanges
due to the deferred acceptance concept it adopts. Due to all these
reasons, the standard algorithm generates unnecessary messaging
overhead. With the proposed algorithm, only immediate acceptances are allowed, thus messaging overhead is reduced signiﬁcantly.

Note that as the communication range changes, the size of the
preference lists needed in the original stable matching algorithm
also changes. In Table 1, the corresponding average list size for different R values is shown. When R=1500 m, all demanders can see
all other suppliers and vice versa. Thus, the lists for demanders
consist of all suppliers and the lists for suppliers consist of all demanders. As it is shown in Fig. 7, this then yields higher messaging
overhead.
Next, we analyze the beneﬁt of the proposed algorithm in terms
of average duration passes for demanders until they are matched.
To this end, we introduce a dynamic environment and add 5–10
new demander and supplier at every round in a random location. Fig. 8 shows the reduction in this average matching duration
per demander compared to the original stable matching algorithm
(with R=500m). As the communication range increases the size of
the preference list gets larger as well as the communication overhead needed between users. This also results in larger waiting duration for the demanders/suppliers that join to the network while
the original algorithm is still running its steps. With the proposed
round based approach, the new users can be immediately be considered as part of the matching process, thus smaller waiting duration until matching is achieved. Fig. 8 shows that up to 65% reduction could be achieved and users could obtain better satisfaction.
Finally, we look at the privacy overhead introduced with the
proposed location privacy preserving operations. Fig. 9 shows both
the total convergence duration and the privacy overhead within it.
For these simulations, we assumed that one way of communication between users take 300 ms on the average. As the communication range increases, the number of rounds to convergence increases. Thus, the total duration also increases. The privacy overhead within this duration is, however, less than 1.5 s. This result
clearly shows that the proposed homomorphic calculations do not
affect the overall convergence of the proposed matching process
signiﬁcantly. It is important to remark that it may take up to 9–
10 s for the algorithm to converge when all suppliers and demanders are within the range of each other. While such a high dense
connectivity may not be the case in practice most of the time,
splitting of the network into subnetworks could be considered to
limit the convergence delay.
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Fig. 9. Total convergence duration of proposed matching and associated privacy
overhead within it.

6. Conclusion
In this paper, we study the privacy preserving matching of EVs
that are in need of charge with suppliers. In the proposed system, demander EVs identify the potential suppliers in the vicinity
through a local search using a P2P communication technology such
as LTE-direct or DSRC and conduct a matching with their bichromatic mutual nearest neighbors (BMNN), if exists. This is achieved
by using a partially homomorphic encryption-based computation
between users while hiding their locations. The proposed matching algorithm provides not only a satisfactory assignment for all
parties but also achieves an eﬃcient matching in dynamic environments by its design, thus reduces the average waiting time for
users until matching. It also in general avoids the potential privacy
and security pitfalls of centralized matching at a server. The simulation results show that this privacy preserving matching process
can converge in a reasonable time and the computation overheads
for Paillier based calculations do not affect the convergence delay profoundly. Moreover, it provides low messaging overhead and
short convergence duration compared to the original stable matching algorithm.
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