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Abstract Assessing network systems for failures is critical to mitigate the risk and
develop proactive responses. In this paper, we investigate devastating consequences
of link failures in networks. We propose an exact algorithm and a spectral lower-
bound on the minimum number of removed links to incur a significant level of
disruption. Our exact solution can identify optimal solutions in both uniform and
weighted networks through solving a well-constructed mixed integer program. Also,
our spectral lower-bound derives from the Laplacian eigenvalues an estimation
on the vulnerability of large networks that are intractable for exact methods.
Through experiments on both synthetic and real-world networks, we demonstrate
the efficiency of the proposed methods.

Keywords Vulnerability Assessment · Pairwise connectivity · Integer Program-
ming · Spectral Bound

1 Introduction

Natural disasters and malicious attacks can drastically compromise many com-
munication and transportation systems, impair their quality-of-service (QoS), or
cause total network breakdown [5,22,26,29]. It is crucial to assess network vulner-
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ability and identify the most destructive attack scenarios to either reduce the risk
or develop proactive responses.

To measure the effect of failures, existing works in assessing network vulnera-
bility focus mainly on using centrality measurements e.g. degree, betweeness, and
closeness centralities [2, 3] to identify critical links or nodes. Unfortunately, these
approaches only determine the relative importance of nodes or links and cannot
reveal the enormous damage potential caused under simultaneous attacks. Other
set of works studies links and nodes removal problems that optimize several global
graph measures, such as clustering coefficient, network diameter, etc. However,
these measures do not cast well for particular kinds of network vulnerability, when
the network connectivity is of high priority. To this end, pairwise connectivity, the
number of node pairs that remain connected, has lent itself as an effective measure
to account for the effect of the attacks [4, 9, 16,18,26,27].

In this paper, we assess the network for link vulnerability and identify the set
of links that are critical for network connectivity. Specifically, we focus on the β-

edge disruptor problem [18], which finds a minimum cost links whose removal lessen
the fraction of connected node pairs to at most a fraction β. Several advantages
of β-disruptor assessment frameworks include the ability to identify small subsets
of critical elements whose failures lead to network-wide fragmentation and the
ability to assess network vulnerability at multiple disruption levels [18]. However,
the β-edge disruptor problem is NP-hard, i.e., there is no efficient algorithm for
the problem.

First, we present an exact solution for the β-edge disruptor problem, in which
we apply branch-and-cut method to solve a new mixed integer programming (MIP)
formulation of the β-edge disruptor. The two intriguing aspects of the exact so-
lution are the small size of the MIP formulation and a specialized cutting plane
procedure that tightens the bound on the optimal solutions. Second, we provide a
lower-bound on the optimal solution via analyzing the Laplacian eigenvalues. Our
spectral bound is formulated as an optimization problem of the Laplacian eigenval-
ues, which are known to contain rich information about the network topology [14].

Related work. Many existing works on network vulnerability assessment mainly
focus on the local centrality measurements to differentiate between critical links
and nodes and the others, see [12, 18, 24]. Other global graph measures have
also been proposed to assess network vulnerability. These measures are mainly
functions of graph properties, such as the diameter, global clustering coefficient,
etc. [6, 26].

Matisziw and Murray [24] first proposed the pairwise connectivity as an effec-
tive measurement and use mathematical programming to solve for exact solutions.
Arulselvan et al. later define the Critical Nodes Problem (CNP), in which the main
objectives are to identify k nodes whose removal minimize the pairwise connectiv-
ity in the residual network. The authors provide an NP-completeness proof and
an integer programming formulation that can find exact solutions for networks up
to 150 nodes.

Shen et. al. [30] proposes polynomial-time algorithms for special cases of trees
and series-parallel graphs. A polynomial-time algorithm for bounded treewidth
graphs is given in [1]. In general graphs, it is NP-hard to approximate an optimal
solution of CNP within any finite factor (in polynomial time) [1]. In [28], Oosten
et. al. provide polyhedral studies that show the triangle inequalities in the LP
formulation are facet-defining inequalities. In [15], Suma et. al. proposes an Integer
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Programming formulation with a non-polynomial number of constraints whose
linear relaxation can be solved in polynomial time. In [34], the authors construct
an 1/θ-approximation to the optimal objective value of the LP relaxation. However,
the proposed algorithm is not an approximation algorithm.

Relatively little work is done on detecting critical links. The β-edge disruptor
problem are shown to be NP-hard [18] and the Critical Links Problem (CLP)
is shown to be NP-hard even in Unit disk graphs and power-law graphs [32].
The β-edge problem admits a bicriteria approximation algorithm with a factor
O(log3/2 n) [18]. The approximation factor is later improved to O(

√
log n) in a

bicriteria algorithm that can identify at the same time both critical nodes and
edges [17].

Dinh et. al. [16] provides the first sparse formulation for the problem, which
reduces the number of constraints from θ(n3) to θ(mn). The sparse formulation
enables the solving for exact solution in networks up to 1,000 nodes. In [35], the
authors gives a novel compact formulation for CNP that gives exact solutions
for networks up to 1,5000 nodes. The new compact formulation has only θ(n2)
constraints (in comparison to θ(n3) constraints in [4,18,28] and θ(mn) constraints
in [16]). We note that the compact formulation in [35] and the sparse formulation
in [16] has roughly the same number of non-zero coefficient. Additionally, the
constraints in [16] are all facet-defining [28], while those in [35] are not known to
be. Also, the compact formulation in [35] cannot be extended to solve CLP and
β-edge disruptor.

Bissias et al. [9, 10] study the problem of bounding the damage under link
attacks. However, the provided methods either require solving costly semidefinite
programming problem [9] or involving weak bounds due to the presence of parti-
tions with negative sizes [10]. There are also other versions of critical Node/Edge
problems for the minimum spanning tree problem [8], shortest path between two
nodes [33], and the p-median and p-center location problems [7].

Organization. We briefly present terminologies and problem definitions in Sec-
tion 2. The new sparse formulation for the β-edge disruptor problem is given in Sec-
tion 3. In Section 4, we introduce the spectral lower-bound for the the β-disruptor
problem together with two methods to compute the lower-bound. Experimental
results on different network models and real network instances are obtained in
Section 5. We conclude the paper in Section 6.

2 Model and Definitions

Let G = (V,E) be an undirected graph, where the vertices in V are numbered
from 1 to n = |V | and E refers to a set of links. Each edge (i, j) ∈ E is associated
with a cost cij ≥ 0 ( and cij = 0 if (i, j) /∈ E). For convenience, we also denote the
number of nodes and links by n and m, respectively.

We measure network performability using pairwise connectivity, defined as the
number of connected vertex pairs in G [18]. The pairwise connectivity of G, denoted
by P(G), is maximized at (n2) when G is connected. The β-edge disruptor is defined
in [18] as follows.

β-edge disruptor. Given 0 ≤ β ≤ 1, a subset Eβ ⊂ E in G = (V,E) is a β-edge

disruptor if the pairwise connectivity of G[E \Eβ ], obtained by removing Eβ from
G, is no more than β(n2). In the β-edge disruptor problem, we aim to find a minimum
cost β-edge disruptor.



4 T. N. Dinh, M. T. Thai, and H. T. Nguyen

We formulate the problem as an Integer Programming, called IPd. We use
variables xij to represent the connectivity between a pair of nodes i and j in the
residual network, after removing edges. That is

xij =

{
0 if i and j are in the same connected component

1 otherwise.

The IPd formulation is as follows.

minimize
∑

(i,j)∈E
cijxij (1)

subject to xij + xjk − xik ≥ 0, ∀i < j < k (2)

xij − xjk + xik ≥ 0, ∀i < j < k (3)

− xij + xjk + xik ≥ 0, ∀i < j < k (4)∑
i<j

xij ≥ (1− β)

(
n

2

)
, (5)

xij ∈ {0, 1}, i, j = 1..n, (6)

The objective minimizes the total costs of the removed edges, i.e., the cost of
the edge disruptor. For simplicity, we require xij = xji ∀i 6= j and xii = 0 ∀i.
Constraint (2-4) are the well-known triangle inequalities which imply that if i and
j are connected, and j and k are connected, then i and k must be connected.
Constraint (5) limits the pairwise connectivity in G to be at most β(n2). We can
show that there is an one-to-one correspondence from the optimal solutions of IPd
to the optimal solutions of the β-edge disruptor problem as stated in the following
lemma.

Lemma 1 IPd is a correct formulation for the β-edge disruptor problem. In addition,

the optimal β-edge disruptor is given by Dx = {(i, j) | (i, j) ∈ E and xij = 1}.

Unfortunately, the above IPd formulation shares several drawbacks with the
formulations for the Critical Nodes/Links Detection problems in [4, 31, 32]. First,
the formulations contains a large number integral variables, Θ(n2), that make the
selection of branching difficult and significantly increases the depth and size of
the search tree. Second, the formulations have an excessive number of constraints,
Θ(n3) constraints, that cost an extremely large amount of memory and computing
time.

3 Mixed Integer Programming Approach

We introduce a lightweight mixed integer programming (MIP) formulation for β-
edge disruptor in Subsection 3.1 and show that this new MIP gives the same exact
solutions as the IP in [32]. Further, we introduce, in Subsection 3.3, a new class
of cutting planes and the separation procedure for the problem.
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3.1 Mixed Integer Programming Formulation

We first devise a new Mixed-Integer Programming (MIP) formulation for the β-
edge disruptor problem that consists of only θ(m+n) integer variables and a much
smaller number of constraints. The formulation applies the sparse metric technique
in [16], to remove non-binding constraints from the formulation.

Let di be the degree of vertex i, and Nmin(i, j) be the set of neighbors of i
excluding j if d(i) < d(j), and Nmin(i, j) is the set of neighbors of j excluding i,
otherwise. Our new MIP formulation for the β-edge disruptor problem (MIPd) is
defined as follows.

minimize
∑

(i,j)∈E
cijxij − α

∑
(l,k)/∈E

clkxlk (7)

subject to (8)

xij + xjk ≥ xik, k ∈ Nmin(i, j), i < j (9)∑
i<j

xij ≥ (1− β)

(
n

2

)
, (10)

xij ∈ {0, 1}, (i, j) ∈ E, (11)

0 ≤ xlk ≤ 1, (l, k) /∈ E, (12)

where α = 1
n2 min(i,j)∈E cij , a sufficiently small constant.

The number of constraints is upper-bounded by

1 +
∑
i<j

min
{
di, dj

}
≤ 1 +

1

2

∑
i<j

(di + dj) = 1 +
n− 1

2

n∑
i=1

di = O(mn).

For sparse networks in which m ≈ n, the number of constraints is only Θ(n2). Note
that we also drop the integral requirements on xij ∀(i, j) /∈ E, replacing xij ∈ {0, 1}
with xij ∈ [0, 1]. In comparison to IPd, the number of integral variables reduces
from Θ(n2) to Θ(m+ n).

3.2 The Equivalence of MIPd and IPd

We show that there is a one-to-one correspondence from the set of optimal solutions
of MIPd to those of IPd. Since the IPd is the correct formulation for the β-edge
disruptor problem (Lemma 1), the optimal solutions of MIPd also induce optimal
solutions for β-edge disruptor (and vice versa).

We prove the equivalence of the compact formulation MIPd to IPd by showing
the following facts

– Even without the integrality constraints on xij ∀(i, j) /∈ E, all optimal solutions
of MIPd are integral (Proposition 1).

– A feasible solution x is an optimal solution of MIPd, iff x is also an optimal
solution of IPd (Theorem 1).

– The optimal solution of LP relaxation of IPd is also an optimal solution for
the LP relaxation of MIPd (Theorem 2).
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Proposition 1 If x is an optimal solution of MIPd, then xij ∈ {0, 1} ∀i, j.

Proof We prove by contradiction. Let x be an optimal solution of MIPd. If x is not
an integral solution, construct xI from x by rounding all 0 < xij < 1 to 1. We are
going to show that xI is also a feasible solution of MIPd and xI gives a strictly
higher objective value which contradicts the optimality of x.

First, xI satisfies the constraints (10) as we rounding up all xij values. Second,
for each triple i, j and k ∈ Nmin(i, j) we have xij + xjk ≥ xik. Thus if xik = 0

then xIik = 0 ≤ xIij + xIjk; and if xik > 0 then either xij > 0 or xjk > 0, then

xIij + xIjk ≥ 1 ≥ xIik. Thus xI also satisfies the triangle inequality constraints (9)
and is a feasible solution of MIPd.

If 0 < xij < 1, then xij < xIij = 1. The second term in the objective will make

the objective given by xI strictly smaller than the objective given by x. Thus it
contradicts the x’s optimality. ut

Theorem 1 A feasible solution x is an optimal solution of MIPd, iff x is also an op-

timal solution of IPd. Moreover, Dx = { (i, j) | xij = 1 and (i, j) ∈ E} is a minimum

cost β-edge disruptor.

The theorem holds due to the fact that in any optimal solution of MIPd, if nodes i
and j are connected, they must be connected through one of their neighbors. This
is guarnateed through constraints (9) in MIPd.

Furthermore, we show that the LP relaxation of IPd and that of MIPd, obtained
by removing the integral conditions on the variables, are equivalent.

Theorem 2 The LP relaxations of IPd and MIPd have a same set of optimal solutions.

Proof Since MIPd contains only a subset of constraints of IPd, any feasible solution
of the relaxation of IPd is also a feasible solution of the relaxation of MIPd. Thus
it is sufficient to show that every optimal solution of the relaxed MIPd is also a
feasible solution of the relaxed IPd.

Let x be an optimal solution of the relaxation of MIPd. In G, we associate
each edge (i, j) ∈ E with a weight xij , which reflects the length of (i, j). Among all
paths between two nodes i and j, we choose a path with the smallest total lengths,
and denote the total length of that path by x′ij . Also, let x∗ij = min{x′ij , 1}. We
prove that x∗ is a feasible solution of the relaxed IPd and that x∗ = x. It follows
that x is a feasible solution of the relaxed IPd.

First, we prove that x′ satisfies the following properties

1. x′ij = xij ∀(i, j) ∈ E
2. x′ij ≥ xij ∀i, j
3. x′ij = minnk=1{x

′
ik + x′kj}.

We prove the first property by contradiction. Assume that there are pair(s)
of vertices (i, j) that x′ij < xij , among those pairs we select a pair (i, j) with
the minimum number of hops (edges) on the shortest path between i and j. The
shortest path between i and j must include one vertex in Nmin(i, j), say k. By the
definition of the shortest path, we have x′ij = x′ik + x′kj .

From the constraint (9), we have xik + xkj ≥ xij > x′ij = x′ik + x′kj . Hence

we have either xik > x′ik or xkj > x′kj . W.l.o.g. assume that xik > x′ik. Since
the shortest path between i and k has less hops than that of the shortest path
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between (i, j), we arrive to a contradiction to the selection of the pair (i, j). Thus
x′ij ≥ xij ∀i, j.

The second property can be shown from the facts that x′ij ≤ xij due to the
direct path from i to j and x′ij ≥ xij (the first claim).

The last property is due to the definition of x′ij , the shortest distance between
i and j.

Second, we show that x∗ is a feasible solution of the relaxed IPd. Since x∗ik +
x∗kj ≥ min{x′ik+x′kj , 1} ≥ min{x′ij , 1} = x∗ij , thus x∗ satisfies all triangle inequalities
in IPd. Also, from the definition, x∗ are bounded by 0 and 1. Thus x∗ is a feasible
solution of the relaxed IPd.

Finally, we show that x∗ = x. Since x∗ij = x′ij = xij ∀(i, j) ∈ E and x∗ij ≥ x
′
ij ≥

xij∀(i, j) /∈ E. The objective values

∑
(i,j)∈E

cijx
∗
ij − α

∑
(l,k)/∈E

clkx
∗
lk ≤

∑
(i,j)∈E

cijxij − α
∑

(l,k)/∈E

clkxlk.

If x∗ij 6= xij for some pair of (i, j) /∈ E, then we have a contradiction to the
optimality of x. Therefore, x∗ = x.

Therefore any optimal solution x of the relaxed MIPd is also an optimal solution
of the relaxed IPd (and vice versa). ut

3.3 Cutting Planes

We present a class of cutting planes together with the separation procedure to
identify those cutting planes. These can be used in conjunction with cutting planes
generated automatically by optimization packages to reduce the running time of
the branch-and-cut algorithm.

3.3.1 Edge-Connectivity and Invalid Inequalities

One often overlooked characteristic of solutions for clustering and partitioning
problems on graph is that clusters must induce connected subgraph. This charac-
teristic is not reflected in either IPd or MIPd formulations.

A subset S ⊂ E is an edge-cut for a pair (u, v), if removing S from graph G,
disconnects u and v. For an edge-cut S of (u, v), if

∑
(i,j)∈S xij = |S|, then xuv

must be one. Thus, we have the following inequality

∑
(i,j)∈S

xij − xuv ≤ |S| − 1

This inequality, called EC inequality, is valid for all feasible points inside the
polyhedra of MIPd.
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Algorithm 1. Separation procedure for VC inequalities

1: for each pair (u, v) ∈ V × V do

2: Construct a flow network G = (V,E) as follows

3: Assign u and v as source and sink, respectively

5: Every edge (i, j) ∈ E has a capacity 1− xij
6: if (u, v) ∈ E, then (u, v) has capacity zero.

7: Find the maximum-flow (min-cut)

8: if maximum-flow is less than x̄uv, then

9: Get S as the set of edges in the min-cut

10: Add the EC inequality associated with S to MIP

8: end if

11: end for

3.3.2 Separation Procedure for VC Inequalities

Given a point (fractional solution) x ∈ R(n+1
2 ), an exact separation algorithm for

some class of inequalities either finds a member of the class violated by x, or proves
that no such member exists. In many cases, finding such algorithm is intractable
(NP-hard problem) and one has to settle for heuristic procedures. Fortunately,
there is an exact algorithm for our separation procedure based on finding the
max-flow on the network with node capacities.

Let x̄ij = 1− xij and x̄uv = 1− xuv. The EC inequality can be rewritten as

∑
(i,j)∈S

x̄ij − x̄uv ≥ 0, S is an edge-cut of (u, v).

Therefore, the point x violates this inequality if and only if
∑

(i,j)∈S x̄ij < x̄uv.

For a given vertex pair (u, v), the most violated inequality is the one that min-
imize the sum

∑
(i,j)∈S x̄ij , where S is an edge-cut of (u, v). Thus, the subset S

corresponding to the most violated inequalities can be found using a max-flow
algorithm as shown in Algorithm 1. If we apply Push-relabel algorithm with dy-
namic trees [21], the time complexity to find cutting planes for one node pair

is O(mn log n2

m ). The total time complexity for the separation procedure will be

O(n3m log n2

m ). In our implementation, this procedure is called sparingly in order
to avoid excessive running time.

4 Spectral Lower-bound for Link Assessment

In this section, we derive a lower-bound on the minimum cost of β-edge disrup-
tor using higher eigenvalues of the Laplacian matrix L. We first formulate the
lower-bound as an eigenvalue optimization problem. Then we present an efficient
computation method based on Lagrange multiplier strategy.
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4.1 Laplacian Matrix and Its Eigenvalues

Let A = {cij} be the weighted adjacency matrix and D be the degree matrix, defined
as the diagonal matrix with the weighted degrees d1, d2, . . . , dn on the diagonal,
where di =

∑
j cij .

The unnormalized graph Laplacian matrix [25] is defined as

L = D −A

The matrix L is symmetric and positive semi-definite, since for every vector x ∈ Rn
we can verify that

xTLx =
1

2

n∑
i,j=1

cij(xi − xj)2 ≥ 0. (13)

A direct consequence is that L has n non-negative, real-valued eigenvalues λ1 ≤
λ2 ≤ . . . ≤ λn. In addition, the smallest eigenvalue of λ1 is zero and the corre-
sponding eigenvector is the constant one vector 1 [25].

The second smallest eigenvector λ2 is known as the algebraic connectivity of
the graph and can be used to describe many properties of graphs [25]. For example,
the graph G is connected if and only if λ2 > 0.

Our main result in this section is a spectral lower-bound on OPTβ given by
solving the following quadratic programming (QP) optimization problem.

minimize
1

2

n∑
i=1

siλi (14)

subject to
n∑
i=1

si = n (15)

n∑
i=1

(si2 ) ≤ β(n2) (16)

si ∈ {0, 1, . . . , n} (17)

Let E∗β be an optimal β-edge disruptor and let OPTβ be the total cost of the edges
in E∗β . We have the following theorem.

Theorem 3 Let Qβ be the optimal objective of the QP problem (14-17) and OPTβ be

the minimum β-edge disruptor of graph G = (V,E). Then, Qβ ≤ OPTβ for β ∈ [0, 1].
Moreover, the equality holds when β = 0 or β = 1

Proof Let s∗1 ≥ s∗2 ≥ . . . ≥ s∗n be the sizes of the connected components after
removing E∗β from the network. Here we allow dummy subsets of size zero and
assume w.l.o.g. that l = n. Note that s∗1, . . . , s

∗
n are not known without finding E∗β .

First, we have OPTβ = |E∗β | ≥
1
2

∑n
i=1 s

∗
i λi from the following lemma.

Lemma 2 [10] Let a k-partition of a graph be a division of the vertices into l disjoint

subsets containing s1 ≥ s2 ≥ . . . ≥ sl vertices. Let Ecut be the total weights of edges

whose two ends belong to different subsets. Let λ1 ≤ λ2 ≤ . . . ≤ λl, be the l smallest
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eigenvalues of the Laplacian matrix plus any diagonal matrix U such that the sum of

all the elements of U is zero. Then

Ecut ≥
1

2

l∑
i=1

siλi.

This generalizes the result in [19] for unweighted graphs. For completeness, the
proof of this lemma is provided in the Appendix.

Since the above QP consider all possible values of {s1, . . . , sn} which infer
network partitions of pairwise connectivity at most β(n2), it gets the minimum of
the sum 1

2

∑n
i=1 siλi as a lower-bound on OPTβ . In addition, the sizes of connected

components after removing optimal β-edge disruptor satisfy all constraints (15-17).
Hence, Qβ ≤ OPTβ for all β ∈ [0, 1].

We continue with the tightness of the bound at extreme cases.

Case β = 0: All subsets are of size one. Hence, Q1 = 1
2

n∑
i=1

λi =
1

2
Trace(L) =

1

2
(2|E|) = |E|. The only way to cut all pairs in the network is to cut all edges. In

other words, Q0 = OPT0 = |E|.
Case β = 1: To achieve the maximum connectivity (n2), there must be a single

partition in the network and the optimal disruptor cutting no edges. That is s1 = n

and si = 0 ∀i > 1. Since λ1 = 0, it follows that Q1 = 0 = OPT1. ut

The bound given by QP can be computed by using a dynamic programming
algorithm, presented in Appendix A.

Theorem 4 Optimal solutions of QP(14-17) can be found in O(n4) time and O(n3)
space.

While the spectral bound can be computed in polynomial time, the high time
complexity of the dynamic programming algorithm prevents the method from
being applied to large networks. Moreover, the dynamic programming algorithm
requires computing the whole set of eigenvalues of the networks, which is both
time and memory consuming. We continue with an approximation of the spectral
bound that achieves (almost) the same lower-bound quality in significantly less
time.

4.2 Lagrange Multipliers Method

We relax the integral conditions on si to obtain the following relaxation of the QP,
rewritten in vector notation.

minimize
1

2
sTλ (18)

subject to ‖s‖1 − n = 0, (19)

‖s‖22 −∆β ≤ 0, (20)

s ≥ 0, (21)

where ∆β = βn(n− 1) + n and ‖.‖p denotes the Lp norm.
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The Lagrange multiplier is then

L(s, χ, ψ,ω) =
1

2
sTλ+ χ(‖s‖1 − n) + ψ(‖s‖22 −∆β)− ωT s

where ω = (ω1, . . . , ωn) ≥ 0 is a positive multiplier vector.
Notice that the problem is a convex optimization problem with differentiable

objective and constraint functions and it satisfies the Slater’s condition with s =
(1, 1, . . . , 1)T [13]. Hence, the following Karush–Kuhn–Tucker (KKT) conditions
provide the necessary and sufficient conditions for optimality

∇sL =
1

2
λ+ χ+ 2ψs− ω = 0

∇χL = ‖s‖1 − n = 0

∇ψL = ‖s‖22 −∆β = 0

ωT s = 0

s, ψ,ω ≥ 0

Algorithm 2: LMB(G, β)

1: t = d2/βe, ∆β ← bβn(n− 1) + nc
2: Compute λ1, . . . , λt

3: for k = 1 to n

4: if k > t then

5: t = min{2t, n}
6: Compute λ1, . . . , λt

7: Compute ψ as in Eq. 31.

8: Compute D(k)
β , and C(k)β as in Eqs. 32, and 33

9: if (ψ ≥ 0 and C(k)β ≥ 0) or (k = n) then

10: return dD(k)
β e

11: end for

Moreover, the magnitude of eigenvalues define the order of component sizes as
shown in the following lemma.

Lemma 3 There exists an optimal solution s∗ of QP(18-21) such that s∗1 ≥ s∗2 ≥
. . . ≥ s∗n.

Proof Let s∗ = {s∗1, s∗2, . . . , s∗n} be an optimal solution of QP(18-21). Denote inv(s∗)
the number of inversions of m∗ i.e. such pairs of indices (i, j) that i < j such that
s∗i > s∗j . If inv(s∗) = 0, then s∗1 ≥ s∗2,≥ . . . ≥ s∗n, otherwise there exists a pair
i < j and s∗i > s∗j . Construct s′ by swapping s∗i and s∗j inside s∗. Then, s′ is a
feasible solution of QP(18-21) and the objective increases an amount s∗i λj +s∗jλi−
(s∗i λi + s∗jλj) = (s∗i − s

∗
j )(λj − λi) ≥ 0. Thus, we obtain a new optimal solution

with less the number of inversions. Repeat the process at most (n2), that is the
maximum number of inversions in s∗, we finally obtain an optimal solution with
no inversions. That optimal solution shall satisfy the lemma’s condition. ut



12 T. N. Dinh, M. T. Thai, and H. T. Nguyen

Let l = max{i | si > 0}. By Lemma 3 and the complementary slackness ωT s =
0, we have si > 0 for i ≤ k, thus, si = 0 ∀i > l and ωj = 0 ∀j ≤ l.

Denote s(l) = {s1, s2, . . . , sl} and λ(l) = {λ1, λ2, . . . , λl}, the KKT condition
can be simplified to

∇s(l)L =
1

2
λ(l) + χ+ 2ψs(l) = 0, i ≤ l (22)

∇siL =
1

2
λi + χ− ωi = 0, i > l (23)

∇χL = ‖s(l)‖1 − n = 0, (24)

∇ψL = ‖s(l)‖22 −∆β = 0, (25)

s(l) > 0, ψ > 0,ω(l) = 0 (26)

For each value of l, we can solve for values of si and check if all si ≥ 0. The other
unknowns can be found as follows. First, substitute the constraint (24) into the
sum of the constraints (22) to obtain χ in terms of ψ.

χ = −2
n

l
ψ − ‖λ

(l)‖1
2l

(27)

Therefore, we can derive s(l) from (22) as

s(l) =
n

l
+

(
‖λ(l)‖1

4l
− λ

(l)

4

)
1

ψ
(28)

Substituting the above equation into the condition (25) and solving for ψ, we have

‖s(l)‖22 −∆β = 0

⇔
l∑
i=1

(
n

l
+

(
‖λ(l)‖1

4l
− λi

4

)
1

ψ

)2

= ∆β (29)

⇔n2

l
+ 2

n

lψ

l∑
i=1

(
‖λ(l)‖1

4l
− λi

4

)
+

l∑
i=1

(
‖λ(l)‖1

4l
− λi

4

)2
1

ψ2
= ∆β (30)

⇔
(
‖λ(l)‖22

16
− ‖λ

(l)‖21
16l

)
1

ψ2
= ∆β −

n2

l

⇔ψ =
1

4

(
‖λ(l)‖22 − ‖λ(l)‖21/l

∆β − n2

l

)1/2

(31)

The objective is then

D(l)
β =

1

2
s(l)Tλ(l) = n

‖λ(l)‖1
2l

+

(
‖λ(l)‖21

4l
−
‖λ(l)‖22

4

)
1

2ψ

= n
‖λ(l)‖1

2l
−

1

2

(
‖λ(l)‖22 −

‖λ(l)‖21
l

)1/2(
∆β −

n2

l

)1/2

(32)

Since λ1 ≤ λ2 ≤ . . . ≤ λn, Eq. 28 implies that s
(l)
1 ≥ s

(l)
2 ≥ . . . ≥ s

(l)
k . Hence, in

order to satisfy s(l) > 0, it is sufficient that

C(l)β = s
(l)
k =

n

l
+

(
‖λ(l)‖1

4l
− λl

4

)
1

ψ
≥ 0. (33)
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Fig. 1: Minimum cost and lower-bounds for β-disruptor on the synthetic networks
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Fig. 2: Running time on the synthetic networks

Theorem 5 The size of a β-edge disruptor is lower-bounded by

Dβ = min
n≥l≥n2/∆β

{
D(l)
β | C(l)β > 0

}
,

where D(l)
β and C(l)β are given by Eqs. 32 and 33.

The steps to solve the relaxation of the QP is summarized in the Algorithm 2
(LMB Algorithm).

Time complexity. The LMB algorithm spends its major time on computing
the eigenvalues. This can be done with Implicitly Restarted Lanczos Method which
has worst-case time complexity O(mKh+nK2h+K3h) where K is the number of
eigenvalues to be computed, and h is the number of iterations for the eigenvalue
algorithm to converge [37]. Given the eigenvalues, the rest of LMB takes only O(n)
time in the worst-case.

The number of required eigenvalues K is small in our algorithm. At beginning,
the algorithm computes t = d2/βe smallest eigenvalues and the number of com-
puted eigenvalues is double each time if necessary. In our experiments, the number
of needed eigenvalues is 2/β in most cases. For example, to bound the number of
necessary links whose removal disrupts 90% pairwise connectivity we only need to
compute about 20 smallest eigenvalues of the Laplacian matrix (instead of com-
puting approximately all 30,000 eigenvalues). We found the LMB algorithm to be
scalable, taking linear time with respect to the number of nodes and edges.
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5 Experimental Results

We run the exact solution and compute the spectral lower-bound for both synthetic
and real-world networks.

5.1 Synthetic Networks

We generate the synthetic networks following well-known complex network models.
All networks have 100 nodes and around 300 edges. The details of those networks
are as follows.

– Erdos-Reyni: A random graph (the Erdos-Reyni model) [20].
– Barabasi-Albert: A power-law model using preferential attachment mecha-

nism [6].
– Small world: A random graph following Watts and Strogatz model [36]. The

dimension of the lattice is set to be 3 and the rewiring probability is 0.3.

We run our experiments on a PC with Intel Xeon 2.93 Ghz processor and 12
GB memory. The integer programming (IP) and the linear programming (LP) are
solved with the mathematical optimization package GUROBI 4.5.

Table 1: Comparing MIPd and the original IP in [4]. The first value in each cell
associates with the MIPd and the second associates with the IP.

Erdos-Reyni Barabasi-Albert Watts-Strogatz

#Constraint 23K/485K 12K/485K 24K/485K
Time(s), β = 0.95 11.1/1091 2.6 / 421 100.6/2231

Comparing MIPd with the IP. We compare the performance of our new MIPd
formulation with the original IP in [4]. The number of constraints (regardless of the
value of β) are shown in Table 1. The MIPd size is more than 20 times smaller than
that of the IP. As a result of excessive large size, the IP cannot find the optimal
solutions within 20000 seconds in the most cases with the exceptions of β = 0.95.
The running time for β = 0.95, the last line in Table 1, show that the MIPd is
from 10 to 160 times faster than the IP. Therefore, our new MIPd outperforms the
existing IP formulation in [31,32].

Comparing the lower-bounds with the optimal objectives. We compare
the lower bounds given by our spectral technique and the LP with the optimal
objective values. The optimal objective are found by solving our new MIPd for-
mulation with the cutting planes in Section 3.3. The results produced by ILB
(the dynamic programming algorithm in Appendix A) and LMB algorithms (the
Lagrange multiplier method in Section 4.2) are identical (after rounded up) and
plotted under the same name “spectral bound”.

The minimum number of links whose removal causes certain level of disruption,
are shown in Fig. 1. For all three different networks, solving LP gives close lower-
bounds on the minimum number of links to remove. The spectral bounds have
smaller values than the LP bounds; however, the spectral bound approximates
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closely the curvature of the LP bounds and the optimal solution, especially in
power-law networks.

As shown in Fig. 2, there is a big gap between the running time of the spectral
bound and those of LP and IP. Note that all the spectral bound are computed at
once, i.e., the provided running time is the total running time over all different
values of β. Even though the running time of the spectral bound is still thousand
of times faster than LP and IP.

Overall, while IP is best used for small networks, and LP can be used for
medium networks of few thousand nodes, the only feasible method to compute the
lower-bound in large networks is the spectral bound. One of the attractive aspect
of the LMB spectral bound, described in the Alg. 2, is that the algorithm can
be easily implemented in a distributed manner. The most time-consuming part
of the algorithm is to compute the few smallest eigenvalues. This can be done
distributedly with the existing mathematical software [11].

Table 2: Sizes of the investigated networks and the corresponding running time to
compute the lower-bound

CAIDA AS Oregon AS P2P Gnutella

Vertices 8,020 11,174 22,663
Edges 36,406 23,410 109, 386

Time (s) 1530.1 321.0 207.9

5.2 Real-world Datasets

We compute the spectral lower-bounds for real networks and show the results in
Fig. 3. Neither LP nor IP can run on these networks due to both time and memory
limits. The studied networks are

– Gnutella P2P: Gnutella peer-to-peer network from from Aug. 25, 2002 [23].
Nodes represents hosts in the network and edges are the connections between
the Gnutella hosts.

– Oregon AS: AS peering information inferred from Oregon route-views between
Mar. 31 and May 26, 2001 [23].

– CAIDA AS: The CAIDA AS Relationships Datasets, from September 17,
2007 [23].

The lower-bounds in Fig. 3 indicates that it is difficult to destroy major con-
nectivity in communication networks. For examples, even after removing 369 links
at least 50% node pairs in the CAIDA AS network stay connected; and to bring
down the connectivity level in the Gnutella P2P network to 15% one has to destroy
at least 960 links. Due to low edge density, the Oregon AS network tends to be
more vulnerable than the other two networks. Nevertheless, uterly disrupting the
connectivity in the network to 5% level would require removing more than 763
links.
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Fig. 3: Lower bounds on the number of link-attack for real networks found with
the LMB algorithm.

6 Concluding Remarks

Assessing network for topological vulnerabilities is an important and challenging
problem. We present in this paper an exact algorithm and a spectral lower-bound
method for the link vulnerability assessment problem, called β-edge disruptor.
The exact algorithm is several magnitude more efficient than the straightforward
mathematical formulation; and the new lower-bound method is useful in both
comparing the vulnerability of different networks and providing guarantees for
other heuristics assessment methods. In addition, the Lagrange multiplier method
to compute the lower-bound requires only a portion of the eigenvalues and is
applicable for large-scale networks.

We also propose an efficient branch-and-cut algorithm to find exact solution
for β-edge disruptor problem. The techniques used in the paper are general and
can be easily adapted to solve many graph clustering and partitioning problems.
Our future work will be combining the column generation technique (branch and
price) to find exact solutions for even larger instances of networks.
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A Appendix

A.1 Proof of Lemma 2 from [10]

Let H be an n× k indicator matrix where

Hij =

{
1, vertex i in jthsubset (or component)

0, otherwise

and hj denote the jth column of H, i.e., the membership vector for the jth subset.
We have

hTj × hj = sj ,

and the total weights of edges going out of the jth subset is given by

hTj Lhj .
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Therefore

Ecut =
1

2

k∑
j=1

hTj Lhj .

Since L is symmetric and positive semidefinite, it has n real non-negative eigen-
values λ1 ≤ λ2 ≤ . . . ≤ λn,and the corresponding eigenvectors u1, u2, . . . , un form
a complete orthonormal basis, i.e., L =

∑n
i=1 λiuiu

T
i .

Hence

Ecut =
1

2

k∑
j=1

hTj

(
n∑
i=1

λiuiu
T
i

)
hj (34)

=
1

2

k∑
j=1

n∑
i=1

λi

(
uTi hj

)2
(35)

Let xij =
(
uTi hj

)2
/mj . Substituting xij , we have

Ecut =
1

2

k∑
j=1

mj

n∑
i=1

λixij (36)

We can verify that

n∑
i=1

xij = 1 and
k∑
j=1

xij ≤ 1

Since λ1 is the smallest and m1 is the largest, the equation (36) is minimized when
xii = 1 and xij = 0 ∀i 6= j, i.e.,

Ecut =
1

2

k∑
j=1

n∑
i=1

λi

(
uTi hj

)2
≥ 1

2

k∑
j=1

λjmj .

A.2 Dynamic Programming Algorithm (ILB)

We present a dynamic programming algorithm to compute the exact solution of
the QP(14-17).

For k ≤ l ≤ n and p ≤ β(n2), define Lk(l, p) to be the minimum spectral
bound obtained by first k subsets that the total sizes is l and the total pairwise
connectivity is at most p. That is

Lk(l, p) = min
s(k)∈Nk

{
s(k)Tλ(k) : ‖s(k)‖1 = l,

k∑
i=1

(
si
2

)
≤ p

}
,

Then the optimal objective value QP(14-17) shall be given by Qβ = Ln(n, β(n2)).
By Lemma 3, we pay attention only to partitions satisfying s1 ≥ s2 ≥ . . . ≥ sn.

We now derive the recursive formula for Lp(l, k) based on the sub-optimal structure
of the QP problem. Consider two possible cases of sk
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Algorithm 3: ILB(G, β)

1: Compute λ1, . . . , λn

2: Lk(l, p) =

{
+∞, if p < pmin(l, k)

λ1l = 0, if p ≥ pmax(l, k)
3: for k = 1 to n

4: for l = 1 to n

5: for p = pmin(l, k) to min
{
β(n2), pmax(l, k)

}
6: Lk(l, p) = min

{
Lk−1(l, p),

Lk(l − k, p− l + k) +
∑k
i=1 λi

}
7: if Lk−1

(
n, β(n2)

)
= Lk

(
n, β(n2)

)
8: return dLk

(
n, β(n2)

)
e

9: return dLn
(
n, β(n2)

)
e

– sk = 0: There are at most k − 1 partitions whose sizes sum up to l. Hence, for
this case L(l, k) = Lk−1(l, p).

– sk > 0: Since s1 ≥ s2 ≥ . . . ≥ sk > 0. Let s̃i = si − 1 ≥ 0, the vector s̃ =
{s̃1, s̃2, . . . , s̃k} satisfies simultaneously the following

k∑
i=1

λis̃i =
k∑
i=1

λisi −
k∑
i=1

λi

k∑
i=1

s̃i =
k∑
i=1

si − k = l − k

k∑
i=1

(
s̃i
2

)
=

k∑
i=1

[(
si
2

)
− si + 1

]

=
k∑
i=1

(
si
2

)
− l + k ≤ p− l + k

Therefore, in this case Lk(l, p) = Lk(l − k, p− l + k) +
∑k
i=1 λi

In summary, we have

Lk(l, p) = min

{
Lk−1(l, p),

Lk(l − k, p− l + k) +
∑k
i=1 λi

}

We compute value of Lp(l, k) in increasing order of p and l but in decreasing
order of k. The base cases for Lp(l, k) are as follow.

Lk(l, p) =

{
+∞, if p < pmin(l, k)

λ1l = 0, if p ≥ pmax(l, k)
(37)
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where pmin(l, k) = (dl/ke2 )(l mod k) + (bl/kc2 )(k − l mod k) and pmax(l, k) = (l2) that
are the minimum and maximum pairwise connectivity of a graph with l vertices
and k connected components, respectively.


