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ABSTRACT 
 

 Critical infrastructures comprise essential components of industry, energy generation, 

security, defense, transportation and public services. Their protection and effective maintenance is 

one of today’s most relevant concerns. Due to the recent development in information technology, 

modern critical infrastructures have become substantially computerized and automated. This thesis 

discusses the use of computational intelligence techniques for support and enhancements of modern 

critical infrastructures. Computational intelligence techniques, such as artificial neural network, fuzzy 

logic systems or unsupervised clustering, are well established and widely used, and are capable of 

machine learning, pattern recognition or non-linear intelligent control. In this thesis, these techniques 

were utilized in three specific areas of critical infrastructures: network security, robotics and system 

modeling. Firstly, the artificial neural networks were applied to the problem of network security and 

an anomaly-based intrusion detection system was implemented. The development and testing of this 

system was based on network data recorded from a control system of an existing critical 

infrastructure. Further, the intrusion detection system was enhanced by an improved training data 

generation technique. Secondly, specific control architecture of multi-robot system for emergency 

response was designed. This architecture combined a swarm behavior model with fuzzy logic control 

into an effective single-operator control system. Moreover, an algorithm for autonomous navigation 

of mobile robots inspired by the support vector machines was developed. Finally, this thesis describes 

enhanced system modeling using the growing neural gas algorithm. This self-organizing neural 

network was used for problem complexity reduction and for topology learning. 
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Chapter 1  

INTRODUCTION 
 

 Critical infrastructures comprise fundamental components of industry, energy generation, 

security, defense, transportation or public services of modern world. As defined by the U.S. Patriot 

Act, critical infrastructures are:  

 

“… systems and assets, whether physical or virtual, so vital to the United States that the incapacity or 

destruction of such systems and assets would have a debilitating impact on security, national 

economic security, national public health or safety, or any combination of those matters …” 

[Congress 09] 

 

 The significance and need for critical infrastructure protection have gained importance by the 

recent events of this decade. The established systems were extensively challenged by the events of 

World Trade Center Attack (9/11/01), Northeast Blackout (8/14/03) and Hurricane Katrina (8/29/05) 

[Duden 07]. Potentially, the direct impact of critical infrastructure failure and the cascade of 

subsequent events would not only be economically harmful, but more importantly it would endanger 

public safety. 

 

Fig. 1. Three Mile Island nuclear power plant [Three 09]. 
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 At the same time, recent advances in information technology and the necessity for efficiency 

improvements resulted in the critical infrastructures becoming more automated and computerized 

[Duden 06]. As an example of such critical infrastructure, consider modern nuclear power plants, for 

instance the Three Mile Island nuclear power plant shown in FIG. 1. Here, critical information and 

control commands are communicated via network connections. Tele-operated and autonomous 

robotic workers are used for maintenance tasks as well as emergency response. As an example, FIG. 

2(a) shows the Turtle-II robot developed by the Korean Advanced Institute of Science and 

Technology [Kaist 09]. This robot is intended for underwater wall inspection of nuclear reactors. 

 In today’s world of terrorism and cyber terrorism, there is a need for high performance 

security systems, which will suppress the risk of potential attack or misuse to the absolute minimum. 

Also, in the unpredictable and uncontrollable events of system failures due to mechanical faults, 

operator errors or severe weather conditions, an emergency response is needed. In case of critical 

infrastructures, this emergency response requires specific techniques and approaches. Such 

emergency response is needed in case of a radiation leak within a nuclear power plant or the search 

for victims in chemically contaminated areas. In the past, robots were extensively used for cleaning 

tasks after the Three Mile Island and the Chernobyl accidents [Moore 85], [Abouaf 98]. Additionally, 

robots, such as the SPAWAR Urbot (FIG. 2(b)), were also used during the search and rescue 

operations of the World Trade Center attacks [Casper 03]. No matter how unlikely, such scenarios 

have happened and may happen again in the future. 

 Computational intelligence techniques have been widely applied to many engineering 

problems as well as in other areas. Some of their main advantages are task automation, improved and 

  

(a)      (b) 

Fig. 2. Turtle-II robot (a) and SPAWAR Urbot (b) [Kaist 09], [Casper 03]. 
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more effective system modeling capabilities, automated knowledge extraction and pattern recognition 

[Haykin 08], [Mitchell 97], [Cloete 00], [Cox 05], [Yager 94]. In this thesis, artificial neural 

networks, fuzzy logic modeling and clustering techniques have been applied to specific problems of 

critical infrastructures. Several novel algorithms were developed in order to enhance the critical 

infrastructure systems in three major areas: network security, robotics, and system modeling. A brief 

overview of the computational intelligence techniques applied in those areas is given in Chapters 3, 4, 

and 5. 

 Chapter 2 presents a brief background on several computational intelligence techniques 

applied in this thesis. In particular the following concepts are discussed: artificial neural networks, 

fuzzy logic systems, support vector machines, growing neural gas and nearest neighbor clustering. 

 Chapter 3 introduces two novel algorithms for improving the network security of critical 

infrastructures. As a part of a research effort at Idaho National Laboratory, network traffic data was 

recorded from an existing critical infrastructure. An analysis of this data led to the design of specific 

intrusion detection systems tailored to the needs of critical infrastructures. The developed IDS-NNM 

algorithm – Intrusion Detection System using Neural Network based Modeling – represents an 

anomaly based intrusion detection system. The normal network behavior was modeled via supervised 

training of an artificial neural network and a specific window based feature extraction technique. 

These features captured the network behavior and were able to differentiate between normal and 

anomalous network communication. Further, the issues of the developed IDS-NNM algorithm are 

analyzed and an extension is proposed. The new hybrid anomaly/signature based intrusion detection 

system is based on the IDS-NNM algorithm. The signatures of previously identified intrusion vectors 

are used for retraining the model and improving its classification accuracy on future unseen intrusion 

attempts. 

 Chapter 4 presents applications of computational intelligence in the field of intelligent 

control. Especially in case of critical infrastructures, robotic automation and improved emergency 

response are of a high importance. In this thesis, firstly a novel architecture for single-operator 

controlled multi-robot system is described. It utilizes the swarm behavior model for autonomous 

control of low level navigation tasks such as obstacle avoidance and formation control. In order to 

resolve potential disagreements between the operator’s intention and the swarm behavior model, a 

fuzzy logic controller is embedded in each robot to appropriately tune the incoming control signal. 

Secondly, a specific algorithm for safe navigation of autonomous robots is described. Here, safe 

navigation refers to minimizing the likelihood of collisions with obstacles along the robot’s trajectory. 

The algorithm is inspired by the support vector machine technique and calculates the maximum 
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separation between a set of obstacles in 2-dimensional Euclidean space. The original contribution of 

the presented algorithm is the construction of convex hulls around the sets of data points, which is 

used to reduce the complexity of the problem and to efficiently maintain the solution from previous 

iterations. 

 Chapter 5 discusses additional work in the area of system modeling. Firstly, the Growing 

Neural Gas –Support Vector Machines (GNG-SVM) framework is presented. It represents a machine 

learning algorithm specifically developed for dealing with large datasets. The input data is first 

preprocessed with the Growing Neural Gas algorithm (GNG). The GNG algorithm is a powerful 

technique for unsupervised clustering of input data, which overcomes some of the major deficiencies 

of other clustering algorithms (e.g. specifying number of clusters or their radius upfront). 

Consequently, a new reduced data set is constructed utilizing the extracted topological information 

from the GNG network. This reduced dataset is used for the training of an SVM solver. Secondly, 

issues of the GNG algorithm itself are analyzed. Two additional heuristics, the dynamic neighborhood 

attraction power and the repulsion heuristic, are introduced. These heuristics resolve some of the 

issues of the GNG algorithm such as slower convergence and its overly conservative behavior. Lastly, 

the novel Expanding Growing Neural Gas algorithm is described and compared to the original GNG 

algorithm. 

 Finally, the thesis is concluded in Chapter 6. Conclusion from the presented research work is 

given and future work is proposed. 
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Chapter 2  

BACKGROUND 

 

 This Chapter provides a brief overview of several fundamental computational intelligence 

techniques, which were applied in the research work discussed further.   

 

2.1 ARTIFICIAL NEURAL NETWORKS 

Artificial Neural Networks (ANNs) constitute a well established computational model, 

which is inspired by the biological neural system. There are many types of ANNs, for instance the 

feed-forward, recurrent or self-organizing networks are widely used [Haykin 08]. This Section gives 

an overview of the feed-forward type of ANNs. 

 The feed-forward ANN (further referred to as ANN) consists of multiple simple processing 

units - neurons, structured in single or multiple layers and interconnected via directed edges. By 

propagating an input signal through connected neurons, the response signal is obtained in the output 

layer. The ANN can be seen as a massive parallel distributed processor [Haykin 08]. The lifecycle of 

ANNs can be divided into two major phases: training phase and testing phase. 

In the first training phase, the ANN is adapted to the training data by adjusting its free 

parameters using a specific learning algorithm. In the second testing phase, the trained ANN is used 

to classify previously unseen input vectors. The ANNs have been successfully applied in areas such 

as machine learning, pattern recognition, time series prediction, function approximation, signal 

processing, intelligent control and many others [Haykin 08], [Cloete 00]. 

 

2.1.1 BIOLOGICAL NEURON 

 The development of artificial neural networks was inspired by the biological neural system 

[McCull 43], [Cajal 11]. Simplified model of biological neuron is shown in FIG. 3. The soma is the 

cell’s body and it constitutes the core of the neuron. The soma is connected to other neurons via 

synapses. Two kinds of synapses can be distinguished based on the direction of the signal flow. The 
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inputs from neighboring neurons are coming through synapses called dendrites. The output of the 

neuron is distributed further via synapses called axons and their axon terminals.  

 The excited neurons generate current pulses that are propagated further via the axons. The 

strength of particular connections modulates the incoming signal. In the soma, the modulated signal 

coming from the dendrites is summed and processed in an “all or nothing” non-linear manner. If the 

sum of the input signals exceeds certain threshold, specified by the bio-chemical conditions in the 

neuron’s soma, the output signal is generated. Otherwise the neuron does not fire at all.  

 As mentioned in [Haykin 08], the ANN can be found to resemble the biological brain in two 

major aspects: 

1) The neural network acquires knowledge from its environment via the learning process. 

2) The strength of particular connection, referred to as the synaptic weight, stores this acquired 

 knowledge. 

 

2.1.2 ARTIFICIAL NEURON MODEL 

 As shown in Fig. 4, the artificial neuron is composed of several components, loosely 

following the structure of its biological counterpart. The n-dimensional input signal 

[ ])(...,),()( 1 txtxtX n=  is first propagated through the input connections of particular neuron. Every 

neuron j has associated a weight vector Wj  composed of synaptic weights wj and biar bj: 

 

 
 
 

Fig. 3. Model of biological neuron. 
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 The input signal is modulated by particular weights along each connection and then summed 

together in the summing unit. The output of the summing unit determines the net value netj (or the 

activation potential) of neuron nj: 
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 Here [ ])(...,),(,1)( 1 txtxtX n=  is the augmented input vector. The activation potential netj is 

transformed by an activation function ϕ. The results determines the output yj(t) of neuron nj: 

 

 ( ))()( tnetty jj ϕ=  (2.3) 

  

 By substituting (2.2) into (2.3) the analytical description of an artificial neuron can be 

formalized as: 
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Fig. 4 Model of artificial neuron 
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 The activation function ϕ  and its parameters have significant impact on the response of 

particular neuron. It introduces non-linear transformations of the weighted sum of inputs to the 

neuron’s output. The three typically used activation functions are the hard-threshold activation 

function (2.5), the piecewise-linear activation function (2.6) and the sigmoidal (soft) activation 

function (2.7): 

 ( )
⎪
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⎪
⎨

⎧
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j
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(a)      (b) 

 
     (c) 

Fig. 5. Thresholded (a), piecewise-linear (b) and sigmoidal (c) activation functions.  
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 The sigmoidal activation function (2.7) is of a fundamental importance for the development 

of artificial neural network. Since it is a smooth continuous and differentiable function, it enables the 

propagation of error during the training of multi-layered ANNs. Parameter β  in (2.7) influences the 

slope of the function. FIG. 5 illustrates the shape of the three activation functions discussed. 

 

2.1.3 MULTILAYER ARTIFICIAL NEURAL NETWORKS 

 Feed-forward artificial neural networks are typically organized in multiple layers of neurons. 

The input vector is supplied to the input layer at one side and the output layer displays the computed 

output at the other one. Multiple hidden layers can be located between these two layers. FIG. 6 shows 

an example of a 3-layered feed-forward ANN. The input layer is commonly not accounted for as a 

separate computational layer. 

 The true power of ANNs comes from the parallel and highly distributed computational 

capabilities of such interconnected multilayer structure. The hidden layers are used to discover 

patterns and important nonlinear relations from the given training data. However, the downside of this 

parallel multilayer structure is that it is difficult to track the training process as well as to extract the 

discovered knowledge. Hence, the ANN is commonly referred to as a “black box” model. Its behavior 

can be observed from outside of the model, but it is often very difficult to describe it in an analytical 

way. 

 The design of the ANN architecture (e.g. number of layers or number and types of neurons) is 

essential for correct solution of particular problem. Several self-organizing and iteratively growing 

models of neural networks exist, for instance the GMDH or the GAME models [Ivakh 71], [Kordik 

06]. However, typically it is a designer’s task to construct the network using personal experience and 

heuristic techniques. According to the structural risk minimization principle developed by Vapnik 

[Vapnik 98], the designed architecture should be a compromise between performance and model 

complexity. Designing ANN architecture, which has insufficient number of free parameters for 

solving the given problem, leads to a poor performance of the system and consequent 

misclassifications of testing data. On the other hand, designing an overly complicated and powerful 

ANN architecture leads to a trivial memorizing of the input instances and thus to a poor 

generalization capabilities of the constructed model. For these reasons the correct choice of the ANN 

architecture is essential for its good performance. 
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2.1.4 ARTIFICIAL NEURAL NETWORK TRAINING 

 The training process of the feed-forward ANN proceeds in a supervised manner. During the 

supervised learning, the desired response is provided for each input instance. The set of N available 

input patterns can be expressed as: 

 

 ( ){ }NttdtXT ...1),(),( ==  (2.8) 

 

 Here [ ])(....,),()( 1 txtxtX n=  denotes the input n-dimensional vector and d(t) is the desired 

output.  

 The task of the training process is to minimize the error e(t) of the constructed model with 

respect to the desired output for each input pattern. The supervised training process of the ANN is 

schematically depicted in Fig. 7. 

 The performance of the trained ANN is tested on previously unseen input patterns. Hence, set 

T can be partitioned into a training set used during the training phase and a testing set used for 

performance evaluation. Furthermore, a validation set can be created in order to validate the 

generalization performance during the training process and to prevent overfitting of the training data 

[Haykin 08], [Witten 05].  

 
 

Fig. 6. Multilayer artificial neural network. 
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 Another typically used technique for performance evaluation is the cross-validation process 

[Mitchell 97]. During a k-cross-validation process, the input dataset T is partitioned into k equally 

large parts. The ANN model is trained on k-1 parts and the remaining kth part is used for testing. This 

is repeated for all k segments of the original training dataset and the classification results are 

averaged. During the training process, free parameters of the ANN, such as synaptic weights and 

biases, are adjusted. Wide range of ANN training algorithms can be found in literature [Haykin 08], 

[Mitchell 97], [Cloete 00]. Three algorithms, the gradient descent algorithm for single neuron training 

and the Error Back-Propagation and Levenberg-Marquardt algorithms for multilayer ANN training 

are described next. 

 

A – GRADIENT DESCENT TRAINING ALGORITHM 

 A well established algorithm for training of a single neuron is the gradient descent algorithm. 

Consider a linear neuron with linear activation function. The neuron output y(t) is determined by the 

vector product of its weight vector W and the current tth augmented input vector )(tX  as introduced in 

(2.2): 

 WtXty T)()( =  (2.9) 

 

 The error signal e(t) can be computed by comparing the actual output y(t) with the desired 

response d(t) as follows: 

 
 

Fig. 7. Supervised training of artificial neural network. 
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 ( ) ( ) ( )tytdte −=  (2.10) 

 

 The gradient descent algorithm attempts to minimize the total classification error over all 

training patterns. Considering training set with N training instances the total error E can be written as: 
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  The gradient descent algorithm attempts to follow the gradient of the error surface. Because 

particular input patterns are fixed, the total error E is a function of the weight vector W and its 

gradient can be expressed in the form of partial derivatives as follows: 
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 Here, n denotes the number of synapses of particular neuron (also the dimensionality of the 

input vector). Differentiating the total error E (2.11) with respect to the weight vector W yields 

[Mitchell 97]: 
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 The training process can be described as a search for the location of the globally minimal 

total error E in the weight space. The update of the weight vector W is computed by following the 

calculated gradient of the error surface: 
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 Here k and η denote the current iteration and the learning rate parameter, respectively. The 

learning rate determines the relative amplitude of the weight update. Appropriate setting of the 

learning rate parameter is necessary for successful and fast convergence towards the globally optimal 

solution. Low values of η results in slow convergence, while high values of η cause the algorithm to 

oscillate and destabilize the training process. Many approaches for learning rate modification exist. 

For instance, it can be maintained fixed during the whole training process, it can be defined as a 

stochastic function of time, or it can be maintained individually for every synapse [Sutton 92].  

 

B – ERROR BACK-PROPAGATION TRAINING ALGORITHM 

 Initially, the ANNs were believed to solve only linearly separable problems [Minsky 69]. 

This was mainly due to the fact that it took nearly 30 years to discover the training methodology for 

training multilayer ANNs. Multilayer ANNs are capable of highly non-linear mapping and thus can 

solve linearly non-separable problems.  

 In principle, the desired response is only known for neurons in the output layer. In order to 

determine the error signal for neurons in the hidden layers, the error back-propagation (EBP) learning 

algorithm and its many modifications have been proposed [Werbos 94]. The EBP training algorithm 

is composed of two major phases. During the first phase, the input signal is propagated forward 

through the network and the response is calculated in the output layer. Consequently, the error signal 

is propagated backward towards the input layer along each connection. 

 Consider a multilayer feed-forward ANN, where the output of each neuron is computed 

according to (2.4) and ϕ  is the sigmoidal activation function (2.7). The total instantaneous error 

energy E(t) for the tth input pattern )(tX is given by summing the error signal for all P neurons in the 

output layer:  

 ∑
=

=
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i
i tetE

1

2 )(
2
1)(  (2.15) 

 

 Using the chain rule of calculus, the derivative of the total error defined for the jth neuron can 

be decomposed as: 
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 By computing individual elements of the above expression, a simplified derivative can be 

obtained [Hayking 08]: 

 )())(()()( tytnette
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tE
jjjj
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∂
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 Applying the computed derivative of the error function to the gradient descent rule, the rule 

for the weight update jWΔ  for the jth neuron can be formalized as: 

 

 )()()( tyttW jjj δη=Δ  (2.18) 

  

 Where the local gradient )(tjδ  is defined as: 

 

 ( ))()()( tnettet jjjj ϕδ ′=  (2.19) 

 

 However, the local gradient cannot be computed directly for neurons in the hidden layers. 

Instead, the update rule in (2.18) propagates the error signal from the consecutive layer. Hence, the 

local gradient )(tjδ  for the jth neuron in the hidden layer can be computed as: 

 

 ( )∑′=
k

kjkjjj twttnett )()()()( δϕδ  (2.20) 

 

 Here, k runs for all the neurons in the consecutive layer. The computation of the local 

gradient in (2.20) is depicted in FIG. 8, where L denotes the number of neurons in the output layer 

and wkj is the synaptic weight for the connection between neurons j and k. 

 

 C – LEVENBERG-MARQUARDT TRAINING ALGRORITHM 

 Another established technique for multilayer ANN training is the Levenberg-Marquardt (LM) 

training algorithm [Marq 63], [Hagan 94]. It was developed with the intention to alleviate some of the 

deficiencies of the EBP algorithm utilizing the standard numerical optimization techniques.  
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 The task of the LM algorithm is to minimize the total error E: 

 

 
( )∑∑

= =

−=
N

t

P

p
pp tytdE

1 1

2)()(   (2.21) 

 

 Here, N and P denote the number of input patterns and the number of output neurons, 

respectively. This can be simplified into: 
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 The weight update rule for the LM algorithm is derived from the Newton’s method: 

  

 gAW 1−=Δ   (2.23) 

 

 In this equation, A and g are the Hessian and the gradient, respectively. For the error E (2.22), 

which is the sum of squares, the Hessian and the gradient can be computed as follows [Hagan 94]: 

 

 

Fig. 8. Computation of local gradient in a hidden layer [Haykin 08]. 
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 JJA T2=   (2.24) 

 

 eJg T r2=   (2.25) 

 

 Here e
r
 denotes the error vector and J is the Jacobian of the partial derivative of the error with 

respect to the weight set. The Jacobian matrix can be computed by the modified EBP algorithm 

[Werbos 94]. The matrix formulation of the Hessian and the gradient are written as: 
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 The LM method solves the problem with ill-defined Jacobian matrix by introducing an 

identity matrix I and learning parameter μ . The LM weight update rule is defined as: 

 

 [ ] eJIJJW TT r1−
+=Δ μ   (2.27) 

 

 For 0=μ   the LM algorithm becomes the Gauss-Newton method, whereas for larger values of 

μ  the algorithm is reduced to the steepest descent technique. Initially, μ  is set to 0.001. If the total 

error (2.22) increases, μ  is multiplied by 10. In case of error reduction the learning parameter is 

divided by 10. 

 

2.2 FUZZY LOGIC SYSTEMS 

 Fuzzy Logic (FL) was initially developed with the intention to implement a control system 

capable of complex behaviors, while having a simple and human-understandable structure [Zadeh 

94], [Zadeh 65], [Zadeh 73]. By their nature, fuzzy logic system can cope with imprecision and 

vagueness, which are inherent part of real world applications. The core of the FL systems contains 
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linguistic fuzzy rules and knowledge. Two main advantages of the FL systems can be recognized as: 

i) their ability to incorporate human operator experience and knowledge into the design; ii) the 

possibility to interpret the model in a human understandable form. FL systems have been widely 

applied in many areas of engineering. 

 

2.2.1 FUZZY SET THEORY 

 In classical Boolean logic, a crisp set S can be described by a certain characteristic function 

{ }1,0∈Sμ , which determines the membership of particular objects x from the universal domain X. 

Objects either completely belong to set S or they do not. Such crisp set S can be described as: 

 

 Xx
Sxif

Sxif
xS ∈∀

⎪
⎩

⎪
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∉

∈
= ,

,0

,1
)(μ  (2.28) 

 

 Opposed to the conventional Boolean logic, the fuzzy set theory determines the degree of 

belonging of a certain object to particular set. Hence, the fuzzy set A in X can be defined using all 

objects x and the membership function [ ]1...0∈Aμ as:  

 

 ( ){ }XxxxA A ∈= )(, μ  (2.29) 

 

 Typically, the universal domain X constitutes a continuous space of real numbers. In this 

case, the membership function Aμ  defines mapping [ ]1...0→ℜ  and the fuzzy set A can be defined as: 

 

 ∫
∈

=
Xx

A xxA /)(μ  (2.30) 

 

 As an example, consider membership function Sμ  defining a crisp set S of numbers from the 

interval [ ]6...2 . Characteristic function Sμ is shown in FIG. 9(a). Similar concept of all numbers that 

are “close” to number 4 can be described by membership function Aμ , which defines the fuzzy set A. 

Membership function Aμ  is shown in FIG. 9(b). The mathematically vague concept of “close” 
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numbers cannot be described by Boolean logic. Fuzzy set theory provides an intuitive way for 

capturing such concepts of natural human language. 

 Fuzzy set A is completely characterized by its membership function Aμ . Typically, the 

membership functions are expressed as mathematical expressions. The three most widely used 

membership functions are the triangular, trapezoidal and the Gaussian (bell-shaped) membership 

function, shown in Fig. 10(a)-(c). The membership degree Aμ  of input x can be computed for the 

triangular function as in (2.31), for the trapezoidal function as in (2.32) and for the Gaussian function 

as in (2.33).  
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                    (a)                 (b) 

 
Fig. 9. Crisp (a) and fuzzy (b) set membership functions. 
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 Fuzzy arithmetic lays the foundations for the fuzzy inference systems. Fuzzy inference uses 

operations of union and intersections. The classical Boolean definition of these operations needs to be 

redefined for their use in fuzzy arithmetic. Consider two fuzzy sets A and B determined by their 

membership functions Aμ  and Bμ  as in (2.30). The operations of fuzzy union and intersection are 

defined as follows: 

 ∫
∈

∪=∪
Xx

BA xxBA /)(μ  (2.34) 

 

 ∫
∈

∩=∩
Xx

BA xxBA /)(μ  (2.35) 

 

 Membership functions BA∩μ and BA∪μ  are computed using specific t-norm and t-conorm 

operations. Typically, the minimum t-norm and the maximum t-conorm operations are used: 

 

 [ ] Xxxxx BABA ∈∀=∩ )(),(min)( μμμ  (2.36) 

 

 [ ] Xxxxx BABA ∈∀=∪ )(),(max)( μμμ  (2.37) 

  

 These two operations are widely used mainly for their simplicity and computational 

inexpensiveness. In their nature they are analogous to the AND and OR operations of classical 

Boolean logic. Alternatively, the algebraic product t-norm and algebraic sum t-conorm are used: 

 

 Xxxxx BABA ∈∀=∩ )()()( μμμ  (2.38) 

 (a) (b) (c) 
 

Fig. 10. Triangular (a), trapezoidal (b) and Gaussian (c) fuzzy set membership functions. 
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 Xxxxxxx BABABA ∈∀−+=∪ )()()()()( μμμμμ  (2.39) 

 

 For additional description of fuzzy set theory, please refer to [Klir 95], [Mendel 01]. 

  

2.2.2 FUZZY INFERENCE SYSTEM 

Since their origin in the early work of Lofti Zadeh, fuzzy logic system have been applied in 

wide range of engineering and scientific applications [Zadeh 94], [Zadeh 65], [Zadeh 73]. The core of 

the fuzzy system is composed of a fuzzy inference engine, which uses fuzzy rule base containing 

fuzzy linguistic rules and knowledge. Despite their relative simplicity, fuzzy logic systems constitute 

powerful technique for non-linear control of multi-dimensional systems and were proven to be 

universal approximators [Kosko 94].  

The general fuzzy inference system (FIS) is composed of four major parts: input 

fuzzification, fuzzy rule base, fuzzy inference engine and output defuzzification. This architecture is 

depicted in FIG. 11. Crisp input is fed into the system and fuzzified. Consider the tth crisp input 

defined as an n-dimensional vector of crisp real values: 

 

 [ ] n
n tXtxtxtX ℜ∈= )(,)(...,),()( 1  (2.40) 

 

The input vector is first fuzzified using the predefined input fuzzy sets. The membership 

degrees μ are computed based on particular type of fuzzy sets used according to (2.31), (2.32) or 

(2.33). The fuzzy rule base contains a set of linguistic rules, formulated in the implicative form as: 

 

 Rule Rk: IF x1(t) is kA1  AND … AND xn(t) is k
nA  THEN yk(t) is Bk  (2.41) 

 

Here symbol k
iA  denotes the input fuzzy set for the kth rule in the ith input dimension and Bk 

is the output fuzzy set. FIS using fuzzy rules in the form of (2.41) was originally defined in the work 

of Mamdani [Mamdani 74], [Mamdani 75].  
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The fuzzy inference engine block (FIG. 11) evaluates the degree of fulfillment (or strength 

of firing) 
kRμ of each rule Rk using a specific t-norm operator. Using the algebraic product (2.38), the 

degree of fulfillment is calculated obtained as: 
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Multiple different degrees of fulfillment for the same rules are aggregated using the 

maximum or the algebraic product t-conorm. Finally, the fuzzy output is converted into a crisp output 

by applying the deffuzification mechanism. Several deffuzification operators are available in 

literature; however, the weighted average is the most typically used [Klir 95]. The crisp output y(t) is 

computed as: 
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Here C denotes the total number of fuzzy rules in the fuzzy rule base. By substituting (2.42) 

into (2.43) the overall FIS can be described as: 
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Fig. 11. Fuzzy inference system. 
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In the case of Artificial Neural Networks (Section 2.1), the knowledge is encoded in the 

synaptic weights between connected neurons. In the case of a fuzzy inference system, the knowledge 

is embedded into the system in two major ways. Firstly, the type and parameters of input and output 

fuzzy sets reflect the distribution and nature of input data and the desired functional input-output 

relationship. Secondly, the fuzzy rule base contains the empirical rules encoded in the form of 

implicative formulas (2.41). The fuzzy rule base is typically created by an expert or synthesized 

directly from experimental data. Hence, the major advantage of fuzzy inference systems is that the 

knowledge can be encoded in meaningful and understandable way, similar to a natural human 

language.  

As an illustrative example of the fuzzy inference mechanism, consider alarm system shown 

in FIG. 12. The intensity of the alarm signal depends on the measured level of temperature and 

pressure. The input values are encoded into human-readable linguistic terms, such as low, medium, 

high. Using the fuzzy inference approach the consequents with their degree of fulfillment can be 

determined using the predefined fuzzy rules. Finally, the aggregated fuzzy output is deffuzified into a 

crisp output value. 

 
Fig. 12. Fuzzy controller based alarm system. 



23 
 

 
 

2.3 SUPPORT VECTOR MACHINES 

 The Support Vector Machines (SVMs) are well established machine learning technique 

proved to perform well in data classification and pattern recognition problems [Joachims 98a], [Yu 

02]. The main advantage of SVM is the solid mathematical and statistical foundation. It is based on 

the structural risk minimization principle developed by Vapnik [Vapnik 98]. The constructed 

separation function maximizes the width of the margin between the data points from different classes. 

In the machine learning theory this can be seen as maximizing the capability of the classifier to 

generalize over unseen input data. 

 Consider set S of N m-dimensional vectors ix
r  belonging to two disjoint classes denoted by 

the class label li: 

 ( ) { }{ }NilxlxS i
m

iii ...,,2,1,1,1,, =−∈ℜ∈=
rr  (2.45) 

 

 In case of a linearly separable problem, there exists a unique separation hyper-plane, which 

maximizes the width of the separation margin. The optimal separation hyper-plane could be described 

by an m-dimensional weight vector ow
r  and a scalar bias bo as: 

 

 0=+ o
T
o bxw
rr  (2.46) 

 

 The solution to this problem can be obtained by constructing the Lagrangian and 

transforming it into a dual form as follows [Haykin 08]: 
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 Here ( )Nααα ...,,1=
r  specifies the vector of non-negative Lagrange multipliers. 
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 The input vectors ix
r  with non-zero coefficients iα are called the support vectors (SVs). The 

constructed decision hyper-plane is determined exclusively by the set of those support vectors. In 

other words, the rest of the data points are not relevant for the final solution. 

 The iα  coefficients can be calculated for instance by the quadratic optimization technique or 

by the sequential minimal optimization algorithm [Kaufman 98], [Platt 98]. The weight vector ow
r  and 

the bias bo of the optimal decision hyperplane (2.46) can be obtained as: 

 

 ∑
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iiio xyw

1

rr
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 Here symbol NSV  refers to the number of support vectors of dataset S. 

 FIG. 13 depicts the computed separation boundary. In this 2-dimensional example, there are 

two classes denoted by circles and squares. The SVM constructs an optimal separation line that 

 

Fig. 13. Support Vector Machine decision boundary. 
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maximizes the width of the separation margin between the two classes. The boundaries of the margin 

are marked with dotted lines and the separation line is marked with dashed-and-dotted line. The input 

instances located right at the boundary of the margin are the support vectors (shaded). 

 Many algorithms for SVM training exist. The training task can be reduced into a set of 

smaller sub-problems, which are solved separately. Chunking, decomposition or the sequential 

minimal optimization, are examples of this approach [Joachims 98], [Platt 98], [Collobert 01]. 

Further, the size of the input dataset can be reduced by removing irrelevant input patterns. Selective 

sampling, active learning, or random sampling are all attempting to maximize the degree of learning 

by learning as much as possible with as small number of input instances as possible [Balczar 01], 

[Tong 00]. Clustering algorithms can also be used either for selecting relevant input instances located 

close to the separation boundary or for creating prototypes of input data [Yu 03], [Jin 06], [Xiong 05]. 

Online and incremental SVMs were proposed to deal with dynamic non-stationary data [Kivinen 02], 

[Syed 99].  

 In case of multi-class data classification problem, (2.45) can be reformulated into: 

 

 ( ) { }{ }NiClRxlxS i
m

iii ...,,2,1,...,,1,, =∈==
rr  (2.51) 

 

 Here m denotes the dimensionality of the problem, N is the number of input patterns, ix
r  and 

li are the input vector and the class label, respectively, and C is the number of output classes. Detailed 

description of the multi-class SVM techniques can be found in [Hsu 98]. For instance, the multi-class 

problem can be solved by a combination of multiple binary SVM classifiers or it can be transformed 

into a complex optimization problem. 

 

2.4 GROWING NEURAL GAS 

 The Growing Neural Gas (GNG) algorithm was proposed by Fritzke [Fritzke 95]. It was 

inspired by the original Neural Gas (NG) algorithm developed by Martinez and Schulten [Hsu 98]. 

The GNG algorithm, as well as the original NG algorithm, can be classified as self-organizing 

artificial neural networks. The GNG algorithm was specifically developed for clustering and vector 

quantization. It is capable of overcoming some of the major limitations of the standard self-organizing 

maps [Kohonen 95]. The growth mechanism of the growing cell structures [Fritzke 97] is combined 



26 
 

 
 

with the topology learning ability of the competitive Hebbian learning [Haykin 08]. The GNG 

algorithm dynamically adapts itself to the local dimensionality and density of the input data. The 

GNG algorithm is inherently robust against noise in the input patterns. 

 The GNG network is composed of continuously updated set of neurons. Every neuron ni is 

defined by a reference vector m
iw ℜ∈
r , where m denotes the dimensionality of the problem. The 

reference vector determines the position of particular neuron in the input space. Further, every neuron 

has a set of undirected edges connecting it to neighboring neurons. These edges have no weights 

associated with them and are only used to determine the topological neighborhood of individual 

neurons. Thus, neighbors are not determined using the Euclidean distance norm but rather based on 

the direct connectivity through these edges. 

 Every iteration an input signal mx ℜ∈
r  is drawn from the input probability distribution ( )xP

r . 

Using the Euclidean distance the two neurons nearest to the input signal are determined. If not yet 

existing, a new edge is created between these two neurons. The local error counter errora of the 

nearest neuron na is updated according to the following rule: 

 

 ( )2xwerrorerror aaa
rr

−+=  (2.52) 

 

 The reference vectors of neuron na and its direct topological neighbors are updated as 

follows: 

 ( )abaa wxww
rrrr

−+= ε  (2.53) 

 

 ( ) ( )ajjnjj nnwxww Γ∈∀−+= ,
rrrr

ε  (2.54) 

 

 [ ] nbnb εεεε >∈ ,1,0,  (2.55) 

 

 Here bε and nε  are the weight update coefficients and symbol Γ denotes the set of neurons 

immediately connected to neuron na. 

 The training process of the GNG algorithm starts with two randomly initialized neurons. 

Every λ iterations, a new neuron is added between the neuron with the highest accumulated local 

error and its neighbor with the highest local error. In this manner, the new neurons are inserted into 
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areas with the poorest approximation of the input data distribution, measured by the accumulated 

local error. 

 In order for the GNG network to contain only valid edges, an aging mechanism is 

implemented. Every time a new edge is created its age is set to 0. When the winning neuron na is 

found, the age of all its edges is increased by 1. At the end of every iteration, the age of every edge is 

compared to the established maximum age amax. All edges older than amax are removed as well as any 

neurons left with no edges. FIG. 14 shows the GNG algorithm adapted to two input data distributions. 

 Several convergence criteria of the training process exist. If there is limited computational 

time allowed, the training process can be stopped after the given time interval elapses and the current 

state of the network is returned as the solution. The training can also be limited by a specific number 

of iterations or by a specific number of neurons added into the network. Alternatively, the average 

amplitude of the reference vector updates can be calculated along the training process. As the 

amplitude drops below certain threshold, the training terminates.  

2.5 NEAREST-NEIGHBOR CLUSTERING 

 The Nearest Neighbor clustering (NNC) algorithm constitutes a simple but elegant solution to 

the problem of unsupervised patter recognition [Yin 06]. Only single iteration through the input 

dataset is required, thus making it a fast clustering approach. When compared to other typical 

  

 

Fig. 14. Examples of the Growing Neural Gas network. 
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clustering algorithms, one major difference is apparent. No assumption about the expected number of 

clusters has to be made upfront. Clusters are iteratively added into the solution as the training 

proceeds. This is fundamentally different from other well known algorithms such as the K-means, 

Fuzzy C-means or Kohonnen’s Self Organizing Maps [MacQ 67], [Kohonen 95], [Bezdek 81]. In 

case of the NNC algorithm, the cluster identification process is driven by the beforehand specified 

maximum radius of constructed clusters. This parameter has a direct influence on the final number of 

clusters identified. Larger radius values result in smaller number of clusters with greater area of 

influence. On the other hand, choosing a relatively small cluster radius will generate solution with 

high number of relatively small clusters. Maximum cluster radius is also used in the Subtractive 

clustering [Chiu 94]. 

 The NNC algorithm is susceptible to the order of training patterns. This can be considered as 

a possible downside, since substantially different solutions might be obtained for the same training 

dataset when different ordering of input patterns is used. 

 Consider an input dataset T composed of N patterns denoted as: 

 

 { } mtXNttXT ℜ∈== )(,...1),(  (2.56) 

 

 Here m denotes the dimensionality of the problem and X(t)=[x1(t), …, xm(t)] is the input 

vector. During the clustering process similar input patterns are prototyped by clusters, subject to the 

specified similarity measure. The Euclidean distance norm is typically used. Each cluster is 

determined by its topological location in the input space c
r - the center of gravity (COG) – and its 

weight w. The weight w typically determines the number of input patterns previously assigned to that 

particular cluster. Cluster Pi can be described as: 
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  (2.57) 

 

 The initialization step of the NNC algorithm consist of initializing the starting cluster P1 to 

the coordinates of the first input pattern X(1) and setting its weight to 1: 

 

 { }1),1(1 XP =   (2.58) 
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 In every iteration, the prototype of the current input pattern in dataset T is determined. 

Considering the input pattern X(t), the topologically nearest cluster Pa  is determined using the 

Euclidean distance norm: 
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 Here C denotes the number of currently identified clusters. 

 The maximum cluster radius rad has to be specified by the user. Using this established 

control parameter, pattern X(t) is assigned to cluster Pa if ( ) radtXcdist a ≤)(,
r . Cluster Pa will be then 

updated according to:  
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 In case that ( ) radtXcdist a >)(,
r  , new cluster is created. Its COG is initialized at the location of 

input pattern X(t) and its initial weight is set to 1. 

 The clustering process terminates after iterating through all available input patterns. 
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Chapter 3  
NETWORK SECURITY ENHANCEMENTS VIA ARTIFICIAL 
NEURAL NETWORKS 

 

This chapter is supported by the following paper: 

O. Linda, T. Vollmer, M. Manic, “Neural Network Based Intrusion Detection System for Critical 
Infrastructures,” IJCCN 2009 - International Joint Conference on Neural Networks, Atlanta, Georgia, 
June 14-19, 2009. 

 

3.1 INTRODUCTION 

 In today’s world of hackers and malware, the resiliency and security of computerized control 

systems such as the Supervisory Control and Data Acquisition (SCADA) or systems used in nuclear 

plants are of relevant concern [Yang 06], [Kim 00]. The computer systems used within critical 

infrastructures are susceptible to various threats of cyber attacks and are potentially vulnerable. As a 

matter of fact, in many cases they might be even more vulnerable than common information 

technology systems. While many intrusion detection systems have been already proposed, they do not 

always suit the needs of critical infrastructure control system. Rather, these systems were typically 

developed using publicly available datasets such as the KDD CUP 1999 [Hettich 09]. Therefore, 

tailoring such an intrusion detection system to the specific needs of critical infrastructures can 

significantly improve their security. This is mainly due to the fact that these systems are often 

composed of interconnected computer-based sub-systems exchanging crucial information via the 

computer network.  

 The original idea of an intrusion detection system goes back to 1980 and an early intrusion 

detection model was proposed by Denning in 1987 [Anderson 80], [Denning 87]. An intrusion can be 

defined as follows. Having a system performing predefined legal tasks, an intrusion is anything that 

differs from the allowed operations and was in most cases generated with the intention of 

compromising or misusing the informational system. Consequently, the intrusion detection system 

(IDS) attempts to detect and trace such an inappropriate, incorrect and illegal or anomalous activity 
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within the computer network. Generally, there are two kinds of IDS, the anomaly based and the 

signature based IDS [Zhong 07].  

 The training process of a signature based IDS requires a database of known and labeled 

intrusion instances [Zhong 07], [Ilgun 95], [Stein 05], [Lee 97]. Every input vector is assigned either 

to the normal or to the intrusion class. The main advantage of such system is its capability to correctly 

recognize intrusion attacks that match previously seen signatures. However, the main drawback of 

signature based IDS is the inability to recognize previously unseen intrusion vectors. These intrusions 

will deceive the system and they will generate a significant number of false negatives (intrusions 

labeled as normal behavior). 

 On the other hand, the anomaly IDS seeks deviations from the established model of normal 

behavior [Ryan 98], [Gosh 98]. Little is assumed about the features of future intrusion instances, 

except that they are expected to be substantially different from the normal behavior. However, this 

has to be supported by the constructed model, which has to be capable of differentiating between the 

normal and intrusive behavior. The constructed representative model is based exclusively on the 

previously collected normal behavior. The main advantage of this anomaly IDS is its capability to 

detect novel and dynamically changing intrusion instances, when these are distinctively different from 

the model of normal behavior. Unfortunately, any normal behavior that was not accurately captured 

in the original training dataset and hence does not match the constructed model, will generate a false 

positive (normal behavior labeled as an intrusion). Therefore, the model has to be validated on the 

available testing data. 

 In Section 3.2 an anomaly IDS is described, which was specifically developed for critical 

infrastructures. One of the main contributions of the presented research work is the use and analyses 

of real network data (data recorded from an existing critical infrastructure). A novel window based 

attribute extraction technique was implemented to process the input packet stream and accurately 

describe its trends and its time series nature. Further, the combination of two Artificial Neural 

Network (ANN) learning algorithms, the Error Back-Propagation (EBP) and the Levenberg-

Marquardt (LM) algorithm, was used to train the ANN to model the boundaries of the clusters of 

recorded normal behavior [Werbos 94], [Marq 63], [Hagan 94]. The training of the ANN requires 

examples of intrusion instances, which are not available at the time of training. However, the class of 

unknown intrusion vectors is generated synthetically using random sampling technique. It is 

demonstrated that this approach successfully guides the ANN towards learning the complex and 

irregular cluster boundary in the multidimensional input space. The performance was tested on 

several recorded datasets containing previously unseen intrusion attacks. 
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 In Section 3.3 the deficiencies of the developed neural network based IDS are analyzed. In 

particular, the importance of the size of the randomly generated set of intrusion vectors is discussed. 

It is argued that generating the training intrusion samples according to the previously observed 

intrusion attempts leads to better performance while maintaining the same dataset size. This is 

especially important due to the substantial memory requirements of the used Error Back-Propagation 

and Levenberg-Marquardt training algorithm. 

 A hybrid signature/anomaly based intrusion detection system is presented. While the core of 

the IDS is identical to the algorithm proposed in Section 3.2, the generation of the training set is 

modified. Initially, nothing is known about the future intrusion attacks. Hence, they are assumed to be 

randomly positioned in the attribute space following a uniform probability distribution. As some 

intrusion vectors are correctly captured and identified, they can be used for biasing the random 

generation towards areas with previously seen intrusion vectors. The underlying assumption is that 

future intrusion vectors are likely to appear near previous intrusions. Therefore, increasing the 

random samples density in areas of previous occurrence of intrusion vectors, should lead to 

performance improvement. The validity of this assumption is demonstrated by the presented 

experimental results in Section 3.3.4. However, it is important that part of the training set is still 

composed of uniformly randomly generated intrusion vectors. Hence, the system retains its ability to 

detect previously unseen anomalies.  

 The proposed algorithm uses the nearest neighbor clustering algorithm to cluster the 

previously detected intrusion vectors. The hyperspheres defined by each cluster’s center of gravity 

and its radius are used as subspaces where increased density of generated intrusion samples should be 

applied. The performance of the algorithm is demonstrated on the recorded datasets from an existing 

critical infrastructure system. It is shown that the IDS shown its performance by using previously 

captured intrusion signatures, while maintaining its ability to detect unseen anomalies. 

 

3.2 NEURAL NETWORK BASED ANOMALY INTRUSION DETECTION 

SYSTEM 

 Network security is important for the protection of modern computerized critical 

infrastructures. The analyses of real network communication data from an existing critical 

infrastructure is presented in this section. This dataset was provided by the Idaho National 
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Laboratory. Further, a specific intrusion detection system (IDS) utilizing the artificial neural networks 

modeling of normal behavior is presented. The developed algorithm is evaluated on real-world testing 

data. 

 

3.2.1 NETWORK DATA ACQUISITION AND ANALYSES 

 For the purpose of tailoring the IDS to the specific needs of critical infrastructures, 

representative network communication samples were recorded and analyzed. The collected data 

consisted of typical normal network behavior, simulated intrusion attempts and the anomalous 

response of the system to the intrusion attempts. 

 

A - NETWORK DATA ACQUISITION 

 A typical control system installed within a critical infrastructure consists of interconnected 

Programmable Logic Controllers (PLCs) [Shea 03]. In this research work, an Allen Bradley PLC 5 

component attached to an Ethernet network was used as the data acquisition setup [PLC 09]. An 

Ethernet hub was used as an entry point into system, from which the network traffic could be 

recorded and intrusion attempts generated. The Allen Bradley PLC 5 unit was connected to a personal 

computer through the Ethernet hub. The system constitutes a representative example of a typical 

control system in critical infrastructures. In this particular case, it was used to control valves in a fluid 

flow structure system. Fig. 15 shows an illustration of the network data acquisition system used by 

the Idaho National Laboratory. 

 The simulated intrusion attempts were generated using several software tools. Namely the 

programs Nmap, Nessus, and MetaSploit were used in the experiments [Namp 09], [Nessus 09], 

[Metae 09]. The generated intrusions attempts included attacks such as: denial of service, port-scan, 

ping-sweep and others. Even though the intrusions were only artificial generated, they represented an 

approximation of the actual intrusion attempts that might be experienced by the critical infrastructure 

in reality. The utilized software tools are commonly used for testing the performance of other 

intrusion detection tools. On the other hand, only the confrontation of the presented IDS with the real 

intrusion attempts can evaluate its performance and support the conclusions state here. Generating 

additional intrusions using other software tools and possibly confronting the system with real 

intrusions is the subject of future research. 
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B - ANALYSES OF NETWORK DATA 

 Each packet that is being transferred through the network contains a control part – header and 

a data part. The control information in the packet header constitutes important description of the 

network traffic. For instance, the header stores information about the origin of the packet, its 

destination or its functionality. Based on this information each packet can be described by a vector of 

attributes such as: frame number, time of recording, acknowledgement number, protocol type, 

window size, data length, flags code, source IP address, or destination IP address. 

 The description vectors map individual packets into a multidimensional (dimension > 3) 

attribute space, which is difficult to visualize or analyze. Fortunately, plotting the functional 

dependencies between pairs or triplets of attributes in 2-dimensional and 3-dimensional space, 

respectively, reveals important features and trends. Most importantly, the network traffic appeared to 

be very regular, yielding stationary patterns of network communication. The control and monitoring 

information within the packet data part was exchanged between the PLC and the control PC at almost 

constant rate showing just a very little deviations. Examples of the functional dependencies between 

the attributes are shown in FIG. 16(a) and FIG. 17(a). In FIG. 16(a) the dependency between the 

 

Fig. 15. Network data acquisition setup.  
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frame number and the time of recording is displayed. The constant speed of the communication is 

apparent. In FIG. 17(a) the frame number is related to the window size attribute. This separates two 

streams of packets, one from the PLC and one from the control PC. 

 Because the occurrence of synthetically generated intrusion packets is known, it is possible to 

compare the functional dependencies for a normal network behavior and for a network behavior 

containing intrusions. This analysis revealed a clear visibility of the recorded intrusion attempts. 

Both, the simulated intrusions and the anomalous response of the PLC are significantly different from 

the underlying pattern of the normal behavior. FIG. 16(b) and FIG. 17(b) show the functional 

 

(a) 

 

(b) 

Fig. 16. Time of recording as a function of the frame number for normal (a) and for intrusive (b) 
network behavior. 
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dependencies for a network traffic containing intrusions. It can be seen that the recorded data do not 

match the regular and static nature of the previously seen normal network behavior. In FIG. 16(b) and 

FIG. 17(b) the intrusion attempts are circled. However, it should be noted that not all intrusion 

attempts are so clearly visible and easy to distinguish.  

 Hence, it can be concluded that the packet headers contain sufficient information to 

differentiate between the normal and intrusive or anomalous network behaviors. This clear difference 

suggests that clustering techniques in the multidimensional attribute space should perform well. 

 

(a) 

 

(b) 

Fig. 17. Window size attribute as a function of the frame number for normal (a) and for intrusive (b) 

network behavior. 
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However, this conclusion was only made using the available recorded network data, which contained 

synthetic intrusion attempts. Therefore this conclusion has to be further validated by obtaining more 

experimental data. 

 

3.2.2 FEATURE EXTRACTION USING SLIDING WINDOW TECHNIQUE 

 The data analyses revealed that clustering techniques should perform well in this 

classification task. However, from FIG. 16 and FIG. 17 the time series nature of the recorded dataset 

is apparent. This was expected, since the network communication is composed of a stream of packets, 

where consecutive packets are related to each other. For instance, the time of recording, the frame 

number or the acknowledgement number are continuously increasing as the communication proceeds. 

These patterns can be recognized for instance by the recurrent neural networks, which are suitable for 

such time series prediction [Gosh 99], [Debar 92]. In order to be able to use clustering techniques, the 

time series nature of the packet stream has to be transformed into static description vectors which can 

be positioned in the multidimensional space. In order to achieve this, a specific window based 

attribute extraction approach was adopted in this work. 

 Since several neighboring packets are closely related to each other, the trends and the 

behavior of such time series can be described well by certain statistical features of the packet stream. 

In the proposed approach, a window of specified length β  is being shifted over the packet stream. At 

every position of the window, a window based feature vector jr
r  is calculated from all the packets iv

r  

currently located in the window. After the feature vector is computed, the window is shifted by one 

packet in the time-sequential ordering of the stream. FIG. 18 illustrates the process of window based 

  

Fig. 18. Window based feature extraction process. 
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feature extraction. In this illustration, the new window based feature vector jr
r  is computed based on 

the attribute extraction from packets 12 ..... ++ ki vv
rr  located within the window.  

 The individual window based attributes were empirically derived according to the analyses of 

the network traffic and the desire to most accurately capture the time series nature of the packet 

 

Fig. 19. Network traffic description using the window based attributes. 

Table 1. Extracted window based attributes. 

Number of IPs in the window Max. number of packets per protocol 

Min. number of packets per IP Number of flag codes 

Max. number of packets per IP Min. number of packets per flag code 

Average time interval between packets Max. number of packets per flag code 

Time length of the window Number of packets with 0 window size 

Data transfer speed Number of packets with 0 data length 

Number of protocols in the window Average value of window size 

Min. number of packets per protocol Average value of data length 
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stream. TABLE 1 lists the extracted window based attributes. When visualized, it can be seen that the 

constructed window based feature vectors provide a good description of the network traffic. Further, 

these description vectors clearly distinguish between the normal and the intrusive network behavior as 

shown in FIG. 19. Here, the instances of normal behavior (× ), the intrusion attempts ( o ) and the 

anomalous response of the PLC (∇ ) are plotted in a 3-dimensional space. The compact cluster of the 

normal behavior (circled) can be easily identified, surrounded by the anomaly instances.  

 

3.2.3 INTRUSION DETECTION SYSTEM USING NEURAL NETWORK BASED 

MODELING 

 In the presented algorithm the feed-forward ANN is used for modeling of the cluster 

boundary. Its ability to construct complex and irregular separation boundaries in multidimensional 

space is utilized to build a model of the normal network behavior. The Error Back-Propagation 

algorithm and the Levenberg-Marquardt technique are used to train the network (Section 2.1.4). The 

class of unknown intrusion vectors is synthetically generated using random sampling technique. 

 

A - NEURAL NETWORK BASED CLUSTERING 

 In general, clustering has been widely used for intrusion detection [Zhong 07], [Wang 05], 

[Portnoy 01]. However, several unresolved issues of clustering techniques exist: 1) how to define the 

number of clusters beforehand; 2) how to initialize the center of gravities (COGs) of particular 

clusters; 3) how to choose the maximum radius of clusters. The choice of these parameters directly 

influences the result. For different values of radius, different number of clusters will be generated. 

Too few clusters might result in high error, but too many clusters causes the algorithm to overfit the 

training data and the solution does not generalize well over previously unseen testing instances. 

Hence, incorrect initialization of the algorithm might significantly reduce its performance.  

 Furthermore, in case of centroid based clustering techniques (Nearest Neighbor, Subtractive, 

K-Means, SOM [Chiu 94], [MacQ 67], [Kohonen 95]), the cluster is described by its COG and 

radius, which is defined as the distance from the COG to the farthest pattern assigned to the cluster 

[Witten 05]. In multi-dimensional space, such cluster has a shape of a hyper-sphere. But this clearly 

does not describe sufficiently the complex and highly irregular shapes of multidimensional clusters. 

Estimating the boundary with regular hyper-sphere leads to a significant error and poor classification 
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performance. In the particular case of intrusion detection, this inaccurate cluster boundary results in 

potential false identification of normal behavior or in the worse case failure to detect an intrusion. 

 These issues can be alleviated by using the ANNs and utilizing their inherent ability to 

construct separation boundaries between classes of complex and irregular shapes in spaces with high 

dimensionality. The presented Intrusion Detection System using Neural Network based Modeling 

(IDS-NNM) algorithm leverages this capability of the ANN to model the boundary of the cluster of 

normal network behavior. The cluster is modeled by a feed-forward ANN in a supervised manner 

with a specific combination of two learning algorithms, the Error Back-Propagation (EBP) and the 

Levenberg Marquardt (LM) learning rule (Section 2.1.4) [Werbos 94], [Marq 63], [Hagan 94]. Hence, 

the presented system constitutes a unique composition of multiple previously developed techniques. 

 This approach has two main advantages when compared to the commonly used clustering 

techniques. No upfront knowledge about the number of clusters or their radii is required and the 

network directly works as a classifier. By adjusting its weights, the ANN defines the boundary of the 

normal network behavior class. Further, the output layer of the network directly computes the 

classification of the given input vector. This is superior to typical clustering techniques, where 

additional classifier has to be used. For instance, the input vector can be classified based on the 

nearest COG and some heuristically determined distance threshold [Witten 05]. 

 

B - THE IDS-NNM ALGORITHM 

 The training stage of the proposed IDS-NNM algorithm consists of two main phases: i) the 

training set construction; and ii) neural network training. Upon completion of the training phase, the 

IDS can be applied in the communication network to monitor the traffic and to report the detected 

intrusion attempts.  

 The supervised neural network training rule is used. Hence, the ANN needs to be confronted 

with labeled instances of both normal and intrusion network behavior classes. However, in this 

particular case of implementing an anomaly-based IDS, the future intrusion vectors are unknown at 

the time of training. The only assumption that can be made is that the future intrusion vectors will be 

substantially different from the known pattern of the normal network behavior. This reveals three 

common issues. Firstly, the recorded normal network behavior has to constitute a representative 

sample of the general behavior of the system. Secondly, the recorded normal behavior should not 

contain any intrusion packets, as these would be incorrectly incorporated into the model of normal 

behavior. Finally, the extracted attributes has to be descriptive enough to differentiate between the 

two classes. This capability of the proposed window based features was demonstrated in FIG. 19. 
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 First, the training dataset has to be constructed. Because the intrusion vectors are unknown, 

they are synthetically generated in the attribute space using a uniform random distribution (white 

noise). In this manner the whole attributes space (including the clusters of normal behavior) is 

populated with artificial intrusion vectors. Hence, it is assumed that the intrusion can appear 

anywhere in the space with the same probability. These intrusion vectors are combined with the 

recorded normal network behavior into the training dataset. FIG. 20 illustrates the construction of the 

training dataset. The recorded normal behavior instances are displayed in FIG. 20(a). FIG. 20(b) 

 

(a)     (b) 

 

(c)     (d) 

Fig. 20. Training set construction and cluster boundary modeling by the ANN. Recorded normal 
behavior (a), generated intrusions (b), training dataset (c), and ANN classification (d). 



42 
 

 
 

shows the randomly generated intrusion vectors. After composition of both sets the final combined 

training dataset is denoted in FIG. 20(c). Illustrative example of the cluster boundary learned by the 

ANN is shown in FIG. 20(d).  

 Consequently, the combined training dataset is used to train the ANN. The feed-forward 

neural network is trained using a specific combination of the Error Back-Propagation and the 

Levenberg-Marquardt algorithm [Werbos 94], [Marq 63], [Hagan 94] as explained in Section 2.1.4.  

 The unknown future intrusion vectors were generated randomly in the attribute space with 

uniform probability distribution. Hence, the training process of the neural network is driven by two 

main assumptions: 

 

 1) The intrusions can appear anywhere in the attribute space (including within the cluster of 

 normal  behavior). 

 

 2) There is a cluster(s) of normal network behavior instances somewhere in the  multi-

 dimensional attributes space. 

 

 In general, the training algorithm attempts to minimize the defined error function (2.22) by 

constructing a separation boundary that correctly separates the output classes. In this particular case, 

the algorithm attempts to find the boundary of the normal network behavior class and wrap the 

decision surface around it. Consequently, any input vectors located outside this boundary are labeled 

as intrusions and anything located inside is believed to be a normal network behavior. FIG. 20(d) 

depicts the learned classification function. Hence, it is not important that some randomly generated 

intrusion training vectors are inside the actual cluster of normal behavior. The generated intrusion 

vectors are only used fill in the attribute space and help the neural network to find the classification 

boundary. 

 The presented IDS-NNM algorithm can be divided into multiple steps as follows: 

 

Step 1.1:  Construct an ordered sequence ST of attribute vectors iv
r  using the information contained in 

 packet headers. Order these vectors time-sequentially:  

 

 { }NT vvvS
rrr

,...,, 10=   (3.1) 
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 Here, 0v
r  and Nv

r  are the first and the last recorded packet in the sequence, respectively. 

Step 1.2:  Extract the sequence SW of window based feature vectors jr
r  from the sequence ST. This 

 extraction of window based attributes can be formalized as follows: 

 

 ( ) { }1,...,1,0,,,...,, 11 +−∈→−++ ββ Njirvvvf jiii

rrrr   (3.2)  

 

 Here β  denotes the length of the window. 

Step 1.3:  Create set *
WS  of labeled normal behavior training instances by assigning each feature 

 vector jr
r  label of the normal network behavior class lNorm. In the actual implementation 

 0=Norml .  

 

 
( ){ }

1...,,2,1

* ,
+−=

=
βNjNormjW lrS

r
  (3.3)  

 

Step 1.4:  Create randomly generated set IW of simulated intrusion vectors uniformly distributed over 

 the window based attribute space: 

 

 { }MW rrrI
rrr

,...,, 10=   (3.4)  

 

 Here, M is the number of generated intrusion vectors. The actual value of M depends  on 

 the dimensionality of the problem. 

Step 1.5:  Create set *
WI  of labeled intrusion training instances by assigning each intrusion vector kr

r  

 the output label of the intrusive network behavior lIntr. In the actual implementation lIntr = 1. 

 

 
( ){ } MkIntrkW lrI ...,,2,1

* , ==
r

  (3.5) 

 

Step 1.6:  Combine sets *
WS  and *

WI  into a single training dataset T: 

 

 
**
WW IST U=   (3.6)  
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Step 1.7:  Propagate the constructed training dataset T to the output of the neural network using (2.2), 

 (2.3) and (2.4). 

Step 1.8:  Using the modified EBP algorithm compute the Jacobian matrix . 

Step 1.9:  Calculate the weight update vector WΔ  by solving (2.27). 

Step 1.10: Update the network weights and the learning parameter μ . 

Step 1.11: If predefined convergence criterion is not met, go to step 1.7. 

 

3.2.4 EXPERIMENTAL RESULTS 

 Several datasets of network traffic were recorded using the setup described in Section 3.2.1. 

These dataset contained synthetically generated intrusion attempts. This section reports the 

experimental results achieved with the proposed IDS-NNM algorithm on the previously unseen input 

data. Further, the importance of selecting the correct ANN architecture and selecting only the most 

relevant attributes is discussed and demonstrated.  

 

A - TESTING DATASETS 

  The experimental setup was constructed as illustrated in FIG. 15. The intrusion attempts were 

simulated using several software tools – Nmap, Nessus, MetaSploit [Nmap 09], [Nessus 09], [Meta 

09]. These software tools are commonly used for testing various intrusion detection systems and are 

capable of generating representative examples of real intrusion attacks. The network datasets were 

recorded inside the critical infrastructure and provided by the INL. For the purpose of experimental 

testing 6 datasets of network behavior were recorded. Each of the first 5 datasets consisted of 

approximately 20,000 packets and included several different intrusion attacks. The last dataset 

contained exclusively the normal network behavior. In all of the following experiments, the intrusion 

behavior was simulated by generating 100,000 randomly distributed intrusion vectors. 

 

B - PERFORMANCE EVALUATION 

 For evaluation of the IDS performance, two measures are typically used - the detection rate 

and the false positive rate. Here, the word “positive” denotes intrusion instances, while “negative” 

means the normal network behavior. Hence, the detection rate can be computed as the ratio between 

the correctly identified intrusion attempts and the overall number of intrusions in the whole datasets. 

In other words, it is the percentage of correctly identified intrusion attacks: 
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 The false positive rate is calculated as the ratio between the number of instances of normal 

behavior falsely marked as intrusions and the overall number of instances of normal behavior: 

 

 [%]100_
_

_ ×=
NormalAll

NormalFalse

N
N

PositiveFalse  (3. 8) 

 

 The actual response of the system can be adjusted by setting the sensitivity threshold 

parameter. The sensitivity threshold sets a boundary on the final classification of the input vector. 

Due to the use of sigmoidal activation functions, the output of the ANN can be any number from the 

interval [0…1]. However, the intrusion/normal decision is a binary choice problem.  Simply, if the 

response of the ANN is above the preset sensitivity threshold, the input vector is marked as an 

intrusion. If the response is below the threshold, the final classification would be the normal behavior 

class. Setting the values of the sensitivity threshold close to 1, results in the system’s being more 

cautious about classifying an input as an intrusion. While this prevents generating false positives, it 

might significantly reduce the detection rate (missing actual intrusions). On the other hand, setting 

low values of the sensitivity threshold causes the system not to accept any suspicious behavior at the 

cost of possibly generating a higher number of false positives (false alarms).  

 In the presented experiments the size of the window for the window based feature extraction 

process was set to 20 packets. This value constitutes a compromise between having enough packets in 

the window to accurately compute the statistical description of the packet stream and having too 

many packets, which would obscure shorter intrusion attacks. The parameter value can be determined 

by cross-validation performance testing on the available training data.  

Table 2. Most relevant window based attributes. 

Number of IPs in the window Num. of packets with 0 window size 

Average time interval between packets Num. of packets with 0 data length 

Number of protocols Average window size 

Number of flag codes Average data length 
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(a) 

(b) 

(c) 

(d) 

Fig. 21. Intrusion detection of dataset 2 using 1 hidden layer and 16 input attributes (a), 1 hidden layer 
and 8 input attributes (b), 2 hidden layers and 16 input attributes (c) and 2 hidden layers and 8 input 

attributes (d).
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Table 3. Performance of the IDS-NNM algorithm on dataset 2. 

Dataset Detection Rate 
False Positive 

Rate 

1 layer, 16 inputs, Fig. 21(A) 66.063% 0.378% 

1 layer, 8 inputs, Fig. 21(B) 85.081% 0% 

2 layers, 16 inputs, Fig. 21(C) 78.643% 0% 

2 layers, 8 inputs, Fig. 21(D) 100% 0% 

Table 4. Performance of the IDS-NNM algorithm. 

Dataset Detection Rate 
False Positive 

Rate 

Testing Dataset 1 100% 0% 

Testing Dataset 2 100% 0% 

Testing Dataset 3 100% 0% 

Testing Dataset 4 100% 0% 

(a) 

(b) 

Fig. 22. Intrusion detection of datasets 1 (a) and 3 (b) using the implemented IDS-NNM algorithm. 



48 
 

 
 

C - SELECTING RELEVANT ATTRIBUTES AND NETWORK ARCHITECTURE 

 In multi-dimensional pattern classification, datasets with higher dimensionality constitute a 

recognized problem and result in the so called “curse of dimensionality” [Bellman 57]. Hence, 

dimensionality reduction via elimination of irrelevant attributes is a common practice. Different 

attributes provide different amount of information for the machine learning algorithm. Some of them 

might be correlated and some might be of a little use for the decision making process at all. In the 

case of the developed IDS-NNM algorithm the elimination of the irrelevant attributes is important for 

two major reasons: 1) the classification task is generally easier in spaces with lower dimensionality 

and using only the relevant attributes; 2) the number of needed simulated intrusion instances grows 

exponentially with the dimensionality of the input space (curse of dimensionality). The experimental 

leave-one-out approach was used to identify the eight most significant window based attributes. 

Those are listed in Table 2. 

 Also, the architecture of the implemented feed-forward neural network should reflect the 

complexity of the problem. This issue is referred to as the structural risk minimization problem 

[Vapnik 98], [Haykin 08]. Using insufficient network architecture will result in poor performance of 

the system, which is not able to learn the complex classification pattern from the given data. On the 

other hand, using overly complicated network architecture will result in the remembering the input 

data and loosing the ability to correctly generalize over previously unseen instances. 

 Several ANN architectures were tested in order to determine the optimal one. The identified 

architecture that gave the best performance consisted of 2 hidden layers with 10 and 6 neurons in the 

first and the second layer, respectively. The output layer consisted of 1 output neuron. 

 Fig. 21 demonstrates the effect of both finding the relevant attributes and locating the optimal 

network architecture. As expected, the performance of the system is clearly dependent on the actual 

design and the relevance of the training input information. In the presented figures the classification 

by the neural network model (solid thin line) can be compared to the true occurrence of the intrusion 

attempts (bold line at the top of the plot). The sensitivity threshold is denoted by dashed-and-dotted 

line. The classification performance using one of the testing datasets for each of the presented figures 

is summarized in TABLE 3. 

 First, all 16 available input window based attributes were used and the network architecture 

was chosen to be composed of only 1 hidden layer with 10 neurons. The result is shown in Fig. 21(a). 

A relatively poor performance of the system can be seen (66.08%) with several false positives. The 

following plot, shown in  Fig. 21(b), demonstrates the response of the neural network with the same 

architecture but using only the 8 most relevant attributes listed in TABLE 2. A significant 
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improvement of performance can be seen (85.08%) and no false positives were generated. Further, 

using all the 16 input attributes but expanding the network architecture into 2 hidden layers with 10 

neurons in the first and 6 in the second layer, an improved detection rate was achieved (78.64%), as 

demonstrated in FIG. 21(c). Finally, FIG. 21(d) shows that using only the 8 most relevant attributes 

and the expanded neural network architecture, a superior performance (100%) was achieved. 

 In the following experiments the identified optimal neural network architecture was used and 

only the 8 most relevant attributes were included in the training dataset. TABLE 4 summarizes the 

experimental results achieved on all 5 recorded datasets containing the simulated intrusion attempts. 

The results of the network classification on datasets 2 and 3 are shown in FIG. 22. The zoomed view 

in FIG. 22(a) shows the accurate response of the trained network even for short intrusion attempts. 

 

3.3 HYBRID ANOMALY/SIGNATURE BASED INTRUSION DETECTION 

SYSTEM 

 Performance of the IDS-NNM algorithm, described in Section 3.2.3, was further enhanced. 

The training dataset generation process was modified to take advantage of the previously identified 

intrusions signatures.  These signatures are used to determine parts of the input space, where 

intrusions are more likely to appear in the future. Thus, a hybrid anomaly/signature based intrusion 

detection system is implemented. 

 

3.3.1 ANALYSIS OF TRAINING DATASET GENERATION PROCESS 

 In case of an anomaly based IDS, only the recorded normal network behavior is available at 

the time of system training. Hence, the general anomaly IDS works under the simplifying assumption 

that the future intrusion vectors will be distinct from the available normal network behavior data. 

Under this assumption a successful anomaly based IDS can be constructed as described and 

demonstrated in Section 3.2.  

 Modeling of the normal network behavior class via ANN supervised learning required a 

training dataset, which also contained examples of future unknown intrusion vectors. This was 

achieved by randomly generating the intrusion vectors in the input attribute space using the uniform 

probability distribution. Thus, because no additional information was available, the training intrusion 
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vectors were evenly distributed over the whole attribute space. The model was constructed by 

learning the complex shape of cluster(s) of the normal behavior class during minimization of the 

classification error between the normal and the intrusion classes. 

 One of the drawbacks of the proposed algorithm was the need for large number of randomly 

generated intrusion vectors. This constitutes a classic example of the “curse of dimensionality” 

problem. Since no assumption is made on the distribution of the actual intrusion vectors, the 

synthetically generated samples have to densely fill up the whole attribute space. Due to the typically 

high dimensionality of the intrusion detection problems, the number of required generated intrusion 

vectors is extensive. According to the sampling theory, the number of necessary data samples for 

maintaining constant data density grows exponentially with the number of dimensions [Bellman 57].  

 High density of intrusion vectors is needed because it helps the supervised ANN training to 

accurately model the boundary of the normal behavior class. This is graphically demonstrated in FIG. 

23, where two illustrative cases are shown. FIG. 23(a) shows a lower density of intrusion vectors. 

Hence, the input attribute space is less populated with the intrusion samples. The neural network uses 

the given input data distribution to form the accurate cluster boundary. However, there is no 

information available near the boundary of the normal behavior class and the constructed cluster is 

therefore inaccurate. As demonstrated in FIG. 23(a), an error margin is created between the actual 

 

(a)       (b) 

Fig. 23. Comparison of the error margin for low (a) and high (b) density of generated intrusion vectors. 
Normal behavior instances are denoted by triangles and intrusions by circles. 
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cluster boundary (dotted line) and the ANN constructed boundary (dashed line). Any future intrusion 

instances located in this error margin will be misclassified by the system as normal behavior. 

 FIG. 23(b) depicts identical problem, but substantially higher density of generated intrusion 

vectors is used. It can be observed that the area of the error margin is significantly reduced and the 

constructed model more accurately resembles the actual normal network behavior class.  

 However, generating higher density of intrusion vectors significantly increases the size of the 

training dataset. This constitutes a significant problem for the Error Back-propagation and the 

Levenberg-Marquardt algorithm because of their memory requirements. The Jacobian J (2.24) 

constructed during the Levenberg-Marquardt training algorithm has size PMn× , where n is the 

number of synaptic weights in the network and M and P are the number of outputs and the number of 

input patterns, respectively [Hagan 94]. Further, operations of matrix multiplication and finding the 

inverse are performed, resulting in even greater time and memory requirements.  

 Clearly, the assumption that the intrusion vectors are evenly likely to appear anywhere in the 

attribute space is overly conservative. Most likely, intrusion vectors will appear only in certain areas 

of the attribute space. Nevertheless, these areas are not known beforehand. Had they been known, the 

density of generated vectors would be increased in these areas. Thus, the area of the error margin 

would be substantially reduced, while keeping the dataset manageably large. 

 

3.3.2 TRAINING DATA GENERATION VIA NEAREST NEIGHBOR CLUSTERING  

 When deployed in the actual communication network, the IDS-NNM algorithm starts 

capturing potential threats and intrusion attempts. An assumption can be made that the future 

intrusion vectors are very likely to be located near the already identified intrusion attempts. Thus, the 

signature of the identified and approved intrusion vectors can be used to guide the process of training 

set generation for the IDS-NNM algorithm. This assumption was validated by the presented 

experimental results discussed in Section 3.3.4. Eventually, the IDS-NNM algorithm can be retrained 

using the new training dataset. 

 The presented hybrid IDS uses the nearest neighbor clustering (NNC) algorithm to search for 

areas with higher density of identified intrusion signatures. These areas are likely to contain future 

intrusions. The NNC algorithm is described in Section 2.5. After specifying the maximum cluster 

radius, set of clusters is formed using the available training data. Each cluster is specified by its 
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location in the multi-dimensional attribute space and by its weight. The weight determines the number 

of patterns assigned to particular clusters during the training phase. 

 After all patterns have been assigned to individual clusters, the actual radius of each cluster 

can be determined based on the COG and the furthest pattern. Each cluster then defines a hypersphere 

in the multi-dimensional attribute space, which encapsulates all the intrusion vectors assigned to it. 

      

(a)      (b) 

 

(c) 

Fig. 24. Nearest neighbor clustering. The identified intrusion vectors (a), constructed clusters (b), clusters
with updated radius (c). 
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 Each hypersphere now defines a subspace, where future intrusions vectors are more likely to 

appear. Higher density of intrusion vectors suggests that the ANN training should have more 

information in these areas so as to minimize the error margin as denoted in FIG. 23. Thus, additional 

intrusion vectors are randomly generated within each identified hypersphere. However, not only the 

location and radius of each cluster matters but also the cluster weight plays an important role. Having 

a greater weight means containing a greater amount of intrusion vectors. Hence, particular 

hypersphere is more likely to define a subspace with significantly higher probability of future 

intrusion. For this reason the number of randomly generated intrusion vectors within each 

hypersphere is directly proportional to the weight of each cluster. 

 This clustering process is visualized in FIG. 24. A 3-dimensonal projection of the identified 

intrusion vectors into a unit hypercube is shown in FIG. 24(a). The NNC algorithm is applied to the 

normalized data with a radius 0.1. The constructed clusters with the maximum radius are visualized as 

partially transparent spheres in FIG. 24(b). Update of the actual radius of each cluster results in 

shrinking of the hypersphere as shown in FIG. 24(c). 

 

3.3.3 HYBRID ANOMALY/SIGNATURE BASED INTRUSION DETECTION SYSTEM 

 The presented hybrid anomaly/signature based IDS constitutes an extension to the previously 

developed IDS-NNM algorithm (Section 3.2.3). It iteratively enhances the training dataset as new 

information becomes available. The IDS-NNM algorithm is then retrained on this new dataset in 

order to improve its performance. The algorithm can be described in multiple steps as follows: 

 

Step 1:  Use the IDS-NNM algorithm to construct the intrusion detection system using the available 

 recorded normal network behavior data and the uniformly distributed intrusion vectors. 

Step 2:  Use the system to classify the network data. Collect all identified and verified intrusion 

 attempts. 

Step 3:  When a specified amount of intrusion vectors is obtained, cluster the window based intrusion 

 signatures using the NNC algorithm. 

Step 4:  Compute the distance from each COG to its furthest pattern. Use this distance to update the 

 radius of each cluster. 

Step 5:  Generate random intrusion vectors within the hypersphere of each identified cluster. The 

 number of generated vectors is proportional to the weight of each cluster. 
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Step 6:  Extend the set of generated intrusion vectors by sampling additional intrusion vectors from 

 the input attribute space using uniformly probability distribution.  

Step 7:  Create a new training dataset by combining the recorded vectors of normal behavior with the 

 generated intrusion vectors. 

Step 8:  Retrain the IDS-NNM algorithm using the new training dataset.  

Step 9:  Go to step 2. 

 

 The hybrid IDS is iteratively improved as more intrusion signatures become available. It is 

essential to balance the mixture of the uniformly sampled intrusion vectors and the intrusions vectors 

generated within the computed clusters of intrusion signatures. Samples distributed uniformly in the 

whole attribute space are necessary for preserving the ability of the system to adapt to new previously 

unseen types of intrusions. On the other hand, samples generated within the computed clusters are 

essential for reducing the error margin in areas with likely existence of future intrusions. A reasonable 

number of generated samples should be chosen in order to maintain acceptable time and memory 

requirements of the training process.  

 

3.3.4 EXPERIMENTAL RESULTS 

 The performance of the implemented hybrid anomaly/signature IDS was demonstrated using 

the network traffic data recorded from an existing critical infrastructure. The results were compared to 

the original IDS-NNM algorithm. The original IDS-NNM algorithm was capable of perfect 

classification performance (TABLE 4) using only the eight most relevant attributes for training of the 

ANN architecture with two hidden layers. A more complicated scenario has to be constructed in order 

to demonstrate the performance improvements of the proposed hybrid IDS. 

 Using randomly generated 100,000 intrusion vectors the original IDS-NNM algorithm was 

not able to learn the correct network behavior classification when all 16 attributes were used. Clearly, 

16-dimensional space cannot be sampled with sufficient density with only 100,000 samples.  The 

most likely cause of this is that the error margin was too large. This scenario constituted an ideal 

model case for demonstrating the capabilities of the implemented hybrid anomaly/signature IDS. 

 Firstly, the IDS-NNM algorithm was trained on 18,000 normal network behavior instances 

and 100,000 intrusion vectors uniformly distributed in the whole attribute space. The system was 

applied to the available testing data and the detection performance was measured. Because the false  
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(a) 

 
(b) 

Fig. 25. Comparison of IDS-NNM algorithm (a) and the Hybrid anomaly/signature IDS algorithm (b) on 
dataset 1.  

 

(a) 

 
(b) 

Fig. 26. Comparison of IDS-NNM algorithm (a) and the Hybrid anomaly/signature IDS algorithm (b) on 
dataset 2.  

 

(a) 

 
(b) 

Fig. 27. Comparison of IDS-NNM algorithm (a) and the Hybrid anomaly/signature IDS algorithm (b) on 
dataset 3.  
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negative rate was 0%, all identified intrusion vectors were real intrusions and could be approved as 

correct intrusion signatures. Combining the results from the first two testing datasets, 5,612 intrusion 

vectors were identified. This constituted 70.8% of all the intrusion vectors in those two datasets. 

 Secondly, the identified intrusion vectors were clustered using the NNC algorithm with 

heuristically chosen maximum cluster radius 0.1. This process resulted in generating 391 clusters in 

the 16-dimensional space. The maximum number of patterns (weight) associated with a single cluster 

was 2,572. By uniformly randomly generating 10 data samples per each weight unit within every 

cluster hypersphere 56,120 synthetic intrusion vectors were obtained. Additionally, 50,000 randomly 

distributed intrusions were sampled from the whole domain using the uniform probability 

 
 (a) 

 
(b) 

Fig. 28. Comparison of IDS-NNM algorithm (a) and the Hybrid anomaly/signature IDS algorithm (b) on 
dataset 4.  

 
 (a) 

 
(b) 

Fig. 29. Comparison of IDS-NNM algorithm (a) and the Hybrid anomaly/signature IDS algorithm (b) on 
dataset 5.  
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distribution. By combining both datasets, a new training dataset with 106,120 data points was created. 

This training dataset was used for retraining the IDS-NNM algorithm. The retrained IDS was applied 

to the same testing data as the original IDS-NNM and the results were compared. 

 The results are presented in FIG. 25 - FIG. 29. It can be observed that the response of the 

network oscillates for the IDS-NNM original algorithm. This is most likely due to the existence of 

relatively large error margin. On the other hand, the hybrid anomaly/signature IDS yields a 

significantly better response, which corresponds with the true occurrence of the intrusion vectors in 

the testing data. 

 The results are qualitatively compared in Table 5. Both the detection rate (3.7) and the false 

negative rate (3.8) are reported for both methods. It can be seen that the classification performance of 

the system substantially improves for the hybrid IDS. 

 It is important to note that by applying the hybrid anomaly/signature based approach, the 

constructed IDS is capable of correctly capturing all intrusion vectors in multi-dimensional space 

while using near equal training dataset size. Thus, the performance is improved, but the time and 

memory complexity of the neural network training is not increased. 

 

3.4 CONCLUSION 

 This Chapter presented two algorithms for improving the network security system of critical 

infrastructures. This research effort was based on real network traffic data recorded from an existing 

Table 5. Comparison of the performance of the IDS-NNM and the Hybrid IDS algorithms. 

Dataset 
Detection Rate False Positive Rate 

IDS-NNM Hybrid IDS IDS-NNM Hybrid IDS 

Dataset 1 72.41% 98.64% 0% 0% 

Dataset 2 69.08% 100% 0% 0% 

Dataset 3 95.87% 100% 0% 0% 

Dataset 4 95.92% 100% 0% 0% 

Dataset 5 95.33% 100% 0% 0% 
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critical infrastructure. The data analyses performed and their use for training and testing of the 

developed algorithms ensured that the proposed intrusion detection systems were tailored specifically 

to the needs of critical infrastructures.  

 Section 3.2 presented the IDS-NNM algorithm – Intrusion Detection System using Neural 

Network based Modeling. The IDS-NNM constitutes an anomaly detection system, where only the 

recorded normal network behavior was available for training. Based on the analyses of the recorded 

network traffic a specific window-based feature extraction technique was proposed. In this manner 

the input vectors were transformed into a new space, which was more suitable for clustering 

techniques. The supervised neural network training required the class of intrusion vectors to be 

known at the time of training. The random sampling technique was adopted to create the training 

intrusion vectors. The ANN was trained by a combination of the Error-Back-propagation algorithm 

and the Levenberg-Marquardt technique.  

 The experimental results showed the need for selecting only the relevant inputs as well as the 

appropriate architecture of the neural network. Excellent results were achieved during the 

experimental testing. The system was able to capture 100% of previously unseen intrusion vectors, 

while not generating any false alarms. This proved the power of artificial neural networks as a cluster 

modeling tool as well as the correctness of the window based feature extraction and the intrusion 

generation methodologies. 

 Section 3.3 analyzed some of the deficiencies of the proposed IDS-NNM algorithm. Mainly 

the issue of the extensive number of randomly generated intrusion vectors needed was recognized as a 

bottleneck of the presented algorithm. This problem was attributed to the typical “curse of 

dimensionality”. A novel hybrid anomaly/signature based intrusion detection system was designed to 

cope with this deficiency.  

 The previously identified intrusion attempts were first approved and then used to improve the 

recognition accuracy of the subsequent generation of the system. The intrusion vectors were clustered 

using the nearest neighbor clustering algorithm. The cluster hyperspheres were used as subspaces, 

where the density of the randomly generated intrusion samples was increased. In this manner, areas of 

the attribute space, where future intrusions were more likely to occur, were more densely populated 

with the generated intrusion samples. The error margin between both classes was thus reduced. 

 Experimental testing compared the results of the original IDS-NNM algorithm with the new 

hybrid IDS. It was demonstrated that the proposed hybrid technique significantly improved the 

performance of the system, while maintaining equal size of the training dataset.   
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Chapter 4  

ROBOTICS IN CRITICAL INFRASTRUCTURES AND 

EMERGENCY RESPONSE 

 

This chapter is based on the following two papers: 

O. Linda, M. Manic, “Fuzzy Manual Control of Multi-Robot System with Built-In Swarm Behavior,” 
HIS 2009 – 2nd IEEE Conference on Human System Interaction, Catania, Italy, May 21-23, 2009. 

O. Linda, T. Vollmer, M. Manic, “SVM-Inspired Dynamic Safe Navigation Using Convex Hull 
Construction,” ICIEA 2009 - 4th IEEE Conference on Industrial Electronics and Applications, Xi’an, 
China, May 25-27, 2009. 

 

4.1 INTRODUCTION 

 Robotics plays an important role in the automatization of industry, transportation, security or 

public services. Not only can robots successfully perform repetitive tasks requiring high precision and 

accuracy, but they can significantly reduce the endangerment of human personnel having to work in 

dangerous areas or under dangerous conditions. Tasks such are the maintenance of a nuclear reactor 

or working in chemically polluted environment can significantly contribute from the deployment of 

remotely controlled or fully autonomous robotic workers [Kron 04], [Kim 02]. Other robotic 

applications include search and rescue missions during accident or disaster response and the 

exploration of unknown or dangerous areas [Casper 03]. Several common motivations for all those 

applications can be identified:  i) the desire to substitute human workers in unsuitable environments, 

ii) introduction of reliable systems for solving the given problem, and iii) minimization of the risk of 

failure during these critical missions. This Chapter describes a specific remotely operated multi-robot 

exploration architecture for emergency response utilizing the swarm behavior model and a navigation 

algorithm for autonomous mobile robots tailored for safe path planning in dynamic environments. 

 Swarm robotics is a relatively novel and attractive area of robotic research [Beni 88], [Dudek 

02], [Cao 97]. It simulates and mimics the behavioral patterns that can be observed in nature, e.g. 

flocks of birds, schools of fish or herds of sheep as shown in FIG. 30 [Bona 99], [Anderson 02], 
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[Camazine 01]. The swarm behavioral model is an example of distributed control architecture, 

opposed to the typical centralized models. It is based on the concept of individual agents being able to 

sense only their local spatial neighborhood, evaluating the behavioral model and acting accordingly 

[Fred 02]. Despite the fact that no group leadership, hierarchical control mechanism or global 

information exist, collective behavior emerges in such distributed system [Dorigo 04], [Holland 99], 

[Mataric 93]. 

 Typically, today’s robotic operations are based on intelligent, highly sophisticated and also 

expensive autonomous mobile robots. Such robots work individually or in small groups [Balch 98]. 

On the other hand, the robotic swarm architectures consist of a high number of homogenous, 

autonomous and relatively incapable or inefficient robots with only local sensing and communication 

capabilities [Sahin 04]. Among the main advantages of such distributed architecture are robustness, 

flexibility and scalability. The system is robust because failure of multiple robots does not 

compromise the mission. In case of an failure other robots can substitute each other. Further, it is 

flexible because it can be easily adjusted to particular problems and needs. Finally, it is considered 

scalable because adding or removing multiple robots from the group does not require any additional 

changes to the control algorithm.  

 However, several deficiencies of the robotic swarm model can be identified. Perhaps the most 

important one is the stochastic nature of the movement patterns exhibited by the swarm [Othman 07], 

[Yang 07]. This randomness, which is typical for the emergent global behavior patterns, significantly 

reduces the applicability of such systems in real world applications, where precise manual control is 

of vital importance. For instance, applications related to critical infrastructures require certain degree 

     

(a)     (b) 

Fig. 30. Global emerging behavior in flock of birds (a) and school of fish (b) [Nova 09], [School 09]. 
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of control and fully autonomous robotic groups experiencing stochastic movement patterns are 

undesirable. Considerable research has been done in combining the swarm behavior based control 

with classical means of control, e.g. providing a predefined set of checkpoints [Barnes 08], [Yong 

05], [Tan 04]. But to the best of our knowledge, control architecture for combining the swarm 

robotics model with the precise manual control is still missing.  

 Section 4.2 describes and evaluates a novel architecture for fuzzy manual control of multi-

robot system with built-in swarm behavior. In the presented algorithm, the swarm behavior model is 

responsible for low-level navigation tasks, such as formation keeping and obstacle avoidance. At the 

higher control level the multi-robot group receives a manual control signal from an operator. In order 

to resolve conflicts between the operator’s desire and the built-in swarm behavior model, the received 

manual control signal is tuned by an embedded fuzzy controller. This fuzzy controller works as an 

intelligent mechanism for improving the maneuvering performance of the multi-robot group. The 

presented architecture combines the robustness, flexibility and scalability of the swarm robotics with 

the full control and precise maneuvering capabilities of the classical manual control. Moreover, only 

one single human operator is required for the control of the whole multi-robot group. 

 Navigation of autonomous mobile robots is a cornerstone of transportation and industrial 

automatization [Urmson 08], [Parent 08], [Echel 08]. Robots need to evaluate their spatial 

neighborhood and successfully navigate through typically cluttered environment towards the goal 

destination. While moving to the desired destination, robots should avoid any possible accident with 

the surrounding obstacles. By so doing, the robot prevents itself from being damaged and from posing 

significant risk to its load, other robots or the whole environment. The collision-free navigation task 

can be achieved by constructing the safest possible trajectory under the given conditions. In general, 

this kind of safe navigation strategy is needed in various applications, such as navigating an 

autonomous transporter through a factory hall or through an airport environment [Spriggs 03]. 

However, this optimal safe path is of a vital importance in scenarios such as automated transportation 

of nuclear waste or handling explosive ordnances [Geske 04]. 

 The task of constructing the safest path through a set of obstacles is fundamentally similar to 

the problem of constructing an optimal separation margin between sets of points from different 

classes. This problem has been successfully solved by the Support Vector Machines (SVMs) [Vapnik 

98], [Burges 98]. In general, the SVM techniques construct a linear separation margin between 

clusters of points in a space with arbitrary dimension. The distances from the separation boundaries to 

points in both clusters are being maximized, ensuring the maximum width of the separation margin. 

In case of mobile robot navigation, the trajectory is calculated on a 2-dimensional map of the 
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environment. Here, each obstacle is represented by a set of x and y coordinates. Hence, the general 

SVM problem can be reduced to this simplified case and several advantageous properties of the 2D 

Euclidean space can be utilized.  

 In Section 4.3 the Maximum Margin Search using a Convex Hull construction (MMS-CH) 

algorithm is presented. This algorithm was specifically developed for a fast construction of the 

maximum separation margin between sets of obstacles. Moreover, the algorithm maintains the correct 

solution as the input data are dynamically altered. The algorithm utilizes the construction of convex 

hulls around clusters of input points. The convex hulls eliminate irrelevant data and their boundaries 

are used for searching for the optimal separation function. Under those specific conditions, the MMS-

CH algorithm is computationally less expensive than standard algorithms for solving the SVM 

problem. Further, the algorithm effectively maintains the previously computed solution and updates it 

only when and where it is necessary. Thus, it prevents the time consuming re-computation of the 

whole solution every time new input data are obtained. 

 

4.2 FUZZY CONTROL OF MULTI-ROBOT SYSTEM FOR 

ENVIRONMENT EXPLORATION 

 One of the main problems of swarm behavioral model is the stochastic nature of the exhibited 

movement patterns. The proposed algorithm alleviates this issue by merging the swarm behavior 

model with manual control. Fuzzy logic controller is used to resolve potential conflicts between both 

control signals. The algorithm is analyzed and evaluated in a virtual simulation environment. 

 

4.2.1 SWARM BEHAVIOR MODEL 

 The proposed multi-robot control architecture utilizes the swarm behavior model inspired by 

the original concept proposed by Reynolds [Reynolds 87]. In the implemented model, every robot is 

capable of local perception of other robots and obstacles in its local neighborhood. Several sub-

behaviors can be identified: repulsion, orientation and attraction. Every robot attempts to maintain a 

minimum safe distance to others at all times – the repulsion. If not too close to others, the robots are 

attracted by their neighbors and attempt to align with their direction of movement – the orientation 

and attraction. 
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 The swarm behavior model was implemented in the form of circular sensing zones around 

each robot, which resemble the behavioral patterns observed in nature. This implementation was 

adopted from the work of Couzin [Couzin 02]. Each robot maintains a zone of repulsion (ZOR), zone 

of orientation (ZOO) and zone of attraction (ZOA). Fig. 31 illustrates this local sensing zones model. 

The robot is situated in the middle of the concentric zones (black dot). The radius of particular 

sensing zones is denoted by rZOR, rZOO and rZOA. The model is evaluated by computing the directional 

vectors of particular sub-behaviors. Consequently, particular vectors are combined into the final 

direction update vector, which is used to modify the current direction of the robot. 

 

A - COMPUTATION OF DIRECTIONAL VECTORS 

 Following the description of the swarm behavior model given in [Couzin 02], every robot 

tries to avoid the presence of other robots in its ZOR by steering away. In a similar manner, every 

robot is attracted by its neighbors in the ZOA and attempts to maneuver closer to them. Further, every 

robot tries to align its direction with its neighbors in the ZOO.  

 The model can be formalized as follows [Couzin 02]. If there are i
ZORN robots in the ZOR of 

robot i, then the directional vector of the repulsion behavior i
Rv
r  is computed as: 

 

Fig. 31. Local sensing zones maintained by each robot.  
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 Here ip
r  and jp

r  denote the position of robot i  and its neighbors, respectively, and vector 

i
Dirv
r  determines the direction of movement of robot i. 

 If there are i
ZOAN  robots in the zone of attraction and i

ZOON  robots in the zone of orientation 

of robot i, then the directional vectors of the attraction and orientation sub-behavior i
Av
r  and i

Ov
r  are 

computed as: 
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 Here, jv
r  denotes the direction of movement of robot  j. 

 When a robot i is approaching an obstacle, directional vector i
Obstv
r  is calculated as the vector 

heading away from the nearest obstacle located in the ZOR of particular robot. FIG. 32 demonstrates 

the computation of directional vectors for particular sub-behaviors. 

 

B - COMBINING DIRECTIONAL VECTORS 

 From the computed individual sub-behaviors, the final combined directional vector i
Cv
r  is 

calculated. This vector i
Cv
r

 merges particular sub-behaviors based on their priority. In the proposed 
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architecture, the obstacle avoidance behavior has the highest priority and suppresses the other 

behaviors. Further, according to [Couzin 02], if there are robots located in the ZOR of particular 

robot, the repulsion behavior inhibits the orientation and attraction behaviors. If there are neither 

robots nor obstacles located in the ZOR of given robot, then the final directional vector is computed 

as the average of the attraction and the orientation directional vectors. 

 The rules for combining individual sub-behaviors for robot i can be summarized in the 

following equation: 

  

   (a)      (b) 

  

   (c)      (d) 

Fig. 32. Computation of the repulsion (a), orientation (b), attraction (c) and obstacle avoidance (d) sub-
behaviors. 
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C - THE STEERING ANGLE 

 The direction of movement Dirv
r  of robot i  needs to be updated in order to reflect the most 

recent perception of robot’s local environment Therefore, the calculated combined direction vector 

Cv
r  has to be converted into a specific angular update – a steering angle Sα . The steering angle can be 

obtained by computing the angular difference between vectors Dirv
r  and Cv

r . The sign of the result 

determines the direction of the angular update. 

 The actual value of the steering angle Sα  determines the amplitude of the directional change 

applied during a single iteration of the algorithm. In a single iteration, the robot’s local neighborhood 

is perceived and the swarm behavioral model is evaluated. The amplitude of the update is limited by 

the hardware properties of particular robots. In order to account for this, an upper bound θ on the 

amplitude of the steering angle Sα is established. If the amplitude of the computed steering angle 

exceeds the established thresholdθ, it is truncated to the value of θ as follows:  
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4.2.2 FUZZY MANUAL CONTROL 

 The proposed architecture combines the swarm behavior model with the manual control 

signal, received by every individual robot. Possible conflicts between the swarm behavior and the 



67 
 

 
 

operator’s intentions are resolved by tuning the incoming manual signal by an intelligent fuzzy 

controller. The result is applied to particular robots. In this manner, the multi-robot group can be 

maintained by the built-in swarm behavior model at the lower level, while following the high level 

control of the operator. FIG. 33(a) depicts the robot’s motion control mechanism when only the 

swarm behavioral model is used. The local environment is perceived by the robot, the behavioral 

model is evaluated and the result is applied to the motion control of the robot. Since no control signal 

from an operator is supplied, this model results in a fully autonomous control of the robotic group,. 

FIG. 33(b) shows the proposed architecture. The intelligent fuzzy controller was added into the 

system. The control signal received from the human operator is first processed by the controller and 

adjusted based on the evaluation of the local environment. The modified signal is combined with the 

swarm behavior and the result is applied to the motion control of the robot. 

 

A - THE MANUAL CONTROL SIGNAL 

 Typically, two degrees of freedom of the manual control of mobile robots can be identified – 

the speed and the steering. In the proposed architecture for manual control of multi-robot system, a 

third degree of freedom is implemented – adjustment of the radius of the local sensing zones. The 

 

(a) 

 

(b) 

Fig. 33. Diagram of the motion control using only the swarm behavior model (a) and using the fuzzy 
manual control with built-in swarm behavior (b). 
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operator controls the system via a human computer interface, from which the control signal is 

transferred to all individual robots. It should be noted that the robots do not send any information 

back to the interface regarding their position or direction. Hence, the required communication 

bandwidth is significantly reduced and the system is more resistant to communication errors and 

failures. 

 The control signal is composed of three commands. The command SpeedΔ  is responsible for 

updating the robot’s speed. The command ZonesΔ  adjusts the radius of the local sensing zones. 

Finally, the command AngleΔ  contains the relative angular update of the current directional vector of 

each robot. All commands are issued by the user interface. In the presented research, the NOVINT 

Falcon 3D haptic device was utilized for this purpose [Novint 09]. The commands SpeedΔ  and ZonesΔ  

are both encoded as relative percentage differences between the actual and the desired value. As an 

illustrative example consider the control command signal given as 

{ }3,05.0,02.0 −=Δ−=Δ=Δ AngleZonesSpeed . The robot should increase its speed by 2%, decrease the 

radius of its local sensing zones by 5% of the current value and steer to the right by 3 degrees. The 

actual values are set by the operator via the control user interface.  

 In the proposed architecture the control commands for updating robot’s speed and the radius 

of its local sensing zones do not interfere with the swarm behavior model. Hence, they can be directly 

applied to the current state of the robot. In particular the speed is  of robot i  is updated as follows: 

 

 ( )Speedtiti ss Δ+=+ 1,1,  (4.6) 

 

 Similarly the radius of the local sensing zones ZOR
ir , ZOO

ir  and ZOA
ir  depicted in Fig. 31 are 

computed as: 

 ( )Zones
ZOR
ti

ZOR
ti rr Δ+=+ 1,1,  (4.7) 

 

 ( )Zones
ZOR
ti

ZOR
ti rr Δ+=+ 1,1,  (4.8) 

 

 ( )Zones
ZOA
ti

ZOA
ti rr Δ+=+ 1,1,  (4.9) 
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 Unlike the speed and the radius of the local sensing zones the control command AngleΔ  may 

potentially interfere with the built-in swarm behavior model. The intelligent fuzzy controller is 

embedded in each robot to resolve these issues. 

 

B - THE INTELLIGENT FUZZY CONTROLLER 

 The swarm behavior model constitutes decentralized control architecture, responsible for 

maintaining the group formation and coherent flocking motion. However, this model does not ensure 

that individual robots are always aligned in the same direction. For instance, in a scenario when the 

robotic group maneuvers in a cluttered environment, some robots in the group will get into a close 

proximity of an obstacle. In such case, the swarm behavior model will recognize the danger of 

potential collision, it will inhibit the repulsion, attraction and orientation sub-behaviors and it will 

safely navigate the robot away from the obstacle. Consequently, the robot aligns back with the group. 

Thus, individual robots can temporarily become incoherent with the rest of the group.  

 Despite the potential incoherence in the direction of movement of individual robots, identical 

control command AngleΔ  is issued for all the robots. Clearly, applying this command to robots that are 

temporarily misaligned with the rest of the swarm might even further compromise the integrity of the 

group. This would only increase the misalignment of particular robots and the performance of the 

manual control would be significantly reduced if not made impossible. The intelligent fuzzy 

controller is used to tune the received manual control signal AngleΔ  in order to prevent such a 

scenario. 

 Obstacle avoidance and separation from the swarm were identified as two scenarios posing 

the most danger to the integrity of the swarm. In the first case, the manual control should be 

modulated so that the swarm behavior model can safely navigate the robot away from the obstacle. 

Possibly, the operator might not even be aware of the obstacle and the fuzzy controller should be 

given a higher priority. In the second case, the command signal should also be suppressed, in order 

for the robots to safely align back with the rest of the group. 

 The final steering angle α  for robot i  can be computed using the steering angle Sα  (4.5) and 

the received command signal AngleΔ : 

 

 
λ

λα
α

+

Δ+
=

1
AngleS

i  (4.10) 
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 Here, variable λ  is used to suppress the influence of the manual control signal and merged 

both control signals together. The actual value of λ  is computed using the fuzzy logic controller 

[Zadeh 94], [Cox 05], [Tsou 97]. Fig. 34(a) shows the fuzzy representation of the concept distance to 

an obstacle. The distance, denoted by dO, is measured as the ratio of the distance and the radius of the 

repulsion zone ZOR
ir . Fig. 34(b) illustrates the fuzzy representation of the concept separation from the 

swarm. This value, denoted by symbol dN, is computed as the mean distance from the four nearest 

neighbors of particular robot and it is expressed as the ratio to the radius of the attraction zone ZOA
ir . 

 
(a) 

 
(b) 

 
(c) 

Fig. 34. Fuzzy representations of concepts distance to an obstacle (a), separation from the swarm (b) and 
the swarm integrity (c). 
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The output fuzzy representation of the concept integrity of the swarm is shown in Fig. 34(c). The 

fuzzy controller is implemented following the typical Mamdani model (Section 2.2.2) and using 

triangular membership functions [Mamdani 74], [Mamdani 75]. Finally, the obtained update angle α  

is used to alter the robot’s direction vector Dirv
r . 

 The implemented fuzzy controller constitutes a convenient tool for modeling of the complex 

and non-linear functional relations between the inputs and outputs of the system of interest [Yager 

94]. The actual model is encoded in the type and shape of input and output fuzzy sets and in the fuzzy 

rule table. One of the main advantages of the fuzzy logic controller is the possibility to encode human 

knowledge and experience into the design. Further, the design can be easily adjusted and tuned to 

implement a functional relationship that fits the needs of the designer. 

 Example of two functional relations between the inputs and the output of the proposed system 

are shown in FIG. 35. The control surface is visualized in a 3-dimensional space. By modulating the 

fuzzy rule base, the designer can alter the modeled function. FIG. 35(a) shows fuzzy control surface 

modeling a linear dependency of the output λ  on the inputs dN and dO. Slightly greater weight was 

given to the input dN, hence the control surface raises faster along this dimension. Different model is 

displayed in FIG. 35(b). Here the exponential dependency between the inputs dN  and dO  and the 

output λ  was implemented.  

 

 

(a)      (b) 

Fig. 35. Fuzzy control surface. 

 



72 
 

 
 

4.2.3 EXPERIMENTAL RESULTS 

 The proposed multi-robot system was prototyped in a virtual environment written in C++ 

programming language and utilizing the OpenGL [OpenGL 04], [OpenGL 09]. Screenshots from the 

virtual environment are shown in FIG. 36. The virtual robotic swarm was composed of homogenous 

robots, assuming identical behavior parameters for all robots. Three experiments were designed for 

testing the presented control architecture. First, the amount of operator’s control over the 

maneuvering of the group was evaluated. Further, the robustness of the architecture was demonstrated 

by simulating communication failures between individual robots and the operator. Finally, the 

behavior of the intelligent fuzzy controller was illustrated. 

 

A - MANEUVERING THE SWARM 

 This first test was designed as a simulation of an exploration task similar to a potential search 

and rescue operation during an emergency response. A virtual environment was created consisting of 

wide open rooms connected by narrow corridors. This setup was chosen for its variability, which 

constitutes a complex problem for the formation keeping algorithm of the system. During the 

potential search and rescue operation, it is essential that the searching agents cover as much of the 

area as possible in order to quickly locate victims, injured people, or various other targets and objects 

of interest. This is mainly due to the limited range of sight of robotic sensors, such as cameras and 

sonar or infrared sensors. Hence, the robotic group should spread out in the open rooms and cover the 

    

Fig. 36. Implemented virtual environment with simulated robotic swarm. 



 

 

whole

maint

 

enviro

system

of the

upper

and a

local 

to sea

Also, 

preve

maint

Fi

e space. On th

tain a tight an

A virtual 

onment. This

m. FIG. 37 sh

e group and m

r room. Clear

all robots nav

sensing zones

arch the space

it can be seen

nting a pote

tained by all r

ig. 37. Record

he other hand

nd compact fo

multi-robot 

s number of r

hows the recor

maneuvers it f

ly, the operat

vigated throug

s, the group f

e and they ke

n, that the sw

ential collisio

robots at all ti

ded trajectorie
between two 

d, in order for 

ormation. 

group cons

robots was c

rded trajector

from the botto

tor was capab

gh the enviro

formation was

pt tight and c

warm behavior

on.  This ca

imes in FIG. 3

es of the multi-
rooms. The a

 

the multi-rob

sisting of 10

chosen as a r

ries of individ

om of the env

ble of control

onment as de

s controlled. T

compact form

r model keeps

an be seen a

37 

-robot group a
arrow denotes 

bot group to p

0 robots was

reasonable siz

dual robots. T

vironment thr

lling the direc

esired. Furthe

The robots sp

mation in orde

s individual ro

as the minim

as it maneuve
the direction 

pass to anothe

s deployed 

ze of potentia

The operator c

rough the zig

ction of move

er, by adjustin

pread out in op

er to negotiate

obots away fr

mal distance 

 

ers through a n
of movement.

er room, it nee

in the simu

al real multi-

controls the m

gzag corridor 

ement of the g

ng the radii o

pen rooms in 

e narrow corr

rom obstacles

from an ob

narrow corrid
. 

73 

eds to 

ulation 

-robot 

motion 

to the 

group 

of the 

order 

ridors. 

s, thus 

stacle 

dor 



74 
 

 
 

.B - ROBUSTNESS OF THE SYSTEM 

 The original concept of swarm robotics is based on the principles of highly decentralized 

control. Hence, the system is more robust and resistant to failures of individual robots. For instance, if 

the central controller is subject to a failure then the whole architecture collapses. However, in case of 

 

Fig. 38. Trajectories of the swarm performing a simple maneuver. The top diagram shows the desired 
path. Below the communication failures (0, 5, 8 and 9) are simulated. 
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swarm robotics, there is no central controller and failure of individual robots does not compromise the 

whole missions. In the proposed architecture for fuzzy manual control of multi-robot system, the 

operator constitutes the central controller. The control signal is broadcasted to all members of the 

group. This communication link presents a new source of potential errors and failures.  

 The following experiment was specifically designed to test the robustness of the architecture. 

Possible communication failures between operator’s station and a certain number of robots were 

simulated. For particular robots, the communication failure was implemented as a receiving of no 

control command AngleΔ . Hence, the operator had no control over the direction of movement of these 

malfunctioning robots.  

 In this experiment, the operator had to perform a simple maneuvering task between two 

square shaped obstacles with a group of 10 virtual robots. In every run, the number of robots 

experiencing a communication failure was increased. The communication failure occurred between 

the robot and the user interface. FIG. 38 shows the recorded trajectories of the whole multi-robot 

group while performing the task. On the top picture, the optimal trajectory of the desired maneuver is 

denoted with arrows. Below, from top to the bottom, the number of robots experiencing a 

communication failure was increased from 0 to 5, 8 and 9.  

 FIG. 38 clearly illustrates how the trajectories of particular robots increasingly deviated from 

the optimal path as the number of robots having a communication failure was growing. This 

observation suggested that the operator maintains less control over the robotic group and that the 

maneuvering becomes more difficult as more failures are introduced into the system. However, it 

should be noted, that even for as high as 8 or 9 robots out of 10 not receiving any control command 

AngleΔ , the operator was capable of finishing the desired maneuver with the whole group. In other 

words, controlling single robot from the whole group was sufficient to steer the rest of the swarm as 

desired and the whole group behaved in a “follow the leader” manner. This observation suggests that 

despite introducing a centralized control component into the original architecture, the system still 

retains its inherent robustness.  

 The explanation for this observation is in the built-in swarm behavior model. Because 

individual robots tend to be attracted by their neighbors and they tend to orient their direction with 

them, it is sufficient to control just a small portion of the members of the group and the other robots 

will simply follow the lead of their teammates. This analysis assumes that communication between 

individual robots remains intact by the failures. 
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C - FUZZY CONTROLLER PERFORMANCE EVALUATION 

 The original swarm behavior architecture was enhanced by adding an intelligent fuzzy 

controller. In this last experiment, the performance of the fuzzy controller was evaluated. The multi-

robot group was intentionally maneuvered into a potentially dangerous situation and the behavior of 

the controller was recorded. This provided an insight into the behavior of the controller and showed 

that it correctly detects possible danger for the integrity of the swarm and tunes the received control 

signal accordingly. 

 First, the robot was purposely separated from the rest of the group. The recorded response of 

the fuzzy controller along with the mean distance to the 4 nearest neighbors of the monitored robot - 

dN , are displayed in FIG. 39(a). The distance to 4 nearest neighbors was chosen due to the fact that 

despite the size of the group individual robots have commonly no more than 4 nearest neighbors. It 

can be seen that as the robot is separated from the rest of the swarm (around time 75 and 280), the 

fuzzy controller detects the potentially hazardous situation and temporarily suppresses the manual 

control signal. After the robot safely returns back to the swarm (around time 110 and 400), the control 

is smoothly handed back to the operator. 

 
(a) 

 
(b) 

Fig. 39. Output of the fuzzy controller for a robot getting separated from the swarm (a) and approaching 
an obstacle (b). 
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 In the second case, the robot was intentionally maneuvered towards an obstacle. The response 

of the controller is plotted in FIG. 39(b) along with the distance to an obstacle - dO. It can be seen that 

the robot is approaching the obstacle around time 35. Simultaneously, this is detected by the fuzzy 

controller and the manual control command is again suppressed. The swarm behavior takes over the 

control and maneuvers the robot away from the obstacle. When not in danger any more, the control is 

given back to the operator. 

 

4.3 SUPPORT VECTOR MACHINES INSPIRED NAVIGATION OF 

AUTONOMOUS ROBOTS 

 Navigation algorithms constitute the core of the autonomous control system of autonomous 

robots. Ensuring safety during the autonomous operations and avoiding possible collisions is 

important in any application. However, it is essential in operations within critical infrastructures. In 

the proposed algorithm for autonomous navigation, the safe path planning is ensured by maintaining 

the largest possible safety margin from all obstacles. The implemented approach was inspired by the 

Support Vector Machines (SVMs) algorithm, which attempts to find the optimal separation boundary 

between input data, thus maximizing the width of the separation margin. A novel approach for finding 

the separation boundary in 2D Euclidean space – the Maximum Margin Search using the Convex Hull 

construction (MMS-CH) - is introduced and analyzed.  The MMS-CH algorithms takes advantage of 

the 2D Euclidean space and efficiently maintains the solution for dynamic input data. 

 

4.3.1 PROBLEM DESCRIPTION AND ANALYSES 

 This section analyzes the problem of autonomous navigation in cluttered environments. 

Further, the rationale behind the utilization of the convex hull construction is given and the concept of 

candidate edges is described.   

 

A - PROBLEM DESCRIPTION 

 The task of autonomously computing the navigation trajectory is based on the available 

knowledge about the environment and the obstacles contained within. In case of static environments, 

this information can be provided as a 2-dimensional map, known prior to the deployment of the robot. 
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B - ELIMINATION OF IRRELEVANT INPUT DATA 

 The computation of the safest path in the given environment can now be seen as a problem of 

calculating the separation margin between the two clusters of obstacles. In order to ensure the safety 

of the trajectory, the distance from the robot following the trajectory to the nearest obstacles along the 

way should be as large as possible. This is identical to the problem of SVM construction, described in 

section 2.3. In case of the SVM algorithm, the final separation function is dependent exclusively on 

the set of support vectors. Support vectors are data points located on the boundaries of the separation 

margin. It can be shown that the construction of convex hulls around each cluster of data points, can 

determine potential support vectors. Consequently, eliminating data points located inside the convex 

hull does not anyhow modify the final solution. 

 For an arbitrary set S of N data points the convex hull can be described as the intersection of 

all possible convex sets containing S. More specifically, the convex hull C of a set of points p1,…,pN 

can be defined as: 
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 In the 2-dimensional Euclidean space, the convex hull C can be defined as the boundary of 

the smallest enclosing convex polygon around the data set S. 

 Various algorithms for convex hull construction exist in literature [Berg 00]. For instance, it 

can be computed using the Jarvis March algorithm, Graham Scan algorithm or the Divide and 

Conquer approach [Jarvis 73], [Graham 72], [Prep 77], [Kallay 84]. One way of speeding up the 

convex hull construction is preprocessing the input data and eliminating data points that cannot be 

part of the constructed convex hull. This can be achieved by using the Akl-Toussaint heuristics 

described in [Akl 78]. In case of the 2-dimensional Euclidean space, the data points with the 

minimum and the maximum x and y coordinates are identified. Then all points located within the 

quadrangle determined by the identified four extreme points are not part of the convex hull. Hence, 

these data points can be removed from the input dataset without modifying the final solution. Clearly, 

eliminating data points, which represent obstacles in the environment. However these obstacles are 

surrounded by others and thus do not have to be considered for the trajectory calculation. 

 After dividing the input dataset S into two disjoint clusters as shown in Fig. 40, each data 

point can be described as a triplet, composed of the x and y coordinates and the cluster label l that it 

belongs to. Formally, the dataset S of N points can be defined as:  
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 This formulation resembles the definition of the SVM input dataset (2.45). Similarly to the 

SVM algorithm, the optimal separation function is calculated, subject to the width of the separation 

margin. In this specific case of the 2-dimensional Euclidean space the optimal separation function Lo 

can be expressed as: 

 0: =++ oooo cybxaL  (4.13) 

 

 Here, ao, bo and co are the optimal coefficients. The separation function Lo has to correctly 

separate all the input data points into their appropriate clusters. For all  i = 1,2,…,N  it should hold 

that: 
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 Further, in order for Lo to be considered optimal, it also has to maximize the distance distSV to 

the nearest points in the input data set. Distance distSV  can be computed as: 
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 The support vectors are located on the boundary of the separation margin. The separation 

function Lo runs directly through the middle of this margin. Hence, all support vectors can be 

identified as data points being located at distance distSV from the separation line Lo. Assume that the 

support vectors of dataset S form a subset SVS  and that the convex hull of cluster l from dataset S is 

denoted by 
lSC . From the definition of convex hull it can be derived that the property of the convex 

shape ensures the following observation: 
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clockwise, creating a sequence of lines with monotonically ordered slopes. Using the interval of 

slopes of each two neighboring lines, the position of the parallel boundary in the second candidate set 

can be located. This is performed by finding the shared point between the lines, whose slope interval 

contains the slope of the parallel boundary. The width of the separation margin can be calculated as 

the distance between the two constructed boundary lines. 

 The search for the position of the optimal boundary through the ordered sequence of 

candidate edges is performed by an operation of rotating line Lj around the set of candidate edges 

.
lSE This operation can be defined as: 

 

Initial: Set L0 to the first edge e0 in the ordered sequence of candidate edges 
lSE . 

Step 1: ( ) ( ) anglejj LslopeLslope Δ+=+1  

Step 2: If slope( Lj+1 ) > slope(ek+1), then set Lj+1 to the edge ek+1, which is the following edge in the 

 ordered sequence of edges 
lSE . 

 

 Here the parameter angleΔ  specifies the angular increment of the rotation operation. The 

convex shape of the convex hulls of both clusters ensures that the width of the separation margin is 

continuously increasing as the line Lj is being rotated around the boundary until it reaches the optimal 

point. After passing this point, the width of the margin begins to decrease. Hence, the gradient of the 

computed width of the separation margin can guide the search towards the optimal position. 

 

4.3.2 THE MAXIMUM MARGIN SEARCH USING THE CONVEX HULL 

CONSTRUCTION 

 The MMS-CH algorithm works with both static and dynamic input data. The algorithm can 

compute the optimal safest path between sets of obstacle. Further, it can maintain this solution as the 

original input dataset is altered by inserting new data points, deleting old ones or modifying the 

positions of data points already in the set. The presented MMS-CH algorithm can be divided into the 

multiple steps as follows: 

 

Step 1:  Find the extremal points of each cluster and construct the quadrangle of the Akl-Toussaint 

 heuristics. 
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Step 2:  Apply the Akl-Toussaint heuristic to the input data and eliminate irrelevant data points. 

Step 3:  Construct convex hulls 
lSC  over the reduced dataset of points belonging to each cluster. 

Step 4:  Construct the ordered sequences of candidate edges 
lSE  from both convex hulls 

lSC . 

Step 5:  Search through the ordered sequence of candidate edges 
lSE  and find the edge with the widest 

 separation margin from the other cluster. 

Step 6:  Rotate the boundary around the located position with an initial angular step angleΔ  until the 

 width of the margin increases. 

Step 7:  If the width difference of the separation margin between two consecutive steps falls under the 

 specified precision, terminate the rotation and go to Step 8. Otherwise, reduce the angular 

 step angleΔ  and go to Step 6. 

Step 8:  Upon inserting a new data point into one of the clusters, go to step 2 and apply particular Akl-

 Toussaint heuristic from the previous iteration. If the new point is located inside the 

 computed quadrangle, the previous solution remains valid and nothing has to be recomputed. 

 If the new point is located outside the quadrangle, recompute Steps 1 through 4 for the given 

 cluster. Test if the new point is located inside the separation margin computed in the previous 

 iteration. If it is located  outside, the margin does not have to be recomputed. Otherwise 

 repeat Steps 5 through 7. 

Step 9:  Upon deleting an existing input point, go to Step 2 and apply the particular Akl-Toussaint 

 heuristic computed in the previous iteration. If the deleted point was located inside the 

 quadrangle of the heuristic, the previous solution remains valid and nothing has to be 

 recomputed. If it was located outside, then recompute Steps 1 through 4 for particular cluster. 

 Test if the deleted point was one of the support vectors (if it was located on the boundary of 

 the separation margin). If the point did not belong to the set of support vectors, the previously 

 computed margin remains valid and nothing needs to be recomputed. If the deleted point did 

 belong to the set of support vectors, recompute Steps 5 through 7. 

 

 The search for the optimal position of the separation boundary using the line rotation 

operation does not have to be initiated at the beginning of the ordered sequence of candidate edges 

lSE . In Step 5 of the presented algorithm, the potential position of the boundary is found by iterating 

through the sequence of candidate edges 
lSE  and computing the width of the separation margin. 

Hence, the position with the largest width of the separation margin can be quickly found. 
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GUI enables the user to delete old points from the input dataset or to add new points to particular 

cluster. The solution of the problem is continuously updated to reflect the modifications done by the 

user. Moreover, the GUI outputs a log report of individual steps performed by the algorithm while 

updating the solution from the previous iteration. The user can check the log report to verify that only 

the necessary parts of the solution are recomputed. 

 In order to demonstrate the dynamic solution update, a sequence of images captures the 

update process in FIG. 45. In FIG. 45(a) the solution of the MMS-CH is displayed. Further, a non-

stationary obstacle is marked along with the vector of its future movement. FIG. 45(b) demonstrates 

that as the moving obstacle leaves the quadrangle of Akl-Toussaint heuristic, the heuristic has to be 

recomputed as well as the convex hull. This needs to be done in order to ensure that the quadrangle of 

the heuristic as well as the convex hull are accurate and reflect the new location of the moving object. 

In case of FIG. 45(b) despite being recomputed, the convex hull as well as the quadrangle of the 

heuristic do not changed. FIG. 45(c) demonstrates the case when the moving obstacle leaves the 

convex hull computed in the previous iteration. The convex hull is no longer correct. It needs to be 

recomputed and the new position of the moving obstacle is incorporated into the solution. It should be 

 

Fig. 44. GUI of the implemented MMS-CH application.  
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recomputed. The new position of the moving object became itself a support vector and the final 

solution is directly dependent on its coordinates. 

 The calculated solution is identical to the solution obtained using the SVM technique. 

However, the presented MMS-CH algorithm takes advantage of the several properties of the 2D input 

space. Unlike in the case of SVM, the whole solution does not have to be recomputed from a scratch 

once the input data are altered.  

 

4.4 CONCLUSION 

 Two robotics applications within critical infrastructures were considered in this Chapter. 

Algorithms for automatization of industrial tasks, substitution of human operators in dangerous 

conditions and enhanced emergency response were presented.  The performance of the proposed 

algorithms was demonstrated by experimental testing. 

 In Section 4.2, the architecture for single-operator controlled multi-robot system was 

presented. The swarm behavior model was utilized in order to implement the low level autonomous 

control of the robotic group. This decentralized mode of control took care of tasks such as obstacle 

avoidance and formation keeping. Hence, the operator did not have to deal with those issues and 

single-operator control of multi-robot system became possible. 

 In order to resolve potential issues between the autonomous swarm behavior model and the 

intention of the operator, fuzzy logic controllers were embedded in each robot. The controller 

evaluated the possible danger of operator’s maneuvers based on the state of individual robots and the 

whole robotic group.  Consequently, the incoming control signal was temporarily suppressed when 

the integrity of the system might have been endangered.  

 The proposed control architecture was implemented in a virtual environment. Experimental 

testing showed that the operator was able to maintain sufficient control necessary for accurate 

maneuvering of the robotic group. Further, the robustness of the architecture was demonstrated by 

simulating the loss of the communication signal. The results proved that the swarm behavior model is 

capable of dealing with the loss of the communication and the operator was able to perform given 

maneuver even when 90% of the robotic group was experiencing a communication failure. 

 In Section 4.3 the autonomous mobile robot navigation was considered. The MMS-CH – 

Maximum Margin Search using a Convex Hull construction – algorithm was presented. It constitutes 

a fast and simple approach to constructing the safest path between a set of obstacles in 2-dimensional 
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Euclidean space. The approach was inspired by the SVM technique and the parallel between 

computing the maximum separation margin within a set of labeled data points and maintaining the 

maximum distance from the obstacles along the robot’s trajectory. The construction of the convex 

hull was used for reducing the problem’s complexity and guiding the search for the maximum 

separation margin. 

 The presented MMS-CH algorithm was implemented in the MATLAB environment. An 

application with graphical user interface was created. It was demonstrated that the algorithm can 

correctly compute the desired trajectory based on fixed static input data as well as using dynamically 

modified input datasets. Further, in case of dynamic input data, the complexity of the computation 

was reduced by maintaining and updating the solution from the previous iterations only when and 

where necessary.  
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Chapter 5  

ENHANCED SYSTEM MODELING VIA GROWING NEURAL 

GAS 

 

This chapter is based on the following paper: 

O. Linda, M. Manic, “GNG-SVM Framework – Classifying Large Datasets with Support Vector 
Machines Using Growing Neural Gas,” IJCNN 2009 - International Joint Conference on Neural 
Networks, Atlanta, Georgia, June 14-19, 2009. 

 

5.1 INTRODUCTION 

 Non-linear system control and behavior modeling constitute an important engineering 

application [Isidori 95], [Khalil 02]. Very often the exact analytical description of the system of 

interest is not known and cannot be easily obtained. However, the response of such system to certain 

inputs can be measured, hence creating a dataset of input-output mappings.  

 The computational intelligence techniques have been extensively used for describing and 

modeling of the functional relationships between the inputs and outputs of various systems [Yager 

94], [Haykin 79]. Typically, the functional relationship is only known in discrete points and it might 

not completely cover all the admissible combinations of inputs. Hence, the task of successful system 

modeling lies in the approximation of the functional relation between the inputs and outputs and 

generalizing from the limited available information to a globally accurate concept. 

 In many system-modeling tasks there is insufficient amount of training data available. For 

instance, this could be due to the difficulty of obtaining measurements for technical or budgetary 

reasons. However, often the opposite problem is being faced. In such cases, there is an overwhelming 

amount of available data samples. Unfortunately, majority of computational intelligence techniques 

have high computational complexity. Hence, it is very time and memory consuming (in some cases 

even impossible) to build the system model using the whole input dataset. The non-trivial task of 

dataset size reduction and problem simplification is crucial for such applications. Eliminating relevant 
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data points carries the potential risk of significantly reducing the performance and accuracy of the 

model. 

 Section 5.2 introduces a specific framework for classifying large dataset. The Support Vector 

Machines (SVMs) technique was selected as the base computational intelligence technique mainly for 

their good performance in machine learning and pattern recognition [Vapnik 98], [Burges 98]. 

However, SVMs are also known for their substantial time and memory complexity when dealing with 

large dataset [Joachims 98]. In order to alleviate this issue, the complexity of the input dataset was 

significantly reduced by preprocessing it with the Growing Neural Gas (GNG) algorithm [Fritzke 95]. 

The GNG algorithm is a robust tool for cluster analyses capable of learning the topological 

information contained in the input dataset. This knowledge can be extracted from the network and 

transformed into a new reduced dataset. This reduced dataset was then used for the SVM training. By 

combining these two machine learning techniques, the GNG-SVM framework was created. The 

performance of the GNG-SVM framework was tested on synthetic as well as on real world dataset 

and compared to the performance of the SVM algorithm with no preprocessing applied. 

 In Section 5.3, the behavior of the GNG training algorithm was studied and several 

deficiencies were identified. Mainly the slow convergence of the training process and its overly 

conservative behavior were observed. To cope with these problems, the Expanding Growing Neural 

Gas (EGNG) algorithm was proposed and implemented. The original GNG algorithm was enhanced 

by introducing adaptive control of several major parameters of the GNG algorithm. Thus, the 

behavior of the algorithm was progressively changed and the EGNG technique showed faster 

convergence and improved results when learning the topology of the input data.  

 

5.2 SUPPORT VECTOR MACHINES FOR CLASSIFICATION OF LARGE 

DATASETS 

 This Section describes the GNG-SVM framework – an algorithm for classification of large 

datasets with Support Vector Machines using the Growing Neural Gas algorithm. Firstly, the 

problems and challenges of classifying large dataset are discussed. Secondly, the description of the 

GNG-SVM framework is given. The performance of the framework is evaluated on both synthetic 

and real world datasets. 
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5.2.1 CHALLENGES OF CLASSIFYING LARGE DATASETS WITH SVMS 

 Background of the SVM technique was given in Section 2.3. Typically, the SVM problem is 

solved by methods of Quadratic Programming (QP) or the Sequential Minimal Optimization (SMO) 

[Kaufman 98], [Platt 98]. QP requires extensive matrix computations and its complexity is 

proportional to the square power of the number of input patterns [Bakir 05]. The SMO algorithm is 

significantly more efficient. The amount of memory required is linearly proportional to training set 

size. Because the time-consuming matrix computations are avoided, the SMO complexity scales 

somewhere between linear and quadratic with the training set size, depending on the actual problems 

[Platt 98].  

 However, even for the SMO method some learning problems might be too large and 

complex. For instance, typical intrusion detection datasets, such as the KDD CUP 1999 dataset, 

contain up to several millions of training instances [Hettich 09], [Ryan 98]. For this type of datasets 

the complexity of the problem has to be significantly reduced in order for the solution to be 

computable in acceptable time. This complexity reduction constitutes a non-trivial problem. Careless 

dataset preprocessing might result in elimination of relevant information and the obtained solution 

performs poorly when applied to the testing problem. 

 

5.2.2 GNG-SVM FRAMEWORK 

 The presented GNG-SVM framework was specifically developed for classifying large 

dataset. It constitutes a hybrid approach, combining the advantages of two computational intelligence 

techniques – the Support Vector Machines and the Growing Neural Gas algorithm. The GNG-SVM 

framework solves general machine learning problems of classifying input data into an arbitrary 

number of output classes. The input dataset S consists of labeled input vectors ix
r and can be 

formalized as follows: 

 

 ( ) { }{ }NiClxlxS i
m

iii ...,,2,1,...,,1,, =∈ℜ∈=
rr  (5.1) 

 

 Here m denotes the dimensionality of the problem, N is the number of training instances, C is 

the number of classes and ix
r  and li are the input vector and its particular class label, respectively.  
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 As argued in Section 5.2.1, the complexity of the SVM training is proportional to the size of 

the input dataset. In the presented algorithm, the size of the input dataset is reduced by preprocessing 

it with the GNG algorithm. The GNG algorithm preserves the relevant information contained in the 

dataset, which is crucial for the successful SVM training. This is ensured by the inherent capability of 

the GNG algorithm to extract the important topological knowledge from the input data. 

 The presented GNG-SVM framework consists of two main phases. In the first phase, single 

instance of the GNG algorithm is initialized for every output class contained in the input data.  The 

topological knowledge is extracted via the GNG training process. The original dataset is reduced to 

the extracted topological knowledge. During the second phase, the new reduced dataset is used for the 

SVM training. 

 For the input dataset S with C output classes (5.1) the GNG-SVM framework can be 

described in multiple steps as follows: 

 

Step 1.1:  Divide the training dataset S into C subsets Si , each containing instances of a single class: 

 

 { }CSSS ...,,, 21  (5.2) 

 

Step 1.2:  Initialize C instances of the Growing Neural Gas algorithm: 

 

 { }CGNGGNGGNG ...,,, 21  (5.3) 

 

Step 1.3:  Assign each subset of input patterns Si to its appropriate instance of the Growing Neural 

 Gas algorithm GNGi: 

Step 1.4:  Train each instance iGNG  on its training dataset Si until a specified convergence criterion is 

 met (e.g. certain number of iterations or certain number of neurons in the network). 

Step 1.5:  Extract the topological knowledge from all converged instances GNGi. The topological 

 knowledge is contained in the weight set Wi of the GNG networks: 

 

 { }CWWW ...,,, 21  (5.4) 

 

Step 1.6:  Extend each weight set Wi into a set *
iW  by assigning class label li of class i to each weight 

 vector jw
r :  
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 ( ){ }
iNjiji lwW

...,,2,1
* ,

=
=

r  (5.5) 

 

 Here , Ni denotes the number of reference vectors in weight set Wi. 

Step 1.7:  Create a new reduced input dataset S* by combining all labeled sets of weight vectors *
iW : 

 

 U
C

i
iWS

1

**

=

=  (5.6) 

 

Step 1.8:  Train the SVM solver using the new reduced input dataset S*. 

 

 FIG. 46 compares the performance of the SVM solver trained on the original dataset and on 

the new reduced training dataset, respectively. The calculated decision boundary is denoted by a solid 

line. The boundaries of the separation margin are marked by the dashed-and-dotted lines. FIG. 46(a) 

illustrates the results when the complete original training dataset was used. FIG. 46(b) demonstrates 

the result of the SVM training when the new reduced training dataset was used. In this example the 

original dataset was reduced to 20 neurons per each class. Fig. 46(b) also shows the original decision 

boundary from FIG. 46(b) denoted for comparison by a dotted line. 

 

(a)      (b) 

Fig. 46. Decision boundary computed by the SVM using the original dataset (a) and using the new 
reduced dataset (b).  
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5.2.3 EXPERIMENTAL RESULTS 

 The performance of the GNG-SVM framework was experimentally evaluated on both 

synthetic and real world datasets. Further, the scalability of the algorithm with respect to the 

convergence criterion was investigated. 

 

A - ALGORITHM IMPLEMENTATION 

 The GNG algorithm was implemented according to the original description given by Fritzke 

[Fritzke 95]. The algorithm was coded in C++ programming language [Schildt 02]. For visualization 

purposes, a graphical interface was created using the OpenGL [OpenGL 09]. The SMO SVM 

implementation in the Waikato Environment for Knowledge Analysis – Weka, was used as the SVM 

solver [Witten 05]. Weka is a benchmark tool widely established in the machine learning community.  

 Several parameters of the GNG algorithm were described in section 2.4. In the actual 

implementation these parameters were initialized according to the original description by Fritzke 

[Fritzke 95]. Those values were chosen, because they ensured stable behavior of the training process 

and relatively fast convergence. TABLE 6 lists the main parameters of the GNG algorithm and their 

initial values used in the implementation. 

 

B - SYNTHETIC DATASETS 

 Firstly, the GNG-SVM framework was tested on two synthetically generated datasets. This 

problem was considered as a relatively simple machine learning task, which was supposed to prove 

the elementary functionality of the proposed GNG-SVM framework. Both synthetic datasets 

consisted of 2-dimensional input patterns associated to two output classes. 50.000 instances were 

generated for each class. Input patterns were randomly sampled using multiple Gaussian distributions. 

The first dataset was intentionally generated as a linearly separable problem. The second dataset 

constituted a more complex task with two linearly non-separable classes with overlapping boundaries.  

Table 6. Summary of GNG paramaters and their values. 

λ  100 

bε  0.2 

nε  0.006 

α  0.5 

amax 200 
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 The instances of the GNG algorithm were randomly initialized in the input 2-dimensional 

space. Their parameters were set according to Table 6. The number of neurons presented in the 

network was chosen as the convergence criterion. The training process was terminated upon reaching 

50 neurons in the GNG network.Ten random splits of the input dataset into training and testing data 

were performed. Each of the datasets contained approximately 50% of all input instances. After the 

GNG algorithm training terminated, a new reduced training dataset for the SVM solver was 

constructed. This new reduced dataset consisted of the extracted topological knowledge in the form of 

the coordinates of all 50 neurons in each GNG network. The trained SVM solver was tested on the 

testing dataset, consisting of approximately 50,000 instances. The averaged results are reported in 

TABLE 7 and TABLE 8. 

 This initial testing of the GNG-SVM framework on the linearly separable problem proved the 

correctness of the proposed technique. As reported in TABLE 7, the classification performance of the 

GNG-SVM framework was nearly perfect. In case of the linearly non-separable datasets, the overall 

 

Table 8. Performance of the GNG-SVM framework on the linearly non-separable synthetic dataset. 

Dataset preprocessing No GNG 

Correctly Classified 
Instances 

97.59% 93.52% 

Class 1 True Positive Rate 98.21% 88.69% 

Class 2 True Positive Rate 96.91% 98.35% 

 

 

Table 7. Performance of the GNG-SVM framework on the linearly separable synthetic dataset. 

Dataset preprocessing No GNG 

Correctly Classified 
Instances 

99.99% 99.94% 

Class 1 True Positive Rate 99.99% 99.98% 

Class 2 True Positive Rate 99.98% 99.92% 
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classification performance dropped by about 4% (TABLE 8). However, the size of the training 

dataset was reduced by two orders of magnitude (500 times). Hence, the experienced performance 

drop can be considered as an acceptable tradeoff for the significant reduction of the memory 

requirements of the SVM training. Testing on the synthetic datasets proved the elementary 

correctness of the presented GNG-SVM framework. Further, results on more complex real world 

datasets are presented. 

 

C - REAL WORLD DATASETS 

 Secondly, the GNG-SVM framework was tested on two real world datasets. Real world 

datasets constitute not only relevant problems, but are usually very complex due to their higher 

dimensionality and potential noise contained in the measured input patterns. Moreover, real world 

data are often linearly non-separable problems, which constitute more challenging tasks for the 

machine learning algorithm. 

 Two real world datasets were chosen from the UCI’s Machine Learning Repository – the 

 

Table 10. Performance of the GNG-SVM framework on the Shuttle dataset. 

Dataset Preprocessing No GNG 

Correctly Classified Instances 96.57% 91.34% 

Class 1 True Positive Rate 98.42% 99.18% 

Class 2 True Positive Rate 89.73% 62.79% 

 
 

 

Table 9. Performance of the GNG-SVM framework on the Magic dataset. 

Dataset preprocessing No GNG 

Correctly Classified Instances 79.09% 79.01% 

Class 1 True Positive Rate 89.78% 90.18% 

Class 2 True Positive Rate 59.51% 58.54% 
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Magic Gamma Telescope dataset and the Shuttle dataset [Asuncion 09]. The Magic Gamma 

Telescope dataset consisted of 10-dimensional instances associated to two output classes. Individual 

classes contained 12,332 and 6,688 instances, respectively. The Shuttle dataset contained 43,500 9-

dimensional instances assigned to 7 different output classes. The majority class comprised 80% of all 

input patters. For the purpose of testing the GNG-SMV framework, the 6 less abundant classes were 

grouped together into a single output class.  

 These two datasets were particularly chosen for specific reasons. Both are typical examples 

of classification problems that can significantly benefit from the presented GNG-SVM framework. 

Due to the number of input instances (12,332 and 43,500) they could be considered as large datasets. 

However, both datasets are yet of a reasonable size and the classification task can be handled by a 

sole SVM solver without any preprocessing. This is necessary in order to perform a comparative 

study of the classification performance between the GNG-SVM framework and the sole SVM solver. 

Further, both datasets constitute multi-dimensional problems with real valued attributes. 

 The convergence criterion of the GNG training was set to 100 neurons presented in the 

network. In order to accurately evaluate the performance, the original datasets were again 10 times 

randomly split in half, into the training and the testing dataset. The averaged results are presented in 

TABLE 10  and TABLE 9. 

 The 10-dimensional Magic dataset proved to be relatively more difficult problem for the 

SVM classifier. This is indicated in TABLE 10  by the relatively lower classification accuracy 

(79.09%). On the other hand, as it is reported in TABLE 9, the 9-dimensional Shuttle dataset was a 

less difficult problem for the SVM solver (96.57%). In both case the significant reduction in dataset 

size (from 9,510 and 21,750 training instances to 200 instances in the reduced datasets) resulted in a 

slight decline of performance. 

 TABLE 10 and TABLE 9  shows that the percentage of correctly classified instances dropped 

by less than 1% in case of the Magic dataset and by about 5% in case of the Shuttle dataset. However, 

considering the substantial reduction of the dataset size (48 times and 109 times) this can be seen as 

an acceptable tradeoff.  

 Nevertheless, TABLE 9 also reports that the true positive rate on the less abundant class 2 in 

the Shuttle dataset decreased by almost 27%. This is certainly a very significant drop-off. The 

analysis of possible causes revealed that this less abundant class was created as a composition of the 6 

less abundant classes from the original Shuttle dataset. While it is impossible to visualize the 

topology of the data in the 9-dimensional space, it can be expected that these 6 classes were located in 

different areas of the attribute space. Thus, they created several isolated distinct clusters. Such 
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complex topology would require more than 100 neurons in order to be properly modeled. Additional 

experimental testing was designed to support this analysis. The dependency between the classification 

performance and the number of neurons presented in the network was investigated. 

 However, this observation pointed out a potential weakness of the developed algorithm, when 

 

 

Fig. 47. Percentage of correctly classified instances (dashed line) and the class 1 true positive rate (solid 
line). 

 

Fig. 48. Class 2 true positive rate. 
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applied to multiclass problems with irregular distribution of input data points. The best performance 

can be achieved on problems, where relatively compact clusters with roughly uniform data 

distributions are presented. 

 

D - SCALABILITY OF THE GNG-SVM FRAMEWORK 

 Clearly, the choice of the GNG training convergence criterion has a significant impact on the 

overall performance of the GNG-SVM framework. When the number of neurons is used, the more 

neurons are allowed to be inserted into the network, the more topological information can be 

extracted and the better classification performance can be expected. On the other hand, the tradeoff 

for the better performance is slower convergence of the GNG training algorithm. Optimally, the 

machine learning algorithm should be scalable and the more time is allocated for the training process, 

the better classification performance can be expected. 

 In this final experiment, the tradeoff between the GNG training time and the classification 

performance was investigated. The GNG-SVM framework was applied to the Shuttle dataset, while 

different values of the convergence criterion for the GNG training were used. It was expected that as 

more neurons are used as the convergence criterion, the more time is allowed for the training process 

and the more topological knowledge is extracted. Therefore, the better should be the performance.  

The experimental results are summarized in FIG. 47 and FIG. 48. 

 FIG. 47 plots the percentage of the correctly classified instances and class 1 true positive rate. 

FIG. 48 denotes the true positive rate achieved on the less abundant class 2. As FIG. 47 shows, the 

percentage of correctly classified instances and the class 1 true positive rates are nearly independent 

from the number of neurons in the GNG network. However, it should be noted that the Shuttle dataset 

contains two uneven classes (80% and 20%, respectively). In such cases, the performance of the 

algorithm should be evaluated based on the recognition rate achieved on the less abundant class. This 

is necessary, because simple ignoring the second output class would yield a default classification rate 

of 80%. As FIG. 48 denotes, the true positive rate of the less abundant class 2 steadily improves as 

the number of neurons in the GNG network increases.  

 This observation reveals the benefits of allowing more time for the GNG training process, 

which consequently leads to a better classification performance of the SVM solver. The downside is 

the increasing computational complexity as the number of neurons in the network grows. Clearly at 

certain point the computational complexity of the GNG algorithm stops leveraging the memory 

savings during the SVM training. However, this breaking point is dependent on the given problem 

and dataset size. 
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5.3 DATA MODELING USING EXPANDING GROWING NEURAL GAS 

 This Section first discusses some of the deficiencies of the GNG algorithm. An enhanced 

version of the algorithm – the Expanding Growing Neural Gas (EGNG) is proposed. Adaptive control 

of several important parameters of the GNG training algorithm is introduced.  Experimental results 

demonstrate that the EGNG algorithm can produce better results and has a faster convergence than 

the original GNG algorithm. The algorithm is tested on several input data distributions. 

 

5.3.1 DEFICIENCIES OF THE GROWING NEURAL GAS TRAINING ALGORITHM 

 The GNG algorithm was explained in Section 2.4 and applied to data preprocessing for the 

GNG-SVM framework presented in Section 5.2.2. The GNG algorithm constitutes a robust and 

powerful clustering and data modeling tool. However, often the behavior of the GNG training process 

can be seen somewhat too conservative. In order to preserve the robustness of the training process 

(e.g. local minima avoidance, outlier identification), the algorithm attempts to hold back while 

expanding through the input data distribution. Most importantly, this “conservatism” results in slow 

convergence of the GNG training process. 

 Clustering algorithms are used for unsupervised identification of unknown clusters and 

prototyping the input patterns. Such clusters are typically compact groupings of input patterns in the 

multi-dimensional space. Initially, the GNG network is initialized with 2 randomly placed neurons. 

After the training is started, the GNG network searches for the most likely positions of existing 

clusters. Such areas contain significantly higher density of input patterns. Once the trained network 

reaches these promising areas, the network typically splits into several parts (each part is the seed of a 

new cluster). Individual network segments start growing inside particular clusters and attempt to 

approximate the spatial distribution of input instances in the local neighborhood. When the training 

process converges, the network commonly consists of multiple isolated parts. Each part – or sub-

network – approximates the distribution of input instances within particular cluster. 

  This training process is illustrated in FIG. 49 for a 2-dimensional problem. The GNG 

algorithm is randomly initialized with two starting neurons in FIG. 49(a). During the first training 

iterations, the GNG network progressively finds the location of the input data. This phase is 

demonstrated in FIG. 49(b), where the GNG network is displayed after 300 iterations. FIG. 49(c) 

shows the GNG network after 1200 training iterations. The connections between particular clusters 
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are weakening and the network starts growing inside individual clusters. FIG. 49(d) demonstrates the 

final phase of the GNG training process after 2000 iterations. The GNG network has split into 

multiple sub-networks and each sub-network models the data distribution inside particular clusters.  

      

  (a)       (b) 

 

  (c)       (d) 

Fig. 49. Training of the GNG algorithm. Initialization  – 0 iteration (a), data fitting – 300 iterations (b), 
cluster identification – 1200 iterations (c), and cluster modelling – 2000 iterations (d).   
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 The first two training phases - finding the input data and cluster identification, progress 

relatively fast. On the other hand, the process of modeling of the data distribution inside particular 

clusters converges much slower. This is revealed by comparing FIG. 49(c) and FIG. 49(d). Although 

the network split correctly into multiple sub-networks, the approximation of the data within the 

clusters improved only modestly.  

 Hence, the GNG algorithm converges very slowly in applications, where the actual shape of 

the cluster and their inner data distribution are the desired outcome. For instance, this is the case of 

the GNG-SVM framework. The boundaries of identified clusters contain important information for 

the consequent SVM training. For this kind of applications, the behavior of the GNG algorithm can 

be tailored towards faster convergence and lower “conservatism” during the training process. In the 

presented work, the original GNG algorithm is modified by introducing several adaptive parameters, 

which control the behavior of the training process. 

 

5.3.2 EXPANDING GROWING NEURAL GAS 

 The original GNG algorithm was modified to more accurately and faster approximate the 

boundaries of the identified clusters. This Section first gives an overview of the enhancements in the 

Expanding Growing Neural Gas (EGNG) algorithm. Afterwards, the implemented heuristics are 

discussed in more detail.  

 One of the major observations made in Section 5.3.1 was that the GNG algorithm quickly 

locates individual clusters but then becomes too conservative and slow when learning the data 

distributions within each cluster. By further analyzing the training process, two main causes of this 

phenomenon were identified: i) after neuron moves outwards from the center of the cluster 

(attempting to learn its boundary), it is consequently being pulled back by all connections from other 

neurons located inside the cluster; and ii) insufficient density of neurons in the space cause neurons 

located near cluster boundaries to be repeatedly moved outward and then being pulled back inside to 

the cluster until enough neurons are inserted.  

 Both of these issues are addressed by the proposed Expanding Growing Neural Gas 

algorithm. The EGNG algorithms attempts to expand inside the clusters and progressively approach 

its boundaries, while still maintaining the robustness of the original GNG algorithm. This 

modification is achieved by introducing the dynamic neighborhood attraction power and the repulsion 

heuristic. 
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A - DYNAMIC NEIGHBORHOOD ATTRACTION POWER 

 Upon presenting an input signal x
r the original GNG algorithm updates the position of the 

winning neuron na according to (2.53). The amplitude of this update is proportional to the distance 

between applied signal x
r and the location of neuron na, scaled by the learning parameter bε . Further, 

all the immediate topological neighbors of neuron na are updated according to (2.54). The amplitude 

of this update is again proportional to the distance between particular neurons and the input signal x
r, 

in this case scaled by a modified learning parameter nε (2.54). While the actual value of nε  is less 

than the value of bε , it still results in considerably strong attraction of immediate topological neurons 

towards input pattern x
r. If the immediate neighboring neurons are located at the cluster boundary, 

then they are being continuously pulled inwards and away from the boundary.  

 The presented EGNG algorithm implements an adaptive parameter  nε , which is dynamically 

modified as the training process proceeds. The actual value of c is dependent on the time elapsed 

from the beginning of the algorithm. This is supported by the analysis given in FIG. 49.  Having 

established an initial value of the parameter 0
nε , its value )(inε  in the ith iteration is computed as: 

 

 ( )
⎟
⎟
⎟
⎟
⎟

⎠

⎞

⎜
⎜
⎜
⎜
⎜

⎝

⎛

⎟⎟
⎠

⎞
⎜⎜
⎝

⎛
⎟
⎠
⎞

⎜
⎝
⎛ −
−+

−=

iterMax
ik

i nn β
εε

exp1

110  (5.7) 

 

Fig. 50. Dynamic neighborhood attraction power. 
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 Here, iterMax is the maximum number of iterations (e.g. the number of iteration when the 

training is considered to have converged), β  is the estimated time when the network should locate 

individual clusters and parameter k influences the steepness of the used sigmoidal function. Parameter 

β  can be heuristically determined and is dependent on the size of the input dataset. Parameter k also 

dependents on the size of the dataset and it should be set so that it models a smooth transition as 

demonstrated in FIG. 50. 

 The computation of parameter ( )inε  is guided by the widely used sigmoidal function. Its 

value smoothly decreases as the training process proceeds. The more training iterations elapses, the 

lower will be the value of parameter ( )inε . Therefore, later in the training process the attraction power 

by which the neighboring neurons are pulled towards the input patter x
r  will be suppressed. 

Parameters iterMax and k play minor role in the model and can be easily set up. However, parameter 

β  has more significant impact. It controls the time when the attraction power should start decreasing. 

Higher values of parameter ( )inε  are crucial for the initial location of particular clusters. Hence 

parameter β  should not be chosen smaller than the estimated number of iterations needed for the 

cluster identification phase. On the other hand, too high values of β  lead to slower convergence. Fig. 

50 shows the calculation of parameter ( )inε  for specific values of 2500=β and iterMax = 5000. 

 

B - REPULSION HEURISTIC 

 To have the EGNG network expand inside individual clusters and force its neurons towards 

the boundaries, a simple repulsion heuristic was implemented. This heuristic determines whether 

particular neuron is moving outwards or inwards with regard to the center of the cluster. Hence, it 

works as a repulsion power between neighboring neurons. It does not allow neighboring neurons to 

come too close to one another by adaptively controlling the value of learning parameter bε . The 

implemented repulsion heuristic can be described in several steps as follows: 

 

Step 1:  Using the input signal x
r , locate the winning neuron na. 

Step 2:  Calculate distance distAn as the average Euclidean distance between neuron na and all its 

 immediate topological neighbors: 
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 Here, symbol Γdenotes the set of all immediate topological neighbors of neuron na, and 

 operators || and compute the cardinality of given set and the Euclidean distance norm, 

 respectively. 

Step 3:  Pre-compute the theoretical position of neuron na after learning the input signal x
r using the 

 standard learning parametr bε . The theoretical position of neuron na is computed using (2.53). 

Step 4:  Calculate distance distBn as the average Euclidean distance from the pre-computed theoretical 

 position of neuron na to all its topological neighbors. The value of distance distBn is 

 calculated as in  (5.8), using the new position of neuron na. 

Step 5:  Calculate the adaptive value of learning parameter )(ibε  for neuron na using the difference 

 between the computed distances distBn and distAn as follows: 
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 Here, symbol 0
bε  denotes the initial value of the adaptive parameter bε , ki is an adaptive gain 

 of the sigmoidal function controlling its slope, k0 and ∞k  are the initial and the final values of 

 the adaptive gain ki , respectively and i and iterMax are the current iteration and the maximum 

 number of expected training iterations as introduced earlier.  

Step 6:  Update the weight vector of neuron na using the calculated adaptive learning parameter ( )ibε . 

 

 FIG. 51 shows the behavior of the adaptive learning parameter ( )ibε  as a function of the 

number of the difference between distances distAn and distBn. Clearly, expression (5.9) suppresses the 

value of parameter ( )ibε  when the average distance to the immediate neighbors of neuron na 

decreases. Decreasing of this average distance is an indication that the neuron is being pulled inwards 

into the cluster. On the other hand, when the difference between the new and the previous average 

distance to all immediate neighbors of neuron na increases, the adaptive learning parameter ( )ibε  has 

higher value. In this case, the neuron is most likely being pulled outwards towards the boundary of 

the cluster. The slope of the sigmoidal function is influenced by the adaptive gain ki. Equation (5.10) 
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interpolates the value ki between values k0 and ∞k . Their values can be heuristically determined 

according to the behavior of the sigmoidal function (e.g. k0  = 1 and 100=∞k ). FIG. 51 shows three 

different functions with value of gain 3, 7, 15 and 50. This parametric control has similar effect as the 

temperature parameter in case of Simulated Annealing [Kirk 83]. As the time proceeds the increasing 

gain of the sigmoidal function allows less freedom to the neuron weight update and the network is 

forced to converge. Once the clusters are located, the inwards updates are increasingly more restricted 

in order to push the neurons towards the boundary of the cluster. 

 

5.3.3 EXPERIMENTAL RESULTS 

 The presented Expanding Growing Neural Gas algorithm was compared to the original 

Growing Neural Gas algorithm. Several data distributions were generated as the training datasets. In 

particular, both algorithms were applied in input spaces containing single or multiple clusters 

generated using uniform or Gaussian distribution. The maximum number of iterations was selected as 

the GNG training convergence criterion. After the training process terminated, the results of both 

algorithms were compared. Mainly the distribution of neurons inside the clusters and the accuracy of 

cluster shape modeling were investigated. 

 FIG. 52 shows the experimental results. FIG. 52(a) and FIG. 52(b) show the uniform 

distribution of data points within particular clusters approximated with the GNG and with the EGNG 

 

Fig. 51. Repulsion heuristics. 
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algorithm, respectively. Both algorithms were trained for iterMax = 2,000 iterations. FIG. 52(c) and 

FIG. 52(d) depict the Gaussian distribution of data points together with the converged GNG and 

EGNG networks. Here, the training process was stopped after iterMax = 500 iterations. As the 

comparison shows, the EGNG algorithm was more aggressive in approaching the boundary of the 

cluster. This is apparent from FIG. 52(a) and FIG. 52(b), where the EGNG network resembles the 

boundary of the square shaped clusters, while the GNG network is still struggling inside the cluster. 

In most cases, the GNG algorithm does not give an accurate approximation of the shape of the cluster. 

FIG. 52(c) and FIG. 52(d) also show that the EGNG algorithm approaches the boundary faster than 

  

(a)      (b) 

   
(c)      (d) 

 

Fig. 52. Comparison between the GNG algorithm (a), (c) and the EGNG algorithm (b), (d) . 
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the GNG algorithm. However, it is still robust against some apparent outliers and defines the area 

with higher density of data points. These observations support the claims that the proposed EGNG 

algorithm has faster convergence and that it is more suitable for approximating the clusters boundary 

than the original GNG algorithm. 

 

5.4 CONCLUSION 

 This Chapter presented two methods for system modeling using computational intelligence 

techniques. Firstly, a specific algorithm for classifying large datasets was presented. The GNG-SVM 

framework combined the Support Vector Machines technique with the Growing Neural Gas 

algorithm.  Secondly, several deficiencies of the GNG algorithm were identified and analyzed. The 

Expanding Growing Neural Gas algorithm was developed to alleviate some of the deficiencies, such 

as slower convergence. 

 In Section 5.2 the GNG-SVM framework for classifying large datasets was presented. The 

SVM algorithm was used as the classification algorithm. SVM is widely recognized for its good 

classification performance but also for its high time and memory complexity. The complexity of the 

input problem was reduced by preprocessing the training dataset with the GNG algorithm. The weight 

set of the GNG neurons was used as the new reduced input dataset for the SVM training. In this 

manner, the size of the training dataset was significantly reduced, while preserving the classification 

performance of the algorithm. 

 The experimental testing was performed on both synthetic and benchmark real world 

datasets. Testing on synthetic datasets proved the correctness of the proposed approach when applied 

to both linearly separable and non-separable problems. Two benchmark real world datasets were 

selected, constituting more complex, multidimensional and noisy classification problems. It was 

shown that the size of the training dataset was reduced by up to two orders of magnitude, while the 

classification performance of the SVM algorithm declined by only 5%. This can be considered as an 

acceptable tradeoff for the substantial simplification of the machine learning problem. 

 Section 5.3 described and analyzed the Expanding Growing Neural Gas algorithm. This 

algorithm was designed to remedy some of the deficiencies of the original GNG algorithm. In 

particular, based on several testing cases the slow convergence and overly conservative behavior of 

the training process were observed. This analysis inspired the development of two adaptive control 

mechanisms – the dynamic neighborhood attraction power and the repulsion heuristic. The dynamic 
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neighborhood attraction power introduces time-dependent control of the attraction strength between 

the wining neuron and its immediate neighbors. The repulsion heuristic emphasized the expanding 

behavior of the GNG network and forced the algorithm to fill in the clusters of input data.  

 The EGNG algorithm was tested on several synthetic input data distributions. The results 

were compared to the original GNG algorithm. It was observed that the EGNG algorithm yields faster 

convergence and substantially better approximation of the shape of the cluster.  
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system of a nuclear reactor, the integrity support of smart bridges, the auxiliary power generators in 

modern airplanes, or the communication network connecting the operator with the system under 

control. Ensuring the security, increasing the robustness, and improving the performance of critical 

infrastructure systems and their mission critical functionalities are essential tasks. 

 The connections between individual parts of this thesis are illustrated in Fig. 53. As the flow 

diagram indicates, multiple computational intelligence techniques were studied and implemented 

during the research effort. These techniques (discussed in Chapter 2) were used as enhancement tools 

to resolve several problems, which are typical for modern critical infrastructure systems (e.g. nuclear 

power plants or electricity transmission systems). The final result was an improved critical system, 

which now featured increased network security, more robustness, effective robotic automation and 

emergency architectures, and an enhanced capability for modeling large scale systems.  

 This research work closely relates to Cyber-Physical Systems. As described by the assistant 

 
 

  
 

 
 

Fig. 54 Examples of cyber-physical systems: smart airplanes, helicopters and bridges. [Wing 09]. 
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director of the Computer and Information Science and Engineering Directorate of the National 

Science Foundation (NSF), Jeannette M. Wing, the cyber-physical systems are: 

 

“… engineered systems that require tight conjoining of and coordination between the computational 

(discrete) and the physical (continuous).” [Wing 09] 

 

 The financial support of research in the area of cyber-physical systems illustrates their 

importance in our modern society. In 2009 the NSF and the European Union invested $30M and 

$325M, respectively, into the development of cyber-physical systems [Wing 09]. Examples of such 

systems are autonomous cars, smart parking, smart airplanes and helicopters, or smart bridges (see 

Fig. 54). These systems feature security, reliability, privacy, and usability. In this thesis, several 

algorithms and techniques were proposed, which implement cyber-physical elements of specific 

critical infrastructure systems.  

 Robotics systems, composed of individual robots as well as multi-robot groups, have been 

extensively used for various environment exploration activities. The unique characteristics of critical 

infrastructure systems, such as increased radiation or bio-hazard level, can greatly benefit from 

specialized tele-robotics systems. As an example, consider systems developed by the Idaho National 

Laboratory for exploration of high radiation environments, chemical spill finding, or urban search and 

rescue [Bruemmer 02], [Bruemmer 03], [Yanco 06]. The developed spill finding system illustrated in 

Fig. 55, shows the swarm robotic team forming a perimeter around a chemical spill in a cluttered 

facility.  

 Due to the dangerous conditions in the target environment, tele-operation of the robotic 

systems is often the desired option. Such systems can substantially benefit from the novel work 

presented in this thesis. Those contemporary smart systems require symbiosis of multi-disciplinary 

techniques. For instance, consider the fuzzy manual control multi-robot architecture presented in 

Section 4.2, which can enhance the operator’s maneuvering performance. Here, the network security 

algorithm presented in Section 3.2 can ensure a secured network communication over the tele-

operation connection. The result is a of critical infrastructure system that features more efficient, 

robust, and secured architecture for maintenance and emergency response. 

 Beside hazardous environment exploration, there are many additional applications connecting 

network security and robotics systems, which closely relate to critical infrastructures. Consider, tele-

robotic surgical systems, which connect robotics with networking into a unique platform enabling 

surgeons to be tele-present in remote locations [Rovetta 00], [Butner 03], [Arai 96]. Clearly, such 
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systems have to ensure the stability and security of the utilized network connection. Further, there has 

been considerable research effort done in the area of industrial tele-robotics and systems for space 

missions [Sanchez 09], [Machida 95]. Again, the presented network security algorithms can enhance 

such tele-robotics systems and provide increased security. 

 Autonomous navigation of mobile robots, such as the MMS-CH algorithm presented in 

Section 4.3, can be applied to problems of unmanned transportation of nuclear or chemical waste. 

Various mobile robots use sensors (e.g. sonar or laser range finder) to sample the environment and 

create an environment map [Diolaiti 02], [Harrison 08], [Elfes 86]. In many systems the amount of 

obtained data is so large that appropriate preprocessing techniques need to be applied. Here, the 

presented Expanding Growing Neural Gas algorithm (Section 5.3) can be applied to extract 

significant topological information from the input data. In this manner, the problem complexity can 

be substantially reduced. 

 The presented algorithms for enhanced system modeling can also be applied in the area of 

network security. Publicly available intrusion detection datasets, such as the commonly used KDD 

Cup 1999 dataset, contain up to several million input vectors [Hettich 09]. Similarly, the recorded 

network data provided by the Idaho National Laboratory as presented in Section 3.2, consisted of 

 

 

Fig. 55 Swarm robotic system deployed in a cluttered facility forms a perimeter around a spill 
[Bruemmer 02]. 
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several hundred thousand input vectors. Such datasets can be effectively preprocessed by the 

proposed EGNG algorithm (Section 5.3) or classified with the GNG-SVM framework (Section 5.2).  

 All of the above presented examples can be utilized for the specific needs of modern nuclear 

power plants. Here, the network security enhancements are used to protect the communication 

connections from intrusion attempts. The developed IDS-NNM algorithm can learn the pattern of 

normal behavior and detect an anomalous activity in the network. The performance of the network 

security system can be further improved by applying the enhanced system modeling techniques to 

deal with the vast amount of incoming network data. Multiple processes such as nuclear waste 

handling, reactor maintenance, and surveillance can be automated by utilizing the developed robotic 

algorithms. Finally, implementation of the multi-robot system for environment exploration improves 

the emergency response and the capability of the nuclear power plant system to deal with hazardous 

situations such as radiation or chemical leaks. Overall, the resulting nuclear power plant infrastructure 

system features improved security, robustness and performance. This was achieved by incorporating 

techniques and algorithms presented in this thesis. 
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Chapter 7  

FINAL CONCLUSION AND FUTURE WORK 

 

 This thesis presented several computational intelligence enhancements of critical 

infrastructures. In particular, problems of network security, robotic automatization, emergency 

response, and the general application of system modeling were considered. The applied modern 

computational intelligence techniques constitute powerful and dynamic tools for solving many 

machine learning, pattern recognition and intelligent control problems. Tailoring algorithms such 

Artificial Neural Network, Fuzzy Logic Systems or Support Vector Machines and their applications 

to the specific needs of critical infrastructures can substantially improve the functionality, security 

and safety of such complex and fundamentally important systems. 

 In Chapter Chapter 3 the artificial neural network were applied in the area of network 

security. Firstly, an anomaly based intrusion detection system was developed using network 

communication data recorded from an existing critical infrastructure. Secondly, this intrusion 

detection system was enhanced by proposing hybrid anomaly/signature based intrusion detection 

architecture. The signatures of identified and approved intrusion attempts were used to improve the 

performance of the system, while preserving its ability to deal with previously unseen anomalies. In 

both these algorithms, the artificial neural networks were used to model the complex and irregular 

shapes of clusters in the multi-dimensional input space. The experimental results demonstrated very 

high detection rates of the implemented algorithms. 

 Chapter 4 discussed several potential contributions of robotic automatization within critical 

infrastructures. In the first section, the swarm behavior model combined with intelligent fuzzy control 

created novel multi-robot control architecture, which can be applied during emergency response 

scenarios. The architecture was implemented in a virtual simulation environment. Experimental 

testing proved that the multi-robot group can be effectively controlled by a single human operator. In 

the second Section of Chapter 4, the specific algorithm for autonomous navigation of mobile robots 

was presented. To reflect the needs and specifics of the working environment within critical 

infrastructures, the developed algorithm ensures that the safest path between a set of obstacles will be 

calculated. This was achieved by utilizing the fundamental principles of the Support Vector Machines 

and applying them to the problem of trajectory construction in 2-dimensional Euclidean space. 
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 Finally, Chapter 5 discussed some of the applications of the general concept of system 

modeling. Initially, a specific algorithm for classifying large datasets was developed. The presented 

GNG-SVM framework first preprocessed the input data with the GNG algorithm and then used the 

new reduced dataset for training of the SVM solver. The experimental results demonstrated that while 

the size of the dataset was significantly reduced (up to 2 orders of magnitude) the performance of the 

SVM solver declined only slightly ( < 5%). Further, the Expanding Growing Neural Gas algorithm 

was proposed. It alleviated some of the observed deficiencies of the original GNG algorithm. Namely 

the EGNG algorithm deals with the slow convergence and an overly conservative learning of the 

GNG training algorithm. Comparison of the results of the EGNG and the GNG algorithm proved that 

the developed EGNG algorithm yields faster convergence and more accurate approximation of the 

cluster boundaries. 

 Additional work can be done in order to improve the performance and increase the 

applicability of the presented algorithms and applications. Acquiring additional network data and 

possibly applying the developed intrusion detection system in a real communication network would 

accurately verify its performance and lead to additional improvements towards enhancing the security 

of critical infrastructures. The developed architecture for fuzzy manual control of multi-robot system 

can be extended by adding a haptic interface. This would introduce a bidirectional mode of 

communication, which would improve operator’s depth judgment and obstacle awareness. The MMS-

CH algorithm for autonomous navigation of mobile robots should be tested on actual robots.   
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