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Abstract—Programmable logic controllers (PLCs) run a ‘con-
trol logic’ program that defines how to control a physical
process such as a nuclear plant, power grid stations, and
gas pipelines. Attackers target the control logic of a PLC
to sabotage a physical process. Most PLCs employ password-
based authentication mechanisms to prevent unauthorized remote
access to control logic. This paper presents an empirical study
on proprietary authentication mechanisms in five industry-scale
PLCs to understand the security-design practices of four popular
ICS vendors, i.e., Allen-Bradley, Schneider Electric, Automa-
tionDirect, and Siemens. The empirical study determines whether
the mechanisms are vulnerable by design and can be exploited. It
reveals serious design issues and vulnerabilities in authentication
mechanisms, including lack of nonce, small-sized encryption
key, weak encryption scheme, and client-side authentication.
The study further confirms the findings empirically by creating
and testing their proof-of-concept exploits derived from MITRE
ATT&CK knowledge base of adversary tactics and techniques.
Unlike existing work, our study relies solely on network traffic
examination and does not employ typical reverse-engineering
of binary files (e.g., PLC firmware) to reveal the seriousness
of design problems. Moreover, the study covers PLCs from
different vendors to highlight an industry-wide issue of secure
PLC authentication that needs to be addressed.

Index Terms—PLC, industrial control systems, SCADA, pass-
word authentication, cyber-physical systems, critical infrastruc-
ture protection, CPS, stuxnet, TRISIS

I. INTRODUCTION

In industrial control systems (ICS), programmable logic
controllers (PLC) directly control and monitor physical pro-
cesses such as the power grid, gas pipelines, and water
treatment [1]. They run a control-logic program that defines
how they should control a physical process. Attackers target
control-logic in a PLC to sabotage a physical process [2]-
[8]. For instance, Stuxnet [2] has infected the control logic of
Siemens S7-300 PLCs to manipulate centrifuges’ motor speed
periodically from 1,410 Hz to 2 Hz to 1,064 Hz.

Control engineers utilize vendor-supplied engineering (pro-
gramming) software to configure a PLC remotely. They can
write a control logic in the software and then transfer (or
download) it to a PLC. Similarly, they can acquire (or upload)
the control logic from the PLC. Most PLCs employ password-
based user authentication to protect control-logic from unau-
thorized access. When a control engineer attempts to access
the control-logic in a PLC using an engineering software,
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the PLC requires password authentication and initiates an
authentication protocol (typically proprietary).

This paper presents an empirical study on the security-
design practices of authentication mechanisms by four popular
ICS vendors i.e., Schneider Electric, Allen-Bradley, Automa-
tionDirect, and Siemens. The study analyzes the authentication
protocols of five industry-scale PLCs: 1) Schneider Electric
Modicon M221, 2) Allen-Bradley MicroLogix 1100, 3) Allen-
Bradley MicroLogix 1400, 4) AutomationDirect CLICK, and
5) Siemens S7-300. Similar to real-world ICS attacks such
as TRITON [9] and the Ukraine power grid attack [10], our
attack model assumes that an adversary has access to Level-3
network of Purdue Model (i.e., control center network) [11],
and can employ one or more of the following three capabilities
to subvert a PLC authentication protocol and gain unauthorized
access to a PLC: 1) Eavesdropping - read any messages
between two communication parties, 2) Fabrication - initiate
conversation with any other party and compose/send a new
message, 3) Interception - intercept messages to block or
modify them.

The empirical study is based solely on network traffic
examination and reveals serious design issues and vulnerabil-
ities in authentication protocols that are exploitable including
lack of nonces, small-sized encryption key, weak encryp-
tion algorithm, and client-side local authentication The study
confirms these findings empirically by creating and testing
their proof-of-concept exploits derived from MITRE ATT&CK
knowledge base of adversary tactics and techniques [12],
including unauthorized password reset attack, authentication
bypass, password cracking, and password sniffing attack. The
study discusses the fundamental design-issues in the authenti-
cation mechanisms and further recommends countermeasures,
including PLC memory protection, secure design of PLC
authentication protocol, and control logic detection.

The rest of the paper is organized as follows. Section II
provides the background. Sections III presents an overview
of the study methodology, followed by a series of sections on
PLC case studies on authentication protocols. Section IX gives
recommendations to ICS vendors and operators to improve the
security of the authentication protocols and ICS environments
that run vulnerable PLCs. Section X presents the related work,
followed by Section XI that concludes the study.



Il. BACKGROUND subvert the PLC authentication mechanism. We also assume
. . that th ker not hav have skill rform time-
Programmable logic controllers.PLCs are embedded dewcest att e'attac' er does not ha e.to ave s S to perform time

coHsumlng binary reverse engineering of PLC rmware and

programmed to automate and control physical processes S¢Shtrol center applications to gure out pre-installed secret

as assembly and gas pipelines [13]. They are equipped Wlit ys or cryptographic algorithms. The study shows that this

control logic programs that de ne how an industrial PrOCeSR formation can be deduced from network traf ¢, making the

is controlled and momtqred. The cc_)ntrol_ logic programs alfitack vector more realistic to real world ICS environments.
programmed and compiled by engineering software specic

to the vendor. IEC61131-3 standard de nes ve languages fgtackers goal. An attackers goal is to bypass the au-
write a control logic: ladder logic, instruction list, functionafhentication mechanism of a password-protected PLC over

block diagram, structured text, and sequential ow chart. 1€ network to gain access. In this study, we assume that
When a control logic program is created and compile&,n attacker e_lchleves_th|s goal |f any of the.followmg tasks
it is written to the PLC's memory. This process is called'® accomplished without previously knowing the correct

downloading On the other hand, reading a program from th&2ssword: 1) gain plaintext password, 2) read control logic
PLC's memory is referred to asploading A PLC is usually ©f @ PLC, 3) modify control logic of a PLC, and 4) change
equipped with communication interfaces such as RS-232 sefl}ff Password.

ports, Ethernet, and USB to communicate with the engineerif¢facker capabilities. Our adversary model de nes attacker's
software so that the control logic can be downloaded to 6gpabilities using the classic Dolev-Yao model [16] i.e., eaves-
uploaded from a PLC. When the communication takes plaggopping, fabrication, and interception of network messages.
over the network, it is in the form of request/response melhe attacker can employ one or more of these capabilities to
sages with the engineering software and PLC acting as a cli@ghieve the goals mentioned earlier:

and server, respectively. However, the exact communicationEavesdropping Read any messages between two commu-

protocol over the transport layer is proprietary and venddpication parties.
speci c. Fabrication - Initiate conversation with any other party and

PLC authentication protocol. Most PLCs use password_compose/s_end a New message.

based authentication for protection against unauthorized ac_lnterceptlon A Intercg_pt messages gnd bloc_k or mod-
cess. To authenticate with a legitimate user using an éﬁ/_/resend them. We utilize ARP poisoning for this.
gineering software, they follow a protocol specic to the. Study Method

vendor. The sequence of steps and the messages exchanged
the authentication process determine the PLC authenticatw
protocol.

Bﬁr study method consists of a series of three steps to assess
Baknesses in a PLC authentication protocol:
1) Understanding authentication protocol internal$he
1. STUDY METHODOLOGY protocols are proprietary and their information is not publicly
. . ) vailable. We explore the protocol internals by utilizing en-
The purpose of this empirical study is to understan@,eering programming software to generate trafc patterns

security-design practices, issues, and vulnerabilities in prop, iL]ring the authentication process, and performing differential

etary authentication protocols in industry-scale PLCs. Theﬁﬁalysis of network traf ¢ to understand the message types
protocols are supposed to prevent unauthorized access, o trmats

PLCs. However, this study shows that the PLC authentication,y | jeniifying potential vulnerabilitiesifter understanding
mechanisms are inherently insecure and can be subvertedI

q protocol internals, we further explore the protocol internals
an adversary. with the goal of identifying potential weaknesses that make the
A. Adversary Model prot_ocols_ sus_,ceptible to s_u_b_versi_on. After _much (_jeliberation,

we identify eight vulnerabilities discussed in Section IlI-D.
Assumptions. Our adversary model assumes that an attackerg) Mapping an identied vulnerability to the MITRE
has access to the Level-3 network of Purdue Model (i.e\TT&CK frameworkWe create and test the proof-of-concept
control center network) [11]. This assumption is based @ploits derived from the MITRE ATT&CK knowledge base

real-world ICS attacks (e.g., TRITON [9] and Ukraine Powegf adversary tactics and techniques to verify if the identi ed
grid attack [10]) that gain access to the control center Vigjinerabilities are exploitable [12].

a typical IT attack vector (such as infected USB stick and

social engineering attack). We assume that the attacker fasPLCs for the Study

access to PLCs and their respective engineering software alon@able | presents the PLCs and their engineering software

with a packet-snif ng tool such as Wireshark [14] to ndused for the study. The PLCs are from four popular ICS

vulnerabilities and prepare exploits before getting accesswuendors i.e., Schneider Electric, Allen-Bradley, AutomationDi-

a target network. rect, and Siemens. Our choice of a PLC for the study is
After the Level-3 network access, the attacker can make uUsgsed on the following factors. It should 1) be a product of

of libraries such as libpcap [15] to sniff the legitimate traf ca popular ICS vendor, 2) not be obsolete; we acquired the

and then communicate with a target PLC over the network RLCs in the year 2019, 3) have a similar cost; our PLCs cost



TABLE |
ICS VENDORS, PLCs, AND VENDOR-SUPPLIED ENGINEERING
(PROGRAMMING) SOFTWARE USED IN THE STUDY

Vendors PLCs Engr. Software
Schneider Electric Modicon M221 SoMachine Basjc
Allen-Bradley MicroLogix 1100 & 1400 RSLogix 500
AutomationDirect CLICK CLICK Software
Siemens S7-300 SIMATIC STEP ¥

Fig. 1. Modicon M221 authentication protocol
between 1008nd1500, 4) have an Ethernet physical port, and

5) support IEC-61131-3 standard languages such as laddéf-- 'mproper session managementMissing session man-
logic and instruction-list. agement protocol allows an unauthorised attacker to perform

privileged operations. Only CLICK PLC is vulnerable.
D. Study Findings

V8 - No write-protection. The PLC does not have the
We present ve case studies covering ve PLCs in Sedeature of password protection for write access. Only M221 is

tions IV, V, VI, VII, and VIIl. The case studies reveal andvulnerable.

discuss eight exploitable vulnerabilities (V) to understand the

bad security-design practices of four popular ICS vendors for IV. CASE STuDY |: MODICON M221

the proprietary authentication protocols, e.g., small key spaceSchneider Electric Modicon M221 is a nano PLC made to

plaintext password, and lack of nonce in authentication mesitomate machine processes. The engineering software used

sages. Table Il shows the mapping between the vulnerabilities program the controller isSoMachine-Basiclt supports

and MITRE ATT&CK (the general descriptions of the attack&dder logic and instruction list programming languages to de-

are in Appendix). The ATT&CKSs are also discussed in the cas@n control logic programs. SoMachine-Basic allows writing

studies in the speci ¢ context of the authentication protocolpassword-protected programs to the PLC, which can protect

The vulnerabilities are described as follows: the controller from unauthorized access. Modicon M221 uses

V1 - Information disclosure. Clear text storage and trans-a proprietary protocol layer embedded in the Modbus protocol.

mission of sensitive information (e.g., password). It is foun o

in CLICK, and both Micrologix 1100 and 1400 PLCs. A Authentication Protocol -

V2 - Client-side authentication. There may be a case when Figure 1 describes the authentication process between Mod-

the engineering software takes a password as user input R M221 PLC and SoMachine-Basic engineering software.
performs user authentication locally. Since the PLC does Aypte for all of the gures, we use for the PLC, C for
perform authentication, it has to trust the remote commurfl€ €gitimate engineering softwar€;’ for the attackers
cation party, which poses an exploitable vulnerability; the agndineering software, arkdfor Man in the Middle. When a
tacker can act like a trusted party to initiate the communicati$fer tries to login, SoMachine-Basic sends a request message

and read/write to the PLC memory. Both Micrologix 1100 anfP" @ random one-byte maskn@). In response, the PLC sends
1400 have this vulnerability. a value forml SoMachine-Basic then generates an arbitrary

V3 - Weak encrvption scheme.An encrvption scheme is 1-byte value for another maskn@). It then computes an XOR
yp . yp eration betweeml, m2, and each byte of the SHA-256 hash

weak if the key space is small, does not use nonces, or elt@%he password to mask the password hash. Next, SoMachine-

individually encrypts each character or each portion of th@asic sendsn2 and the masked-hash to the PLC. On getting

message. Not having a strong encryption scheme allows fidse values, the PLC unmasks the password hash by XORing
attacker to either decrypt the password in transit using the ith mlanélmZand then com h ked-hash with
v pares the unmasked-hash wit

attacker's plaintext/ciphertext pairs or intercept an authoriS(t::he original password hash. The PLC responds with an error-

password set/reset request. Siemens S7-300 and M|croLogc|)>(<je indicating either successful or failed authentication.
1400 are vulnerable.

. We determine the proprietary network protocol-layer of
V4 - Small key space.The key space is too small (256\o4icon M221, encapsulated in Modbus protocol. Figure 15
characters). Siemens S7-300 PLC is vulnerable. (in appendix) shows the authentication messages and identi es
V5 - Lack of nonces.The encryption scheme does not Usghe interesting elds in the proprietary layer. Figure 15(a)
nonces for encrypting the password in transit. Siemens S7-3Kpws the byte pattern fanl request message. Figure 15(b)
has this vulnerability. shows the packet containing the random one-byte valurlof
V6 - Use of same keys in multiple sessiontlsing the same always contain®xfe and0x13 in its 9" and 1¢" index of
secret keys for multiple sessions makes the analysis easiexr TCP payload (provided indexing starts at 0). Furthermore
since the attacker can now see noticeable and repeated pattasnseen in Figure 15(b), the valuerof precedes the masked
in the encrypted messages along with having the ability password hash in the authentication request message that
decrypt all messages once she gures out the key. Sieméhe engineering software sends to the PLC. Figure 15(c)
S7-300 is vulnerable. and 15(d) show the message containing followed by the



ATTACK AND VULNERABILITY MAPPING FOR THE PLCS OF DIFFERENT VENDORS

TABLE Il

MITRE Target PLCs
Attack 1D Attack Name Modicon M221 | S7-3007400 Ml?:rol_ogux 1100 | MicroLogix 1400 | CLICK
T1555 Credentials from Password Stores n/a n/a V1, V2 V1, V2 V1
T1040 Network snif ng n/a n/a V1 V1 V1
T1098 Unauthorized Password Reset | V3, V4, V5, V8 n/a V2, V5 V2, V5 n/a
T1562 Impair Defenses n/a n/a V2 V2 V7
T1110.002 | Password Cracking n/a V3, V4, V5, V6 n/a n/a n/a
T0830 Man in the middle n/a n/a n/a V3 n/a
T1562.002 | Transmitted Data Manipulation n/a n/a n/a V3 n/a
T1499 Endpoint Denial of Service n/a n/a n/a V3 n/a

Fig. 2. Modicon M221 memory layout

masked password hash before and after getting manipulated

respectively. Fig. 3. Upload a control-logic into attacker's engineering software using
Protocol Vulnerabilities. M221 PLC utilizes XOR and two zero-byte hash

keys exchanged between the PLC and SoMachine-Basic to _ )
encrypt the password hash, which is a weak encryption schemé\lthough this attack works successfully, it leaves a large
(V3). The key size used in the encryption scheme is smipotprint of failed authentication attempts in the network
(V4) and the PLC does not have write protection (V8) becauli@f c. We further attempt to reduce this footprint by creating
it allows an authorised remote user to write anywhere in i&d evaluating an ef cient password attack.
memory. 0x00ed (ef cient) password reset attacklgorithm 1 (in
Appendix) describes our ef cient attack method to reset the
B. MITRE ATT&CK on Modicon M221 PLC Modicon M221 password. It utilizes the observation that the
Unauthorised password reset (T1098)Because of the Password hash is always located anywhere between the PLC
vulnerabilities mentioned above, the attacker can start a sB¥mory address-range 6kd000 and 0xe000 [S], shown
sion with the PLC and send a write request to overwrite th@ Figure 2. The attack overwrites this memory region (i.e.,
password with her own. from 0xdOOO to Oxe000 ) with 0x00, which replaces the
Kalle et al's password reset attack [3hitially, we study Password-hash witix00 . Note that this attack can use any
Kalle et al. [5]'s password attack on Modicon M221. The atll0mogeneous byte stream (i.e., all bytes have the same value);
tack is challenging because the location of a 32-byte passwérgoes not have to béx00 . However,0x00 can blend with
hash is not xed in the PLC memory. However, as illustrateBenign traf ¢ since the download/upload messages of Modicon
in Figure 2, the password-hash always resides within th&221 normally contain signi cant chunks of zero bytes.
physical memory address-range ©%d000 and 0xe000 , The attacker initiates the authentication process with the
where 0xe000 is often an unused space and a zip- le oPLC and sends zeros as a password hash to succeed. Specif-
varying size starts froBxd000 . The attack executes from anically, the attack requestsil from the PLC and creates an
attacker's machine over the network in a series of followingrbitrarily chosen value fom2 It then performs a XOR
steps: 1) the attacker starts the authentication process @pgration usingml, m2 and a 32-byte array obx00 to
receives a one-byte maskn(); 2) sends a write-messageproduce a 32-byte masked value representing a password hash.
to the PLC to write the attackers 32-byte password hadhsends the masked password hash to the PLC. In response, the
on the memory locatiodxdfe0 (since 0xe000 - 0x20 = PLC acknowledges the authentication attempt as successful.
Oxdfe0 ); 3) exchange the remaining authentication messagesAuthentication via SoMachine-Basithe attacker can uti-
to send maskm2 and masked-hash of the password; 4) lize SoMachine-Basic to retrieve a control-logic from a target
the authentication is not successful, the attacker performs 221 PLC and then decompile it to a source code in ladder
next iterationn wherein step 2, it moves the base-address ffgic or instruction list. However, since the attacker overwrites
password hash by one-byte, i.6xe000 +n 1. the password-hash with zeros in the PLC, SoMachine-Basic



cannot authenticate to the PLC. Our solution is to intercept the
message containing an arbitrary masked hash-code and modify
it with masked zeros. We utilize ARP-poisoning to test this
approach.

Figure 3 illustrates a series of steps to execute this at-
tack. The attacker starts the authentication process using
SoMachine-Basic. When SoMachine-Basic asks for a pass-
word, the attacker provides a random sequence of ASCII char- Authentication Protocol
acters. After SoMachine-Basic receivad from M221 PLC, it The authentication protocol of Siemens S7-300 PLC is

sends a masked hash-code of the password to the PLC, Whiglriheq in Figure 4. The client sends an authentication

the attacker intercepts and modi es to a masked hash-code, gf o5t message with an encrypted password. User password
zeros usingml (received earlier) andn2 (acquired with the is encrypted using a pre-shared kd§gp. Then, the PLC
masked hash-code). The attacker then forwards the modi ponds with an error code; the value of which is zero if

message to the PLC, resulting in successful authenticationg}/ccessful and other values for failed authentication

SoMachine-Basic. Since the authentication protocol does not utilize nonce
C. Attack Evaluation from both s_ldes, it is vulnerable to replay attacks. Moreover_,
the encryption algorithm used for protecting user password is
Experimental settings.We utilize Schneider Electric's Mod- weak as described in Algorithm 2 (in appendix).
icon M221 (rmware v15.1.0 and v1.6.0.1) and SoMachinezncryption Algorithm. Algorithm 2 shows the weak encryp-
Basic (version 1.5 and version 1.6) to evaluate the attackign algorithm used in the authentication protocol. It takes
SoMa_chln_e-Basm runs on Windows 7 while the attackegs input an 8-byte password (ASCII) and one-byte key. Each
machine is a Ubuntu 16.04 VM. We use the Scapy packglaracter is substituted according to a substitution table, and
manipulation tool to implement our attack scripts in Pythonghen XORed with the ke for the rst two characters. The
Dataset. We utilize 52 different password-protected controlremaining characters are XORed withand E; ».
logic programs (including traf ¢ light, Hot Water tank, andprotocol Vulnerabilities. Besides the lack of nonce (V5)

Fig. 4. Siemens S7-300 authentication protocol

Temperature Control) for the evaluation. which makes the authentication protocol vulnerable to replay
Evaluation results. While executing the attacks, we overwriteattacks, it uses a very weak encryption algorithm (V3) which
the memory region fromOxd0OO (where the zip-file does not have suf cient confusion and diffusion layers. Thus,

block is mapped) toOxe000 (the address after which theit is vulnerable to elementary known plaintext attack. If an

code block is mapped). We observe that overwriting thiattacker acquires just one plaintext/ciphertext pair, she can

region (includingzip-file block) does not crash the PLCrecover the secret key sin&e= E; N; (fori j 2). Since the

or make it malfunction. substitution is conducted byte-by-byte (more like one-to-one
We evaluate and compare both Kakg al. [5]'s attack substitution from an ASCII code to another code), it is trivial

and our 0x00ed (ef cient) attack on 52 different control logid¢o reverse engineer the substitution table.

programs. Table IV (in appendix) shows their average valuesThe PLC uses small key space (V4), i.e., just 8 bits which

of run time, write requests, failed authentication attempts, payrakes it susceptible to an exhaustive key search attack. Also,

load size and attack success rate. It shows that 0x00ed attadk isses the same key (V6) for the communication.

150 times faster since it requires to perform the authentication

process only once and has zero failed-authentication attem&s.MlTRE ATT&CK on S7-300 PLC

On the other hand, Kallet al's attack has 2457 failed attemptspassword cracking (T1110.002).We present two attack
and utilizes 2458 write requests. scenarios that exploit primarily the vulnerabilities residing in
the authentication protocol's weak encryption algorithm.
V. CAsE STUDY II: SIEMENS 57-300 Attack scenario I: subverting write-protectioifhis attack

Siemens S7-300 is programmed with the help of SIMATI@ applied to a PLC with the write-protection level. With write-
STEP 7(TIA Portal). It supports different programming lanprotection, the PLC requires authentication only for write
guages including Ladder Logic, Function Block Diagrantequest messages allowing read request messages without au-
Statement List, standard language, sequential control, or stahentication. Therefore, an attacker can read the PLC memory
graph. Like most of other PLCS, S7-300 also comes withver the network that stores an encrypted password.
an option to set a password to disallow unauthorised accessSince the attacker needs to compose and send a new read
However, it allows the users to opt for either only writgequest message to a target PLC, the attack requires the
protection or read/write protection. With write protection, theapability of fabrication. Eavesdropping may be required too
users can upload projects without being authenticated. Bluthe attacker has to gure out the IP address of targets on
with the more strict read/write protection, the users must liee v.
authenticated in order to upload a project from or download After reading the SDBO block from a target PLC, the
it to the PLC. attacker can extract the encrypted password and perform an



exhaustive key search to nd the encryption key, thereliyata eld for protected read and write function codes include
acquiring the plaintext password. Byte Size(the number of bytes to read/writeffjle Number

Attack scenario II: subverting read/write-protectiofVith  (unique number identifying a le of control logic)ile Type
read and write protection, the PLC requires authentication f(which represents the le contentzlement Numbe(the slot
both write and read requests. In this attack, the attackensmber of the PLC) an&ub-element Numbéword offset in
goal is to get the plaintext password. The attacker waits aadle) [17].
eavesdrops the network until identifying an authentication In MicroLogix 1100 and 1400, the authentication occurs at
request message transferred to a PLC. Once the attadker client-side (i.e., RSLogix 500). RSLogix 500 connects to
gets an authentication message, she can extract the encrygited®LC and sends a read-request message for the password at
password from the authentication message and decrypt it the following xed password location in the PLC memory: File
an exhaustive key search. numberHx00 , File type=Hx00 , Element number@x0b , and

, Subelement numbe®x00 ). In response, the PLC sends a 10-

C. Attack Evaluation byte original password-hash (if “encrypt password” option is

We performed our experiments on Siemens S7-300 (6E8@abled) or plaintext password. RSLogix 500 takes a password
315-2EH14-0AB0) on the latest rmware v3.2.8 and v3.2.1from a user-input and compares it with the original password
and TIA Portal version v13, v15, and v16. We reverse engb complete the authentication process. Note that the PLCs
neered the substitution table (refer to Table V in appendigp not authenticate users (i.e., server-side authentication),
used in the weak encryption algorithm and implemented oaliowing the attacker to read/write the PLC memory without
attacks in Python using the Snap7 library. The presentadthentication.

vulnerabilities and attacks were all con rmed successful ansiotocol Vulnerabilities. We exploit two main vulnerabilities
we responsibly reported the issues to the vendor. The vendotnis class of PLCs. First, the authentication gets done at the
issued a security advisory including mitigation methods.  ¢jient side (V2). Secondly, the password gets transmitted in
V1. CASE STUDY IlI: M ICROLOGIX 1100AND 1400 c_Iear text if _the user does not select “encrypt password” at the
(DEFAULT) time of setting it (V1).

We include two Allen-Bradley PLCs in our study fromB. MITRE ATT&CK on MicroLogix 1100/1400 (Default)

the MicroLogix series, i.e., 1100 and 1400. Allen-Bradley . . .
. . . ; We discuss three attack scenarios to show the subversion
provides RSLogix 500 engineering software to con gure and

write a control-logic program for these PLCs. RSLogix 508f client-side authentication, unauthorized resetting of PLC

sets a password on a control-logic program before downloePaqssword’ and snif ng password in transit.

ing it to a PLC, which is then used for user authenticatiofPair defenses  (T1562). RSLogix enforces user-
RSLogix 500 provides two password authentication options fgpthentication locally at its end. Both MicroLogix
MicroLogix 1400, i.e., 1) Default, and 2) Enhanced Passwordt00 and 1400 allow reading/writing to their memory
Security. The Default option has the same authenticatiofVithout authentication. Since the PLCs do not perform the
protocol as the older rmware versions, whereas Emhanced authentication, they have_ to trus_t the remote commum_catlon
Password Securitpption has a different protocol. This sectiorPay such as RSLogix, which poses an exploitable
focuses on thdefault option applicable to both MicroLogix vulnerability; the attacker can act like a trusted party to

1100 and 1400 PLCs to cover current and past rmwargitiate the communication and read/write to the PLC

versions while Section VII covers thEnhanced Password Mé€mory. N N
Securityoption. To exploit tr_ns vulngrablht.y, the attacker ut|I|zes.the PCCC
RSLogix 500 allows a user to set b)aster Password2) protoco! of MicroLogix family to re_ad frgm or write to the
Passwordand 3)Subroutine Passwordoth Master Password PLC using the PCCC addressing, i.e., File number, File type,
and Passwordallow access to the PLC whilSubroutine Element number, Subelement number, along with the read and
Passwordis to protect the unauthorized viewing of selectedite FNC codes.
ladder logic les. When a password is set, all subsequebinauthorized password reset (T1098)The authentication
communications such as uploading or modifying the existingyotocol requires the password location to be xed and hard-
program on the PLC are allowed after successful login.  coded so that RSLogix can read the current password remotely
o for the authentication. However, the attacker can use this
A. Authentication Protocol information to reset the password since the PLCs do not
Both MicroLogix 1100 and 1400 PLCs support the PCC@uthenticate remote-clients.
(Programmable Controller Communication Commands) net-We analyze the password location in both PLCs' memory
work protocol. PCCC is a command/reply protocol and iand determine that the current password is present in three
transported over EtherNet/IP (ENIP), which is an adaption aiemory locations of Micrologix 1400, de ned in PCCC ad-
Common Industrial Protocol (CIP). PCCC consists of Functiatressing (File number, File type, Element number, Subelement
Code (FNC) and PCCC Data. FNC for protected read amndmber). The PCCC addresses are0Q)00 00 00, 2) 00
write isOxa2 andOxaa respectively. The sub- elds ®CCC 00 Ob 00, 3)00 03 Ob 00 . When a user sets a password,



it is rst written at location 3. For Micrologix 1100, the initial

location isO0 02 Ob 00 .
Determining the password locatioM/e write a program,

disable the “encrypt password” option to transfer the password

in plaintext, set a password and download the program to

the PLC. At the same time, we capture the trafc using

Wireshark packet analyser. We nd the packet that has the

password string and check the PCCC addressing to identify

the password address in the PLC's memory. Among the thrgg s microLogix 1400 (Enhanced Password Security) authentication

password locations listed above, our network traf ¢ shows thatotocol

location (3) is where it is actually written when you set/reset

the password. PLCs do not signi cantly affect the run-time of the pro-
Figure 9 (in appendix) shows part of the PCCC downlog@fam. We perform the attacks on MicroLogix 1400 Series B

messages for MicroLogix 1400 (Default). Figure 9(a) showgmware version 15.000 and 21.006) and conrm that the

writing a new program without encrypting the password whil@&test rmware version is vulnerable if the default option is

Figure 9(b) shows with encrypted password. selected. However, the vendor has patched these vulnerabilities
Resetting the passwor&igure 10 shows the crafted passin the latest rmware by adding another controller type for

word reset message sent by the attacker to MicroLogix 14bficroLogix 1400 with “Enhanced Password Security.”

PLC. No.te for MicroLogix 1100, only the File type would \/||. casE STUDY IV: M ICROLOGIX 1400 (BNHANCED

change in the crafted message. Since the password hash PASSWORD SECURITY)

algorithm is unknown, the attacker downloads a program WiK' Authentication Protocol

her password to her PLC and captures the password hash

from the network traf c. She then replaces the original hash For MicroLogix 1400 with enhanced password security, the

W|th her password hash in the target PLC using our Craﬁ@@lthentication getS done at the Server'side Unlike ItS default

write-message containing the attacker's hash and its mem@&ggurity option. Figure 5 shows the authentication process
location. that takes place when the engineering software (RSLogix 500)

dattempts to connect to the PLC. First, the engineering software

Network snif ng (T1040). The authentication or passwor q henticati hich
set/reset protocol does not encrypt the password in traniﬁen S an authentication requesth req) which prompts

allowing the attacker to eavesdrop the password in plainté _PLC_tO respond with a random numb&p). Then th_e
or hash-code if the “encrypt password” option is enabled. engineering software sends the encrypted password which we

. . assume is an encryption function of the password, uBngs
Credentials from password stores (T1555)If the project n encryption key. We gure this out by launching a man-in-

downloaded on the PLC does not have “encrypt passwora{’e-middle attack and manipulating the random number to one

_enabled, the attacke_r can read the_ plaintext password remofelen from an old network traf c. We observe that the third
n “’_V° ways. 1) By S|mply connecting to the PLC through h‘3[nessage(3)) is the same for the same password and the same
engineering software(since the PLC sends the password 4%3which means a client nonce is not used. It changes only

result of read requests generated by the engineering softw; 1 1) the value oRe changes 2) the value of password
after it goes online), 2) By sending a crafted read request fgi ) Re ges 2) p

he | : ‘oned bef hich in th anges. The PLC responds widrror_code the value of
the locations(mentioned before) which contain the passwor, ich is Ox00 for successful authentication and otherwise

C. Attack Evaluation for failed authentication.
E . | . Wi | h K Mi Set/reset password protocol.The protocol for setting a
xperimental settings. We evaluate the attacks on Mi-yaqq6rq is similar to the authentication process. Figure 11

croLogix 1400 Ser_ies B ( rmware version 15.000 _and versioﬁn appendix) shows the protocol for writing a password to the
21.006), MicroLogix 1100 Series B (rmware version 16.000p - rirst the engineering software initiates an authentication
and RSLoglx 500 (versmg 9.05.01 and version 12'00'0Jg1rocess by sendinmsg @ (refer to Figure 12 in appendix for
R$Log|x 500 V9'05'0:,L and RSLogix 500 V1_2'00'01 un Ofhe actual PCCC messages transferred). The PLC responds
Windows 7 VM and Windows 10 VM, respectively, while the, i, 5 20-byte random numbeRg). Then the engineering
attacks run on Ubuntu 16.04 VM. software sends a 40-byte response, the rst 20 bytes of which
Datasets.We utilize 27 paSSWOfd-pl’OteCted ContrOHOgiC Progs an encryption function of old password, usiﬁb as an
grams for MicroLogix 1100 and 1400. These programs targghcryption key. The next 20 bytes are an encryption function
different physical processes such as traf ¢ light, conveyor belif new password, usinge as an encryption key. We gured
elevator, etc. out this information by launching a MITM attack and updating
Evaluation result. Our evaluation achieves reading and writthe value ofRp being sent from the PLC to the engineering
ing to the PLCs without authentication and resetting thesoftware with one taken from a previous network traf c. We
passwords in about 7 to 8 seconds. We also notice thmatlized that the 40-byte response was the same as the one
increasing the data size to be read from or written to thabserved in the previous traf ¢ for the same password. We



number, the decrypted output will be a garbage value which
would not represent an ASCII string known to the user(or
attacker). This version of PLC does not provide a factory-reset
feature for clearing its memory. Hence, this attack makes the
PLC permanently unusable (even the attacker cannot access
it).

C. Attack Evaluation

We performed our experiments on RSLogix 500 (version
Fig. 6. MicroLogix 1400 (Enhanced Password Security): DoS attack 12.00.01) and MicroLogix 1400 (rmware version 21.006)
for evaluating the attacks. The engineering software runs on
Svindows 10 while the attack scripts run on Ubuntu 16.04
. We use Scapy as our packet manipulation tool. After
luating the protocol on different control logic programs we
erformed the attack and con rm that it was successful since
uf;{j(id not allow us to login with the password set originally.

then kept the sam& value and changed the value of th
40-byte response from the engineering software. We reali
that the PLC did not let us update the password. So we agg'%
updatedRp to one taken from a previous network traf ¢ and
changed the value of the password we were trying to set fr
the engineering software. We observed that the second ch
of 20 bytes in the 40-byte response changed according to the VIIl. CASE STUDY V: CLICK PLC

new value of pas§Yv9rd. . AutomationDirect's CLICK PLC is programmed using
Protocol Vulnerabilities. Despite the fact that a server noncg | |cK programming software in ladder logic. The PLC
is used, this PLC has a weak encryption scheme for sgjso has the option of protecting the read/write operation

ting/resetting the password (V3). from unauthorized users. The engineering software is used
B. MITRE ATT&CK on MicroLogix 1400 (Enhanced Passt© download a control logic program with a password into
word Security) the PLC. Subsequent read/write operations can be done after

i : . uccessful authentication only. Unlike other PLCs in our study,
With a server nonce involved, an attacker cannot simp LICK PLC uses User Datagram Protocol (UDP) for the
replay an authentication code previously captured. To attat(%gnsport layer
MicroLogix's enhanced password security protocol, we as- '
sume an attacker with all the capabilities of our adversapy Authentication Protocol
model (i.e., eavesdropping, fabrication, and interception). The
attacker's goal is to modify the password of a target PLC béf

interfering with the password set/reset protocol.

Figure 7 shows the protocol for authenticating from the
LICK programming software to the PLC.

. ) , First, the engineering software sends the password to the
Man in the middle (T0830). The attacker's goal is 10 be p ¢ jn clear text. The initial response to the authentication
able to overwrite the authorised password reset request Withy ,est is the same regardless of the correctness of the entered
her own value. So, she poisons the ARP cache of the RSLogixssword. The engineering software follows with requesting
software and MicroLogic 1400 PLC and intercepts the netwotq 5 \which the PLC responds with aarror_code The
traf ¢ in between. value of error_codeis 0x0000 if the authentication is suc-
Transmitted Data Manipulation (T1565.002). After taking cessful and otherwise for failed authentication. The value of
the role of man-in-the-middle, the attacker is able to manipgrror_codeis followed by the entered password in the same
late the data in transit between RSLogix 500 and the PLC figessage. If the authentication is successful the communication
launch her Denial of Serivce attack. with the PLC proceeds and the engineering software can
Endpoint Denial of Service (T1499).In this attack, the perform upload/download operations.

attacker makes a PLC inaccessible by overwriting the originalWe derive information about the protocol elds via differ-
password of a PLC with a garbage value. Figure 6 showstial analysis of the network traf c generated by different
the attack sequence. The attacker sits at a man-in-the-midcibatrol logic programs for upload/download and authentication
position between MicroLogix 1400 and RSLogix 500, waiting@perations. To summarize, the rst four bytés4b4f5000 )

for a eld engineer to set/reset the password of the PL@ the UDP payload of all messages exchanged between the
The attacker sniffs the client's authentication requedl) ( PLC and the engineering software are proprietary and stay
and the PLC's responsé2)). Then, she intercepts the thirdconstant. The fth and sixth bytes identify the transaction 1D
message®) containing the 20-byte authentication code (i.ethe value of which is initiated by the engineering software and
E(pwd,R)) and the 20-byte (encrypted) new password (i.encrements with each packet sent to the PLC. The response to
E(new pwd, R)), and replaces the new password (the secomdparticular request packet can be determined by matching the
20-byte) with a random numbei (@). Since the authentica- transaction IDs. The next two (seventh and eighth) bytes are
tion code is correct, the PLC will process the password resetme sort of a checksum of the payload. We, however, did not
request and overwrite the current password with the outpatverse engineer the algorithm of the checksum. The ninth and
derived from the decryption function &f SinceN is a random tenth bytes contain the length of the payload. Finally, the rest



to a PLC, a global-state indicating successful authentication
in the PLC considers all the requests as authenticated while
the initially authenticated session is alive. This vulnerability
allows an attacker with fabrication capability to read or modify
the control logic of a PLC. The simplest way to exploit this
vulnerability is using an attacker's engineering software at the
time a legitimate user is logged in. The attacker can engineer
the PLC until the legitimate user disconnects from the PLC.
Initially, this vulnerability allowed us to access the PLC only
until the legitimate user is connected to the PLC, but we found

of the bytes are reserved for the actual data that gets transfefted” to retain the access even after the legitimate user discon-

which we now refer to as CLICK data. We also determine th3 cts. ane the attacker exploits the mentioned vglnerab|l|ty
nd gains access to the PLC, she sends a specially crafted

the rst two bytes in the CLICK data remain constant for al ife-request packet to the PLC that essentially changes the

r
the Messages. For “p'o"?‘d and download messages, the tﬁ[ 's protection-level to no-protection, allowing the attacker
byte in the CLICK data i0x65. We also nd out that the : . S

to read/write the PLC without authentication.

fourth byte in the CLICK data i9x04 for upload messages
and0x05 for download messages.

s ) _ C. Attack Evaluation
Protocol Vulnerabilities. Our attacks exploit two vulnerabil-
ities in the PLC. The rst one, Information Disclosure (v1), Ve evaluate our attacks on the latest rmware of CLICK

exists because of two reasons. 1) The password gets transfitC (V2.60) and the latest programming software (v2.60).
ted in clear text to the PLC, and 2) The PLC stores sensitiyd® programming software runs on Windows 10 ,VM while
information (e.g., last entered password) in credential stord attacker scripts run on Ubuntu 16.04 VM. Finally, we

thereby allowing remote attackers to read the informatiof’Plement all of our attacks using Python and/or Scapy. We

The second vulnerability exists because the PLC does K@h Our attacks for different control logic programs and found
authenticate users per session (V7) that our attacks worked successfully for all of the programs.
We have made a responsible disclosure of the vulnerabilities

B. MITRE ATT&CK on CLICK PLC and the vendor has patched the vulnerabilities.

Network snif ng (T1040). The rst attack scenario requires
only the eavesdropping capability in which the attacker can
passively sniff the network traf c. Since the password gets Table Il (in Appendix) presents a comparison of the iden-
transmitted in clear text, an attacker can eavesdrop the netwtidd vulnerabilities in the PLCs of our study (discussed in
traf c going from the engineering software to the PLC andection I11-D), along with the affected PLC rmware versions.
acquire the password at the time of authentication as wélldepicts that the vulnerabilities exist across multiple vendors
as downloading a password-protected program. In Appendshowing evidence of the bad-design practices in ICS industry
Figure 13(a) shows the write request message containing fbethe proprietary PLC authentication-protocols.

password in clear text at the time of downloading the prografiyndamental Design IssuesThe act of authentication is
while Figure 13 (b) shows the message being sent from thg,ing an assertion of identity. It often involves a pair of
engineering software to the PLC at the time of authenticatioser |D and password in typical IT domains. We identify three
Credentials from password stores (T1555).The second fundamental design issues in the authentication protocols that
case of attack requires only the fabrication capability. Wgre common in the PLCs of our study, representing a general
found that the third message of the authentication procassnd in PLC design across several ICS vendors.

(® al_req), which prompts the PLC to send tkror_code  Single user authenticationThe PLCs utilize only a sin-
along with the entered password, is the same for differegile password without identi cation data (such as username),
sessions and control logic programs. Surprisingly, one cagsentially authenticating a single user group sharing the
directly send thisal req message to a PLC skipping the rstpassword. Thus, a PLC considers the communicating user as
request/response messag@sgnd @), and the PLC respondsan authorized entity if the user knows the correct password. It
with the password in the rst request messagb) (of the opens a security hole since ne-grained access-control cannot
most recent authentication. That means an attacker can spadapplied with a single user setting.

anal req request to the PLC and determine the last enteredone-way authentication.The PLC authentication proto-
password and whether it was correct or not by checking tels support only the client authentication based on a user
value oferror_code Figure 14 (in appendix) shows the requesiassword. The PLCs as a server do not authenticate client
and response messages captured during the attack. applications such as engineering software. Thus, the client-
Impair defenses (T1562)We found from our network anal- only authentication allows an attacker to utilize a rogue PLC
ysis of the protocol that the PLC does not authenticate a userdisguise control center services. (see appendix for more
per session. If a user in one protocol session is authenticabefrmation about rogue PLCs).

Fig. 7. CLICK authentication protocol

IX. DISCUSSION ONAUTHENTICATION PROTOCOLS



Unprotected write Some PLCs like Modicon M221 supportS7-400 PLC. They showed how passwords are stored in the
read-protection only and allow write-operations without alPLC memory, how they can be sniffed and cracked etc and
thentication, allowing users to recover the PLCs by overwritingarried out attacks on ICS setup such as replay, PLC memory
PLC con gurations if they forget the password. However, i€orruption, unauthorised password updating.

a PLC enforces both read and write protection and the usersimilarly, Sandruwaret al. [60] present how an attacker
forget the PLC password, there is no ordinary way to recovean bypass login to change the register values of the PLC
the PLC, causing the loss of remote access to the PLC. by simply injecting a worm in one of the PCs connected

Furthermore, read-protection in PLCs can be considerasd the PLC network. They also propose a direct attack on
more critical than write-protection in some situations. Fdahe authentication mechanism of Siemens PLCs. They suggest
instance, if the control logic of a PLC is changed in areplaying the authentication request messages containing the
unauthorized way, the modi cations could be detected [18priginal password hash in order to successfully authenticate
[20]. However, suppose the attacker reads the control logis an attacker. They also suggest using a password dictionary
without tampering with the existing PLC settings. In that caség generate a list of hashes and then comparing with the
it is stealthy and may help to craft a tailored cyber-weapon one captured in the network trafc. If a match is found,
further attack stage [2]). the attacker can use the corresponding plaintext word to

Mitigation. The fundamental solution would be completelyuthenticate herself with the PLC.

redesigning the protocols, but this would incur a high cost Grandgenetteet al. [61] discover authentication bypass
and may have backward Compat|b|||ty issues [2]_] Moreovéﬂ,ﬂnerabi"ties in RSLOgiX 5000 software and COﬂtrO'LOgiX
ICS devices are usually not patched on time and have5873 PLC by examining the Common Industrial Protocol in
very long life-cycle compared to common IT devices [22]the network traf ¢ and reverse engineering the RSLogix 5000
Therefore, we should expect that insecure legacy devices vedqiftware using IDAPro. They discover that the authentication
keep participating in a real-world ICS environment for a lonig based on a challenge response mechanism and the 2058
time. In this regard, network detection can be seamlesdlii RSA key used to decrypt the challenge is hard coded into
integrated into the existing ICS setting. In particular, contré®SLogix 5000 software. They reverse engineered the RSLogix
logic detection [6], [23] and veri cation [24]-[33] can be 5000 software and gured out the entire authentication process
utilized to alleviate current situation. Partitioning the memorgnd were able to replicate it using their own code in order to
space and enforcing memory access control [34] can ag@mmunicate with the PLC. Our work relies solely on network
prevent some password modi cation attacks. For exampléaf c examination to identify the authentication vulnerabilities
the password reset attacks on Modicon M221 PLC Overwrilt@like this one which also uses tools like IDAPro to reverse
some memory regions with an attacker's password hash.efgineer the engineering software binary le.

the memory region is con gured as read-only, then the attacks
would fail.

Other suggestions include employing standard cryptographyThis paper presented an empirical study of the authentica-
methods such as d|g|ta| Signatures (for messages Suchti@@ mechanisms in ve PLCs of four ICS vendors: Schneider
control logic manipulation, password reset, etc.), increasifidectric's Modicon M221, Allen-Bradley's MicroLogix 1100,
the key length to 256 bits (for long term protection againgnd MicroLogix 1400, AutomationDirect's CLICK PLC, and
brute-force attacks) [35], using network monitoring tools lik&iemens' S7-300. It identi ed eight vulnerabilities in password
Snort [36], ArpAlert [37] and ArpWatchNG [38] (for detection@uthentication protocols and evaluated them using proof-of-
and prevention of the attack involving MITM). But perhap§oncept exploits derived from MITRE ATT&CK knowledge
the best solution would be to prevent direct access to tRase of adversary tactics and techniques. The study utilized
SCADA devices by means of having a Demilitarized Zon@etwork traf c examination to eXplOfe the internals of propri-
(DMZ) that separates the Information technology (IT) domai@tary protocols and showed evidence of signi cant weaknesses

XI. CONCLUSION

from Operational Technology networks [39]-[41]. in the ICS industry's design practices across four vendors.
The sole reliance on network traf ¢ for exploit development
X. RELATED WORK makes our study practical for real-world scenarios. It further

While the existing literature presents a wide-range of recegmtovided recommendations to improve the authentication pro-
ICS attacks [4], [5], [23], [42]-[58], this section covers thdocols based on the study ndings.
PLC authentication attacks that are closest to our study. The
current work focuses on demonstrating one particular attack
using one vulnerability in a PLC [59]-[61]. On the other hand, We would like to thank Marina Kroto | and our anonymous
we systematically study PLC authentication protocols of foueviewers for sharing their expert knowledge and for providing
major vendors' PLCs using the MITRE ATT&CK frameworkvaluable (technical) suggestions.
and identify several vulnerabilities and attack vectors to un- This work was supported, in part, by the Virginia Common-
derstand the design-issues of the proprietary protocols.  wealth Cyber Initiative, an investment in the advancement of
Wardaket al. [59] investigated access control vulnerabilitiegyber R&D, innovation, and workforce development. For more
focusing mainly on password based access control in Siemémfermation, visit www.cyberinitiative.org.
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APPENDIX
A. MITRE ATT&CK for Exploitation
We have created several exploits of these vulnerabilities
and evaluated them successfully on their respective PLCs.

Figure 8 illustrates our attack model where the attacker is in
control center and can communicate with PLCs at eld sites.

Table Il summarizes and compares eight attack instances on

target PLCs. The attacks are obtained from MITRE ATT&CK

knowledge base of adversary tactics and techniques [12]. They

are discussed as follows under the given ICS context.
T1555 - Credentials from password stores.The attacker

can send a crafted request to read the cache containing the

last entered password.

T1040 - Network snif ng. The attacker can sniff the network
traf c at the time of authentication and/or downloading a
project and obtain credentials in clear text.

T1098 - Unauthorised Password ResefThe attacker sends

a crafted request to reset the password with her own.

T1562 - Impair Defenses.The attacker comes up with
a technique to impair preventive security controls such as
authentication.

three months. AutomationDirect released the patches in Febru-
ary, 2021.

Fig. 8. Attack model illustration

T1110.002 - Password CrackingThe attacker exploits the Algorithm 1 Pseudocode for Password Reset Attack

vulnerabilities(mentioned ahead) to crack the password if she
is able to sniff the network traf c. 2:
T0830 - Man in the middle (MITM). The attacker sits 3:
between the machine running the Engineering Software and
the PLC by poisoning the ARP cache of the two machines t@:
manipulate data. 6:
T1565.002 - Transmitted data manipulation.The MITM 7
attacker sniffs and manipulates the data in transit(including
password hash) at the time of downloading a password prdé
tected project. 9
T1499 - Endpoint Denial of service The MITM manipulates 10
the elds containing the password hash and makes the PL¢:

inaccessible exploiting a lack of factory reset feature. 12:
13:
B. Rogue PLCs 14:

A rouge PLC can be a PLC compromised remotely by an ats:
tacker or a PLC that an attacker slips into a target environmeng:

zero 128 hyte array of 0x00
startAddress 0xd000
endAddress 0xe000
of fset startAddress
maxSize 128 // maximum payload length of M221
while of fseté endAddressio
Send a write request(addffset sizemaxSize pay-

loadzerg

offset offset+ maxSize
end while
ml Requesimlfrom PLC

m2 Random number between 0-255

hashSize 32 // SHA-256

for i = 0 to hashSizel do
maskedHash[i] ml

end for

Send an authentication requesgmaskedHashto PLC

m2

Speci cally, Siemens S7-1500 PLCs have a built-in private key
for authentication. However, the engineering software cannot

detect a rogue PLC since all PLCs of the same model apthorithm 2 Pseudocode of the weak encryption algorithm

rmware version share the same private key [62]. The attackg{put: password®,...P;), K (whereK is one-byte secret key)
can also reverse engineer the PLC rmware to extract ﬂ@utput: encryptedpassword Eo:::E7)

private key to use it in other PLCs. Moreover, a rogue PLC can.
also be a software-based implementation (virtual PLC). Kalle.
et al. [5] utilize a virtual PLC to hide an infected control 5.
logic in a target PLC from a legitimate engineering software,.
in real-time. 5:

C. Vulnerability Disclosure 6:

We responsibly disclosed all vulnerabilities to respective7f
vendors by August 2020. Siemens, Allen-Bradley, and Schnef

fori=0to 7do
N; = SubstituteR)

if i j 2then
E=K N
else
EE=K E > N
end if
end for

der Electric released rmware patches and issued CVEs within



1 auth_req

Ro

Fig. 10. MicroLogix 1400 (Default): password reset attack
# E(pwd Ry), E(new_pwdRy)

$ auth_resperror code

Fig. 11. MicroLogix 1400 (Enhanced Password Security): Password set/reset
protocol

Fig. 13. CLICK password exposure-1 (eavesdropping) Fig. 12. MicroLogix 1400 (Enhanced Password Security): PCCC messages
for password reset

Fig. 14. CLICK password exposure-2 (fabrication)

Fig. 15. Authentication with zero-bytes hash

Fig. 9. MicroLogix 1400 (Default): PCCC messages for downloading a
password-protected PLC program
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