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Abstract—Programmable logic controllers (PLCs) run a ‘con-
trol logic’ program that defines how to control a physical
process such as a nuclear plant, power grid stations, and
gas pipelines. Attackers target the control logic of a PLC
to sabotage a physical process. Most PLCs employ password-
based authentication mechanisms to prevent unauthorized remote
access to control logic. This paper presents an empirical study
on proprietary authentication mechanisms in five industry-scale
PLCs to understand the security-design practices of four popular
ICS vendors, i.e., Allen-Bradley, Schneider Electric, Automa-
tionDirect, and Siemens. The empirical study determines whether
the mechanisms are vulnerable by design and can be exploited. It
reveals serious design issues and vulnerabilities in authentication
mechanisms, including lack of nonce, small-sized encryption
key, weak encryption scheme, and client-side authentication.
The study further confirms the findings empirically by creating
and testing their proof-of-concept exploits derived from MITRE
ATT&CK knowledge base of adversary tactics and techniques.
Unlike existing work, our study relies solely on network traffic
examination and does not employ typical reverse-engineering
of binary files (e.g., PLC firmware) to reveal the seriousness
of design problems. Moreover, the study covers PLCs from
different vendors to highlight an industry-wide issue of secure
PLC authentication that needs to be addressed.

Index Terms—PLC, industrial control systems, SCADA, pass-
word authentication, cyber-physical systems, critical infrastruc-
ture protection, CPS, stuxnet, TRISIS

I. INTRODUCTION

In industrial control systems (ICS), programmable logic
controllers (PLC) directly control and monitor physical pro-
cesses such as the power grid, gas pipelines, and water
treatment [1]. They run a control-logic program that defines
how they should control a physical process. Attackers target
control-logic in a PLC to sabotage a physical process [2]–
[8]. For instance, Stuxnet [2] has infected the control logic of
Siemens S7-300 PLCs to manipulate centrifuges’ motor speed
periodically from 1,410 Hz to 2 Hz to 1,064 Hz.

Control engineers utilize vendor-supplied engineering (pro-
gramming) software to configure a PLC remotely. They can
write a control logic in the software and then transfer (or
download) it to a PLC. Similarly, they can acquire (or upload)
the control logic from the PLC. Most PLCs employ password-
based user authentication to protect control-logic from unau-
thorized access. When a control engineer attempts to access
the control-logic in a PLC using an engineering software,

the PLC requires password authentication and initiates an
authentication protocol (typically proprietary).

This paper presents an empirical study on the security-
design practices of authentication mechanisms by four popular
ICS vendors i.e., Schneider Electric, Allen-Bradley, Automa-
tionDirect, and Siemens. The study analyzes the authentication
protocols of five industry-scale PLCs: 1) Schneider Electric
Modicon M221, 2) Allen-Bradley MicroLogix 1100, 3) Allen-
Bradley MicroLogix 1400, 4) AutomationDirect CLICK, and
5) Siemens S7-300. Similar to real-world ICS attacks such
as TRITON [9] and the Ukraine power grid attack [10], our
attack model assumes that an adversary has access to Level-3
network of Purdue Model (i.e., control center network) [11],
and can employ one or more of the following three capabilities
to subvert a PLC authentication protocol and gain unauthorized
access to a PLC: 1) Eavesdropping - read any messages
between two communication parties, 2) Fabrication - initiate
conversation with any other party and compose/send a new
message, 3) Interception - intercept messages to block or
modify them.

The empirical study is based solely on network traffic
examination and reveals serious design issues and vulnerabil-
ities in authentication protocols that are exploitable including
lack of nonces, small-sized encryption key, weak encryp-
tion algorithm, and client-side local authentication The study
confirms these findings empirically by creating and testing
their proof-of-concept exploits derived from MITRE ATT&CK
knowledge base of adversary tactics and techniques [12],
including unauthorized password reset attack, authentication
bypass, password cracking, and password sniffing attack. The
study discusses the fundamental design-issues in the authenti-
cation mechanisms and further recommends countermeasures,
including PLC memory protection, secure design of PLC
authentication protocol, and control logic detection.

The rest of the paper is organized as follows. Section II
provides the background. Sections III presents an overview
of the study methodology, followed by a series of sections on
PLC case studies on authentication protocols. Section IX gives
recommendations to ICS vendors and operators to improve the
security of the authentication protocols and ICS environments
that run vulnerable PLCs. Section X presents the related work,
followed by Section XI that concludes the study.



II. BACKGROUND

Programmable logic controllers.PLCs are embedded devices
programmed to automate and control physical processes such
as assembly and gas pipelines [13]. They are equipped with
control logic programs that de�ne how an industrial process
is controlled and monitored. The control logic programs are
programmed and compiled by engineering software speci�c
to the vendor. IEC61131-3 standard de�nes �ve languages to
write a control logic: ladder logic, instruction list, functional
block diagram, structured text, and sequential �ow chart.

When a control logic program is created and compiled,
it is written to the PLC's memory. This process is called
downloading. On the other hand, reading a program from the
PLC's memory is referred to asuploading. A PLC is usually
equipped with communication interfaces such as RS-232 serial
ports, Ethernet, and USB to communicate with the engineering
software so that the control logic can be downloaded to or
uploaded from a PLC. When the communication takes place
over the network, it is in the form of request/response mes-
sages with the engineering software and PLC acting as a client
and server, respectively. However, the exact communication
protocol over the transport layer is proprietary and vendor-
speci�c.
PLC authentication protocol. Most PLCs use password-
based authentication for protection against unauthorized ac-
cess. To authenticate with a legitimate user using an en-
gineering software, they follow a protocol speci�c to the
vendor. The sequence of steps and the messages exchanged for
the authentication process determine the PLC authentication
protocol.

III. STUDY METHODOLOGY

The purpose of this empirical study is to understand
security-design practices, issues, and vulnerabilities in propri-
etary authentication protocols in industry-scale PLCs. These
protocols are supposed to prevent unauthorized access to
PLCs. However, this study shows that the PLC authentication
mechanisms are inherently insecure and can be subverted by
an adversary.

A. Adversary Model

Assumptions.Our adversary model assumes that an attacker
has access to the Level-3 network of Purdue Model (i.e.,
control center network) [11]. This assumption is based on
real-world ICS attacks (e.g., TRITON [9] and Ukraine Power
grid attack [10]) that gain access to the control center via
a typical IT attack vector (such as infected USB stick and
social engineering attack). We assume that the attacker has
access to PLCs and their respective engineering software along
with a packet-snif�ng tool such as Wireshark [14] to �nd
vulnerabilities and prepare exploits before getting access to
a target network.

After the Level-3 network access, the attacker can make use
of libraries such as libpcap [15] to sniff the legitimate traf�c
and then communicate with a target PLC over the network to

subvert the PLC authentication mechanism. We also assume
that the attacker does not have to have skills to perform time-
consuming binary reverse engineering of PLC �rmware and
control center applications to �gure out pre-installed secret
keys or cryptographic algorithms. The study shows that this
information can be deduced from network traf�c, making the
attack vector more realistic to real world ICS environments.
Attacker's goal. An attacker's goal is to bypass the au-
thentication mechanism of a password-protected PLC over
the network to gain access. In this study, we assume that
an attacker achieves this goal if any of the following tasks
are accomplished without previously knowing the correct
password: 1) gain plaintext password, 2) read control logic
of a PLC, 3) modify control logic of a PLC, and 4) change
the password.
Attacker capabilities. Our adversary model de�nes attacker's
capabilities using the classic Dolev-Yao model [16] i.e., eaves-
dropping, fabrication, and interception of network messages.
The attacker can employ one or more of these capabilities to
achieve the goals mentioned earlier:

Eavesdropping- Read any messages between two commu-
nication parties.

Fabrication - Initiate conversation with any other party and
compose/send a new message.

Interception - Intercept messages and block or mod-
ify/resend them. We utilize ARP poisoning for this.

B. Study Method

Our study method consists of a series of three steps to assess
weaknesses in a PLC authentication protocol:

1) Understanding authentication protocol internals.The
protocols are proprietary and their information is not publicly
available. We explore the protocol internals by utilizing en-
gineering programming software to generate traf�c patterns
during the authentication process, and performing differential
analysis of network traf�c to understand the message types
and formats.

2) Identifying potential vulnerabilities.After understanding
the protocol internals, we further explore the protocol internals
with the goal of identifying potential weaknesses that make the
protocols susceptible to subversion. After much deliberation,
we identify eight vulnerabilities discussed in Section III-D.

3) Mapping an identi�ed vulnerability to the MITRE
ATT&CK framework.We create and test the proof-of-concept
exploits derived from the MITRE ATT&CK knowledge base
of adversary tactics and techniques to verify if the identi�ed
vulnerabilities are exploitable [12].

C. PLCs for the Study

Table I presents the PLCs and their engineering software
used for the study. The PLCs are from four popular ICS
vendors i.e., Schneider Electric, Allen-Bradley, AutomationDi-
rect, and Siemens. Our choice of a PLC for the study is
based on the following factors. It should 1) be a product of
a popular ICS vendor, 2) not be obsolete; we acquired the
PLCs in the year 2019, 3) have a similar cost; our PLCs cost



TABLE I
ICS VENDORS, PLCS, AND VENDOR-SUPPLIED ENGINEERING

(PROGRAMMING) SOFTWARE USED IN THE STUDY

Vendors PLCs Engr. Software

Schneider Electric Modicon M221 SoMachine Basic
Allen-Bradley MicroLogix 1100 & 1400 RSLogix 500

AutomationDirect CLICK CLICK Software
Siemens S7-300 SIMATIC STEP 7

between 1000and1500, 4) have an Ethernet physical port, and
5) support IEC-61131-3 standard languages such as ladder-
logic and instruction-list.

D. Study Findings

We present �ve case studies covering �ve PLCs in Sec-
tions IV, V, VI, VII, and VIII. The case studies reveal and
discuss eight exploitable vulnerabilities (V) to understand the
bad security-design practices of four popular ICS vendors for
the proprietary authentication protocols, e.g., small key space,
plaintext password, and lack of nonce in authentication mes-
sages. Table II shows the mapping between the vulnerabilities
and MITRE ATT&CK (the general descriptions of the attacks
are in Appendix). The ATT&CKs are also discussed in the case
studies in the speci�c context of the authentication protocols.
The vulnerabilities are described as follows:
V1 - Information disclosure. Clear text storage and trans-
mission of sensitive information (e.g., password). It is found
in CLICK, and both Micrologix 1100 and 1400 PLCs.
V2 - Client-side authentication. There may be a case when
the engineering software takes a password as user input and
performs user authentication locally. Since the PLC does not
perform authentication, it has to trust the remote communi-
cation party, which poses an exploitable vulnerability; the at-
tacker can act like a trusted party to initiate the communication
and read/write to the PLC memory. Both Micrologix 1100 and
1400 have this vulnerability.
V3 - Weak encryption scheme.An encryption scheme is
weak if the key space is small, does not use nonces, or either
individually encrypts each character or each portion of the
message. Not having a strong encryption scheme allows an
attacker to either decrypt the password in transit using the
attacker's plaintext/ciphertext pairs or intercept an authorised
password set/reset request. Siemens S7-300 and MicroLogix
1400 are vulnerable.
V4 - Small key space.The key space is too small (256
characters). Siemens S7-300 PLC is vulnerable.
V5 - Lack of nonces.The encryption scheme does not use
nonces for encrypting the password in transit. Siemens S7-300
has this vulnerability.
V6 - Use of same keys in multiple sessions.Using the same
secret keys for multiple sessions makes the analysis easier
since the attacker can now see noticeable and repeated patterns
in the encrypted messages along with having the ability to
decrypt all messages once she �gures out the key. Siemens
S7-300 is vulnerable.

Fig. 1. Modicon M221 authentication protocol

V7 - Improper session management.Missing session man-
agement protocol allows an unauthorised attacker to perform
privileged operations. Only CLICK PLC is vulnerable.
V8 - No write-protection. The PLC does not have the
feature of password protection for write access. Only M221 is
vulnerable.

IV. CASE STUDY I: M ODICON M221

Schneider Electric Modicon M221 is a nano PLC made to
automate machine processes. The engineering software used
to program the controller isSoMachine-Basic. It supports
ladder logic and instruction list programming languages to de-
sign control logic programs. SoMachine-Basic allows writing
password-protected programs to the PLC, which can protect
the controller from unauthorized access. Modicon M221 uses
a proprietary protocol layer embedded in the Modbus protocol.

A. Authentication Protocol

Figure 1 describes the authentication process between Mod-
icon M221 PLC and SoMachine-Basic engineering software.
Note for all of the �gures, we useP for the PLC, C for
the legitimate engineering software,C' for the attacker's
engineering software, andM for Man in the Middle. When a
user tries to login, SoMachine-Basic sends a request message
for a random one-byte mask (m1). In response, the PLC sends
a value form1. SoMachine-Basic then generates an arbitrary
1-byte value for another mask (m2). It then computes an XOR
operation betweenm1, m2, and each byte of the SHA-256 hash
of the password to mask the password hash. Next, SoMachine-
Basic sendsm2 and the masked-hash to the PLC. On getting
these values, the PLC unmasks the password hash by XORing
it with m1andm2and then compares the unmasked-hash with
the original password hash. The PLC responds with an error-
code indicating either successful or failed authentication.

We determine the proprietary network protocol-layer of
Modicon M221, encapsulated in Modbus protocol. Figure 15
(in appendix) shows the authentication messages and identi�es
the interesting �elds in the proprietary layer. Figure 15(a)
shows the byte pattern form1 request message. Figure 15(b)
shows the packet containing the random one-byte value ofm1
always contains0xfe and0x13 in its 9th and 10th index of
the TCP payload (provided indexing starts at 0). Furthermore
as seen in Figure 15(b), the value ofm2 precedes the masked
password hash in the authentication request message that
the engineering software sends to the PLC. Figure 15(c)
and 15(d) show the message containingm2 followed by the



TABLE II
ATTACK AND VULNERABILITY MAPPING FOR THE PLCS OF DIFFERENT VENDORS

MITRE
Attack ID Attack Name Target PLCs

Modicon M221 S7-300/400 MicroLogix 1100 MicroLogix 1400 CLICK
T1555 Credentials from Password Stores n/a n/a V1, V2 V1, V2 V1
T1040 Network snif�ng n/a n/a V1 V1 V1
T1098 Unauthorized Password Reset V3, V4, V5, V8 n/a V2, V5 V2, V5 n/a
T1562 Impair Defenses n/a n/a V2 V2 V7
T1110.002 Password Cracking n/a V3, V4, V5, V6 n/a n/a n/a
T0830 Man in the middle n/a n/a n/a V3 n/a
T1562.002 Transmitted Data Manipulation n/a n/a n/a V3 n/a
T1499 Endpoint Denial of Service n/a n/a n/a V3 n/a

Fig. 2. Modicon M221 memory layout

masked password hash before and after getting manipulated
respectively.
Protocol Vulnerabilities. M221 PLC utilizes XOR and two
keys exchanged between the PLC and SoMachine-Basic to
encrypt the password hash, which is a weak encryption scheme
(V3). The key size used in the encryption scheme is small
(V4) and the PLC does not have write protection (V8) because
it allows an authorised remote user to write anywhere in its
memory.

B. MITRE ATT&CK on Modicon M221 PLC

Unauthorised password reset (T1098).Because of the
vulnerabilities mentioned above, the attacker can start a ses-
sion with the PLC and send a write request to overwrite the
password with her own.

Kalle et al.'s password reset attack [5]Initially, we study
Kalle et al. [5]'s password attack on Modicon M221. The at-
tack is challenging because the location of a 32-byte password
hash is not �xed in the PLC memory. However, as illustrated
in Figure 2, the password-hash always resides within the
physical memory address-range of0xd000 and 0xe000 ,
where 0xe000 is often an unused space and a zip-�le of
varying size starts from0xd000 . The attack executes from an
attacker's machine over the network in a series of following
steps: 1) the attacker starts the authentication process and
receives a one-byte mask (m1); 2) sends a write-message
to the PLC to write the attacker's 32-byte password hash
on the memory location0xdfe0 (since 0xe000 - 0x20 =
0xdfe0 ); 3) exchange the remaining authentication messages
to send maskm2 and masked-hash of the password; 4) If
the authentication is not successful, the attacker performs the
next iterationn wherein step 2, it moves the base-address of
password hash by one-byte, i.e.,0xe000 + n� 1.

Fig. 3. Upload a control-logic into attacker's engineering software using
zero-byte hash

Although this attack works successfully, it leaves a large
footprint of failed authentication attempts in the network
traf�c. We further attempt to reduce this footprint by creating
and evaluating an ef�cient password attack.

0x00ed (ef�cient) password reset attackAlgorithm 1 (in
Appendix) describes our ef�cient attack method to reset the
Modicon M221 password. It utilizes the observation that the
password hash is always located anywhere between the PLC
memory address-range of0xd000 and 0xe000 [5], shown
in Figure 2. The attack overwrites this memory region (i.e.,
from 0xd000 to 0xe000 ) with 0x00 , which replaces the
password-hash with0x00 . Note that this attack can use any
homogeneous byte stream (i.e., all bytes have the same value);
it does not have to be0x00 . However,0x00 can blend with
benign traf�c since the download/upload messages of Modicon
M221 normally contain signi�cant chunks of zero bytes.

The attacker initiates the authentication process with the
PLC and sends zeros as a password hash to succeed. Specif-
ically, the attack requestsm1 from the PLC and creates an
arbitrarily chosen value form2. It then performs a XOR
operation usingm1, m2 and a 32-byte array of0x00 to
produce a 32-byte masked value representing a password hash.
It sends the masked password hash to the PLC. In response, the
PLC acknowledges the authentication attempt as successful.

Authentication via SoMachine-Basic.The attacker can uti-
lize SoMachine-Basic to retrieve a control-logic from a target
M221 PLC and then decompile it to a source code in ladder
logic or instruction list. However, since the attacker overwrites
the password-hash with zeros in the PLC, SoMachine-Basic



cannot authenticate to the PLC. Our solution is to intercept the
message containing an arbitrary masked hash-code and modify
it with masked zeros. We utilize ARP-poisoning to test this
approach.

Figure 3 illustrates a series of steps to execute this at-
tack. The attacker starts the authentication process using
SoMachine-Basic. When SoMachine-Basic asks for a pass-
word, the attacker provides a random sequence of ASCII char-
acters. After SoMachine-Basic receivesm1from M221 PLC, it
sends a masked hash-code of the password to the PLC, which
the attacker intercepts and modi�es to a masked hash-code of
zeros usingm1 (received earlier) andm2 (acquired with the
masked hash-code). The attacker then forwards the modi�ed
message to the PLC, resulting in successful authentication by
SoMachine-Basic.

C. Attack Evaluation

Experimental settings.We utilize Schneider Electric's Mod-
icon M221 (�rmware v1.5.1.0 and v1.6.0.1) and SoMachine-
Basic (version 1.5 and version 1.6) to evaluate the attacks.
SoMachine-Basic runs on Windows 7 while the attackers
machine is a Ubuntu 16.04 VM. We use the Scapy packet
manipulation tool to implement our attack scripts in Python.

Dataset. We utilize 52 different password-protected control-
logic programs (including traf�c light, Hot Water tank, and
Temperature Control) for the evaluation.

Evaluation results.While executing the attacks, we overwrite
the memory region from0xd000 (where the zip-file
block is mapped) to0xe000 (the address after which the
code block is mapped). We observe that overwriting this
region (includingzip-file block) does not crash the PLC
or make it malfunction.

We evaluate and compare both Kalleet al. [5]'s attack
and our 0x00ed (ef�cient) attack on 52 different control logic
programs. Table IV (in appendix) shows their average values
of run time, write requests, failed authentication attempts, pay-
load size and attack success rate. It shows that 0x00ed attack is
150 times faster since it requires to perform the authentication
process only once and has zero failed-authentication attempts.
On the other hand, Kalleet al.'s attack has 2457 failed attempts
and utilizes 2458 write requests.

V. CASE STUDY II: SIEMENS S7-300

Siemens S7-300 is programmed with the help of SIMATIC
STEP 7(TIA Portal). It supports different programming lan-
guages including Ladder Logic, Function Block Diagram,
Statement List, standard language, sequential control, or status
graph. Like most of other PLCS, S7-300 also comes with
an option to set a password to disallow unauthorised access.
However, it allows the users to opt for either only write
protection or read/write protection. With write protection, the
users can upload projects without being authenticated. But
with the more strict read/write protection, the users must be
authenticated in order to upload a project from or download
it to the PLC.

Fig. 4. Siemens S7-300 authentication protocol

A. Authentication Protocol

The authentication protocol of Siemens S7-300 PLC is
described in Figure 4. The client sends an authentication
request message with an encrypted password. User password
is encrypted using a pre-shared key,KCP. Then, the PLC
responds with an error code; the value of which is zero if
successful and other values for failed authentication.

Since the authentication protocol does not utilize nonce
from both sides, it is vulnerable to replay attacks. Moreover,
the encryption algorithm used for protecting user password is
weak as described in Algorithm 2 (in appendix).
Encryption Algorithm. Algorithm 2 shows the weak encryp-
tion algorithm used in the authentication protocol. It takes
as input an 8-byte password (ASCII) and one-byte key. Each
character is substituted according to a substitution table, and
then XORed with the keyK for the �rst two characters. The
remaining characters are XORed withK andEi� 2.
Protocol Vulnerabilities. Besides the lack of nonce (V5)
which makes the authentication protocol vulnerable to replay
attacks, it uses a very weak encryption algorithm (V3) which
does not have suf�cient confusion and diffusion layers. Thus,
it is vulnerable to elementary known plaintext attack. If an
attacker acquires just one plaintext/ciphertext pair, she can
recover the secret key sinceK = Ei � Ni (for i ¡ 2). Since the
substitution is conducted byte-by-byte (more like one-to-one
substitution from an ASCII code to another code), it is trivial
to reverse engineer the substitution table.

The PLC uses small key space (V4), i.e., just 8 bits which
makes it susceptible to an exhaustive key search attack. Also,
it uses the same key (V6) for the communication.

B. MITRE ATT&CK on S7-300 PLC

Password cracking (T1110.002).We present two attack
scenarios that exploit primarily the vulnerabilities residing in
the authentication protocol's weak encryption algorithm.

Attack scenario I: subverting write-protectionThis attack
is applied to a PLC with the write-protection level. With write-
protection, the PLC requires authentication only for write
request messages allowing read request messages without au-
thentication. Therefore, an attacker can read the PLC memory
over the network that stores an encrypted password.

Since the attacker needs to compose and send a new read
request message to a target PLC, the attack requires the
capability of fabrication. Eavesdropping may be required too
if the attacker has to �gure out the IP address of targets on
the �y.

After reading the SDB0 block from a target PLC, the
attacker can extract the encrypted password and perform an



exhaustive key search to �nd the encryption key, thereby
acquiring the plaintext password.

Attack scenario II: subverting read/write-protectionWith
read and write protection, the PLC requires authentication for
both write and read requests. In this attack, the attacker's
goal is to get the plaintext password. The attacker waits and
eavesdrops the network until identifying an authentication
request message transferred to a PLC. Once the attacker
gets an authentication message, she can extract the encrypted
password from the authentication message and decrypt it by
an exhaustive key search.

C. Attack Evaluation

We performed our experiments on Siemens S7-300 (6ES7
315-2EH14-0AB0) on the latest �rmware v3.2.8 and v3.2.17
and TIA Portal version v13, v15, and v16. We reverse engi-
neered the substitution table (refer to Table V in appendix)
used in the weak encryption algorithm and implemented our
attacks in Python using the Snap7 library. The presented
vulnerabilities and attacks were all con�rmed successful and
we responsibly reported the issues to the vendor. The vendor
issued a security advisory including mitigation methods.

VI. CASE STUDY III: M ICROLOGIX 1100AND 1400
(DEFAULT)

We include two Allen-Bradley PLCs in our study from
the MicroLogix series, i.e., 1100 and 1400. Allen-Bradley
provides RSLogix 500 engineering software to con�gure and
write a control-logic program for these PLCs. RSLogix 500
sets a password on a control-logic program before download-
ing it to a PLC, which is then used for user authentication.
RSLogix 500 provides two password authentication options for
MicroLogix 1400, i.e., 1) Default, and 2) Enhanced Password
Security. TheDefault option has the same authentication
protocol as the older �rmware versions, whereas theEnhanced
Password Securityoption has a different protocol. This section
focuses on theDefault option applicable to both MicroLogix
1100 and 1400 PLCs to cover current and past �rmware
versions while Section VII covers theEnhanced Password
Securityoption.

RSLogix 500 allows a user to set 1)Master Password, 2)
Password, and 3)Subroutine Password. BothMaster Password
and Password allow access to the PLC whileSubroutine
Passwordis to protect the unauthorized viewing of selected
ladder logic �les. When a password is set, all subsequent
communications such as uploading or modifying the existing
program on the PLC are allowed after successful login.

A. Authentication Protocol

Both MicroLogix 1100 and 1400 PLCs support the PCCC
(Programmable Controller Communication Commands) net-
work protocol. PCCC is a command/reply protocol and is
transported over EtherNet/IP (ENIP), which is an adaption of
Common Industrial Protocol (CIP). PCCC consists of Function
Code (FNC) and PCCC Data. FNC for protected read and
write is 0xa2 and0xaa respectively. The sub-�elds ofPCCC

Data �eld for protected read and write function codes include
Byte Size(the number of bytes to read/write),File Number
(unique number identifying a �le of control logic),File Type
(which represents the �le content),Element Number(the slot
number of the PLC) andSub-element Number(word offset in
a �le) [17].

In MicroLogix 1100 and 1400, the authentication occurs at
the client-side (i.e., RSLogix 500). RSLogix 500 connects to
the PLC and sends a read-request message for the password at
the following �xed password location in the PLC memory: File
number=0x00 , File type=0x00 , Element number=0x0b , and
Subelement number=0x00 ). In response, the PLC sends a 10-
byte original password-hash (if “encrypt password” option is
enabled) or plaintext password. RSLogix 500 takes a password
from a user-input and compares it with the original password
to complete the authentication process. Note that the PLCs
do not authenticate users (i.e., server-side authentication),
allowing the attacker to read/write the PLC memory without
authentication.

Protocol Vulnerabilities. We exploit two main vulnerabilities
in this class of PLCs. First, the authentication gets done at the
client side (V2). Secondly, the password gets transmitted in
clear text if the user does not select “encrypt password” at the
time of setting it (V1).

B. MITRE ATT&CK on MicroLogix 1100/1400 (Default)

We discuss three attack scenarios to show the subversion
of client-side authentication, unauthorized resetting of PLC
password, and snif�ng password in transit.

Impair defenses (T1562). RSLogix enforces user-
authentication locally at its end. Both MicroLogix
1100 and 1400 allow reading/writing to their memory
without authentication. Since the PLCs do not perform the
authentication, they have to trust the remote communication
party such as RSLogix, which poses an exploitable
vulnerability; the attacker can act like a trusted party to
initiate the communication and read/write to the PLC
memory.

To exploit this vulnerability, the attacker utilizes the PCCC
protocol of MicroLogix family to read from or write to the
PLC using the PCCC addressing, i.e., File number, File type,
Element number, Subelement number, along with the read and
write FNC codes.

Unauthorized password reset (T1098).The authentication
protocol requires the password location to be �xed and hard-
coded so that RSLogix can read the current password remotely
for the authentication. However, the attacker can use this
information to reset the password since the PLCs do not
authenticate remote-clients.

We analyze the password location in both PLCs' memory
and determine that the current password is present in three
memory locations of Micrologix 1400, de�ned in PCCC ad-
dressing (File number, File type, Element number, Subelement
number). The PCCC addresses are: 1)00 00 00 00 , 2) 00
00 0b 00 , 3) 00 03 0b 00 . When a user sets a password,



it is �rst written at location 3. For Micrologix 1100, the initial
location is00 02 0b 00 .

Determining the password location.We write a program,
disable the “encrypt password” option to transfer the password
in plaintext, set a password and download the program to
the PLC. At the same time, we capture the traf�c using
Wireshark packet analyser. We �nd the packet that has the
password string and check the PCCC addressing to identify
the password address in the PLC's memory. Among the three
password locations listed above, our network traf�c shows that
location (3) is where it is actually written when you set/reset
the password.

Figure 9 (in appendix) shows part of the PCCC download
messages for MicroLogix 1400 (Default). Figure 9(a) shows
writing a new program without encrypting the password while
Figure 9(b) shows with encrypted password.

Resetting the password.Figure 10 shows the crafted pass-
word reset message sent by the attacker to MicroLogix 1400
PLC. Note for MicroLogix 1100, only the File type would
change in the crafted message. Since the password hash
algorithm is unknown, the attacker downloads a program with
her password to her PLC and captures the password hash
from the network traf�c. She then replaces the original hash
with her password hash in the target PLC using our crafted
write-message containing the attacker's hash and its memory
location.
Network snif�ng (T1040). The authentication or password
set/reset protocol does not encrypt the password in transit,
allowing the attacker to eavesdrop the password in plaintext
or hash-code if the “encrypt password” option is enabled.
Credentials from password stores (T1555).If the project
downloaded on the PLC does not have “encrypt password”
enabled, the attacker can read the plaintext password remotely
in two ways. 1) By simply connecting to the PLC through her
engineering software(since the PLC sends the password as a
result of read requests generated by the engineering software
after it goes online), 2) By sending a crafted read request for
the locations(mentioned before) which contain the password.

C. Attack Evaluation

Experimental settings. We evaluate the attacks on Mi-
croLogix 1400 Series B (�rmware version 15.000 and version
21.006), MicroLogix 1100 Series B (�rmware version 16.000)
and RSLogix 500 (version 9.05.01 and version 12.00.01).
RSLogix 500 v9.05.01 and RSLogix 500 v12.00.01 run on
Windows 7 VM and Windows 10 VM, respectively, while the
attacks run on Ubuntu 16.04 VM.
Datasets.We utilize 27 password-protected control-logic pro-
grams for MicroLogix 1100 and 1400. These programs target
different physical processes such as traf�c light, conveyor belt,
elevator, etc.
Evaluation result. Our evaluation achieves reading and writ-
ing to the PLCs without authentication and resetting their
passwords in about 7 to 8 seconds. We also notice that
increasing the data size to be read from or written to the

Fig. 5. MicroLogix 1400 (Enhanced Password Security) authentication
protocol

PLCs do not signi�cantly affect the run-time of the pro-
gram. We perform the attacks on MicroLogix 1400 Series B
(�rmware version 15.000 and 21.006) and con�rm that the
latest �rmware version is vulnerable if the default option is
selected. However, the vendor has patched these vulnerabilities
in the latest �rmware by adding another controller type for
MicroLogix 1400 with “Enhanced Password Security.”

VII. C ASE STUDY IV: M ICROLOGIX 1400 (ENHANCED

PASSWORDSECURITY)

A. Authentication Protocol

For MicroLogix 1400 with enhanced password security, the
authentication gets done at the server-side unlike its default
security option. Figure 5 shows the authentication process
that takes place when the engineering software (RSLogix 500)
attempts to connect to the PLC. First, the engineering software
sends an authentication request (auth req) which prompts
the PLC to respond with a random number (RP). Then the
engineering software sends the encrypted password which we
assume is an encryption function of the password, usingRP as
an encryption key. We �gure this out by launching a man-in-
the-middle attack and manipulating the random number to one
taken from an old network traf�c. We observe that the third
message (3 ) is the same for the same password and the same
RP, which means a client nonce is not used. It changes only
when 1) the value ofRP changes 2) the value of password
changes. The PLC responds witherror code the value of
which is 0x00 for successful authentication and otherwise
for failed authentication.
Set/reset password protocol.The protocol for setting a
password is similar to the authentication process. Figure 11
(in appendix) shows the protocol for writing a password to the
PLC. First, the engineering software initiates an authentication
process by sendingmsg 1 (refer to Figure 12 in appendix for
the actual PCCC messages transferred). The PLC responds
with a 20-byte random number (RP). Then the engineering
software sends a 40-byte response, the �rst 20 bytes of which
is an encryption function of old password, usingRP as an
encryption key. The next 20 bytes are an encryption function
of new password, usingRP as an encryption key. We �gured
out this information by launching a MITM attack and updating
the value ofRP being sent from the PLC to the engineering
software with one taken from a previous network traf�c. We
realized that the 40-byte response was the same as the one
observed in the previous traf�c for the same password. We
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then kept the sameRP value and changed the value of the
40-byte response from the engineering software. We realized
that the PLC did not let us update the password. So we again
updatedRP to one taken from a previous network traf�c and
changed the value of the password we were trying to set from
the engineering software. We observed that the second chunk
of 20 bytes in the 40-byte response changed according to the
new value of password.
Protocol Vulnerabilities. Despite the fact that a server nonce
is used, this PLC has a weak encryption scheme for set-
ting/resetting the password (V3).

B. MITRE ATT&CK on MicroLogix 1400 (Enhanced Pass-
word Security)

With a server nonce involved, an attacker cannot simply
replay an authentication code previously captured. To attack
MicroLogix's enhanced password security protocol, we as-
sume an attacker with all the capabilities of our adversary
model (i.e., eavesdropping, fabrication, and interception). The
attacker's goal is to modify the password of a target PLC by
interfering with the password set/reset protocol.
Man in the middle (T0830). The attacker's goal is to be
able to overwrite the authorised password reset request with
her own value. So, she poisons the ARP cache of the RSLogix
software and MicroLogic 1400 PLC and intercepts the network
traf�c in between.
Transmitted Data Manipulation (T1565.002). After taking
the role of man-in-the-middle, the attacker is able to manipu-
late the data in transit between RSLogix 500 and the PLC to
launch her Denial of Serivce attack.
Endpoint Denial of Service (T1499). In this attack, the
attacker makes a PLC inaccessible by overwriting the original
password of a PLC with a garbage value. Figure 6 shows
the attack sequence. The attacker sits at a man-in-the-middle
position between MicroLogix 1400 and RSLogix 500, waiting
for a �eld engineer to set/reset the password of the PLC.
The attacker sniffs the client's authentication request (1 )
and the PLC's response (2 ). Then, she intercepts the third
message (3 ) containing the 20-byte authentication code (i.e.,
E(pwd,RP)) and the 20-byte (encrypted) new password (i.e.,
E(new pwd, RP)), and replaces the new password (the second
20-byte) with a random numberN ( 4 ). Since the authentica-
tion code is correct, the PLC will process the password reset
request and overwrite the current password with the output
derived from the decryption function ofN. SinceN is a random

number, the decrypted output will be a garbage value which
would not represent an ASCII string known to the user(or
attacker). This version of PLC does not provide a factory-reset
feature for clearing its memory. Hence, this attack makes the
PLC permanently unusable (even the attacker cannot access
it).

C. Attack Evaluation

We performed our experiments on RSLogix 500 (version
12.00.01) and MicroLogix 1400 (�rmware version 21.006)
for evaluating the attacks. The engineering software runs on
Windows 10 while the attack scripts run on Ubuntu 16.04
VM. We use Scapy as our packet manipulation tool. After
evaluating the protocol on different control logic programs we
performed the attack and con�rm that it was successful since
it did not allow us to login with the password set originally.

VIII. C ASE STUDY V: CLICK PLC

AutomationDirect's CLICK PLC is programmed using
CLICK programming software in ladder logic. The PLC
also has the option of protecting the read/write operation
from unauthorized users. The engineering software is used
to download a control logic program with a password into
the PLC. Subsequent read/write operations can be done after
successful authentication only. Unlike other PLCs in our study,
CLICK PLC uses User Datagram Protocol (UDP) for the
transport layer.

A. Authentication Protocol

Figure 7 shows the protocol for authenticating from the
CLICK programming software to the PLC.

First, the engineering software sends the password to the
PLC in clear text. The initial response to the authentication
request is the same regardless of the correctness of the entered
password. The engineering software follows with requesting
a1 to which the PLC responds with anerror code. The
value of error code is 0x0000 if the authentication is suc-
cessful and otherwise for failed authentication. The value of
error code is followed by the entered password in the same
message. If the authentication is successful the communication
with the PLC proceeds and the engineering software can
perform upload/download operations.

We derive information about the protocol �elds via differ-
ential analysis of the network traf�c generated by different
control logic programs for upload/download and authentication
operations. To summarize, the �rst four bytes(0x4b4f5000 )
in the UDP payload of all messages exchanged between the
PLC and the engineering software are proprietary and stay
constant. The �fth and sixth bytes identify the transaction ID
the value of which is initiated by the engineering software and
increments with each packet sent to the PLC. The response to
a particular request packet can be determined by matching the
transaction IDs. The next two (seventh and eighth) bytes are
some sort of a checksum of the payload. We, however, did not
reverse engineer the algorithm of the checksum. The ninth and
tenth bytes contain the length of the payload. Finally, the rest
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of the bytes are reserved for the actual data that gets transferred
which we now refer to as CLICK data. We also determine that
the �rst two bytes in the CLICK data remain constant for all
the messages. For upload and download messages, the third
byte in the CLICK data is0x65 . We also �nd out that the
fourth byte in the CLICK data is0x04 for upload messages
and0x05 for download messages.
Protocol Vulnerabilities. Our attacks exploit two vulnerabil-
ities in the PLC. The �rst one, Information Disclosure (V1),
exists because of two reasons. 1) The password gets transmit-
ted in clear text to the PLC, and 2) The PLC stores sensitive
information (e.g., last entered password) in credential stores
thereby allowing remote attackers to read the information.
The second vulnerability exists because the PLC does not
authenticate users per session (V7).

B. MITRE ATT&CK on CLICK PLC

Network snif�ng (T1040). The �rst attack scenario requires
only the eavesdropping capability in which the attacker can
passively sniff the network traf�c. Since the password gets
transmitted in clear text, an attacker can eavesdrop the network
traf�c going from the engineering software to the PLC and
acquire the password at the time of authentication as well
as downloading a password-protected program. In Appendix,
Figure 13(a) shows the write request message containing the
password in clear text at the time of downloading the program
while Figure 13 (b) shows the message being sent from the
engineering software to the PLC at the time of authentication.
Credentials from password stores (T1555).The second
case of attack requires only the fabrication capability. We
found that the third message of the authentication process
( 3 a1 req), which prompts the PLC to send theerror code
along with the entered password, is the same for different
sessions and control logic programs. Surprisingly, one can
directly send thisa1 req message to a PLC skipping the �rst
request/response messages (1 and 2 ), and the PLC responds
with the password in the �rst request message (1 ) of the
most recent authentication. That means an attacker can send
an a1 req request to the PLC and determine the last entered
password and whether it was correct or not by checking the
value oferror code. Figure 14 (in appendix) shows the request
and response messages captured during the attack.
Impair defenses (T1562).We found from our network anal-
ysis of the protocol that the PLC does not authenticate a user
per session. If a user in one protocol session is authenticated

to a PLC, a global-state indicating successful authentication
in the PLC considers all the requests as authenticated while
the initially authenticated session is alive. This vulnerability
allows an attacker with fabrication capability to read or modify
the control logic of a PLC. The simplest way to exploit this
vulnerability is using an attacker's engineering software at the
time a legitimate user is logged in. The attacker can engineer
the PLC until the legitimate user disconnects from the PLC.
Initially, this vulnerability allowed us to access the PLC only
until the legitimate user is connected to the PLC, but we found
a way to retain the access even after the legitimate user discon-
nects. Once the attacker exploits the mentioned vulnerability
and gains access to the PLC, she sends a specially crafted
write-request packet to the PLC that essentially changes the
PLC's protection-level to no-protection, allowing the attacker
to read/write the PLC without authentication.

C. Attack Evaluation

We evaluate our attacks on the latest �rmware of CLICK
PLC (v2.60) and the latest programming software (v2.60).
The programming software runs on Windows 10 VM while
the attacker scripts run on Ubuntu 16.04 VM. Finally, we
implement all of our attacks using Python and/or Scapy. We
ran our attacks for different control logic programs and found
that our attacks worked successfully for all of the programs.
We have made a responsible disclosure of the vulnerabilities
and the vendor has patched the vulnerabilities.

IX. D ISCUSSION ONAUTHENTICATION PROTOCOLS

Table III (in Appendix) presents a comparison of the iden-
ti�ed vulnerabilities in the PLCs of our study (discussed in
Section III-D), along with the affected PLC �rmware versions.
It depicts that the vulnerabilities exist across multiple vendors
showing evidence of the bad-design practices in ICS industry
for the proprietary PLC authentication-protocols.

Fundamental Design Issues.The act of authentication is
proving an assertion of identity. It often involves a pair of
user ID and password in typical IT domains. We identify three
fundamental design issues in the authentication protocols that
are common in the PLCs of our study, representing a general
trend in PLC design across several ICS vendors.

Single user authentication.The PLCs utilize only a sin-
gle password without identi�cation data (such as username),
essentially authenticating a single user group sharing the
password. Thus, a PLC considers the communicating user as
an authorized entity if the user knows the correct password. It
opens a security hole since �ne-grained access-control cannot
be applied with a single user setting.

One-way authentication.The PLC authentication proto-
cols support only the client authentication based on a user
password. The PLCs as a server do not authenticate client
applications such as engineering software. Thus, the client-
only authentication allows an attacker to utilize a rogue PLC
to disguise control center services. (see appendix for more
information about rogue PLCs).



Unprotected write.Some PLCs like Modicon M221 support
read-protection only and allow write-operations without au-
thentication, allowing users to recover the PLCs by overwriting
PLC con�gurations if they forget the password. However, if
a PLC enforces both read and write protection and the users
forget the PLC password, there is no ordinary way to recover
the PLC, causing the loss of remote access to the PLC.

Furthermore, read-protection in PLCs can be considered
more critical than write-protection in some situations. For
instance, if the control logic of a PLC is changed in an
unauthorized way, the modi�cations could be detected [18]–
[20]. However, suppose the attacker reads the control logic
without tampering with the existing PLC settings. In that case,
it is stealthy and may help to craft a tailored cyber-weapon in
further attack stage [2]).
Mitigation. The fundamental solution would be completely
redesigning the protocols, but this would incur a high cost
and may have backward compatibility issues [21]. Moreover,
ICS devices are usually not patched on time and have a
very long life-cycle compared to common IT devices [22].
Therefore, we should expect that insecure legacy devices will
keep participating in a real-world ICS environment for a long
time. In this regard, network detection can be seamlessly
integrated into the existing ICS setting. In particular, control
logic detection [6], [23] and veri�cation [24]–[33] can be
utilized to alleviate current situation. Partitioning the memory
space and enforcing memory access control [34] can also
prevent some password modi�cation attacks. For example,
the password reset attacks on Modicon M221 PLC overwrite
some memory regions with an attacker's password hash. If
the memory region is con�gured as read-only, then the attacks
would fail.

Other suggestions include employing standard cryptography
methods such as digital signatures (for messages such as
control logic manipulation, password reset, etc.), increasing
the key length to 256 bits (for long term protection against
brute-force attacks) [35], using network monitoring tools like
Snort [36], ArpAlert [37] and ArpWatchNG [38] (for detection
and prevention of the attack involving MITM). But perhaps
the best solution would be to prevent direct access to the
SCADA devices by means of having a Demilitarized Zone
(DMZ) that separates the Information technology (IT) domain
from Operational Technology networks [39]–[41].

X. RELATED WORK

While the existing literature presents a wide-range of recent
ICS attacks [4], [5], [23], [42]–[58], this section covers the
PLC authentication attacks that are closest to our study. The
current work focuses on demonstrating one particular attack
using one vulnerability in a PLC [59]–[61]. On the other hand,
we systematically study PLC authentication protocols of four
major vendors' PLCs using the MITRE ATT&CK framework
and identify several vulnerabilities and attack vectors to un-
derstand the design-issues of the proprietary protocols.

Wardaket al. [59] investigated access control vulnerabilities
focusing mainly on password based access control in Siemens

S7-400 PLC. They showed how passwords are stored in the
PLC memory, how they can be sniffed and cracked etc and
carried out attacks on ICS setup such as replay, PLC memory
corruption, unauthorised password updating.

Similarly, Sandruwanet al. [60] present how an attacker
can bypass login to change the register values of the PLC
by simply injecting a worm in one of the PCs connected
to the PLC network. They also propose a direct attack on
the authentication mechanism of Siemens PLCs. They suggest
replaying the authentication request messages containing the
original password hash in order to successfully authenticate
as an attacker. They also suggest using a password dictionary
to generate a list of hashes and then comparing with the
one captured in the network traf�c. If a match is found,
the attacker can use the corresponding plaintext word to
authenticate herself with the PLC.

Grandgenetteet al. [61] discover authentication bypass
vulnerabilities in RSLogix 5000 software and ControlLogix
5573 PLC by examining the Common Industrial Protocol in
the network traf�c and reverse engineering the RSLogix 5000
software using IDAPro. They discover that the authentication
is based on a challenge response mechanism and the 2058
bit RSA key used to decrypt the challenge is hard coded into
RSLogix 5000 software. They reverse engineered the RSLogix
5000 software and �gured out the entire authentication process
and were able to replicate it using their own code in order to
communicate with the PLC. Our work relies solely on network
traf�c examination to identify the authentication vulnerabilities
unlike this one which also uses tools like IDAPro to reverse
engineer the engineering software binary �le.

XI. CONCLUSION

This paper presented an empirical study of the authentica-
tion mechanisms in �ve PLCs of four ICS vendors: Schneider
Electric's Modicon M221, Allen-Bradley's MicroLogix 1100,
and MicroLogix 1400, AutomationDirect's CLICK PLC, and
Siemens' S7-300. It identi�ed eight vulnerabilities in password
authentication protocols and evaluated them using proof-of-
concept exploits derived from MITRE ATT&CK knowledge
base of adversary tactics and techniques. The study utilized
network traf�c examination to explore the internals of propri-
etary protocols and showed evidence of signi�cant weaknesses
in the ICS industry's design practices across four vendors.
The sole reliance on network traf�c for exploit development
makes our study practical for real-world scenarios. It further
provided recommendations to improve the authentication pro-
tocols based on the study �ndings.
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[32] B. F. Adiego, D. Darvas, E. B. Viñuela, J.-C. Tournier, S. Bliudze, J. O.
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APPENDIX

A. MITRE ATT&CK for Exploitation

We have created several exploits of these vulnerabilities
and evaluated them successfully on their respective PLCs.
Figure 8 illustrates our attack model where the attacker is in
control center and can communicate with PLCs at �eld sites.
Table II summarizes and compares eight attack instances on
target PLCs. The attacks are obtained from MITRE ATT&CK
knowledge base of adversary tactics and techniques [12]. They
are discussed as follows under the given ICS context.
T1555 - Credentials from password stores.The attacker
can send a crafted request to read the cache containing the
last entered password.
T1040 - Network snif�ng. The attacker can sniff the network
traf�c at the time of authentication and/or downloading a
project and obtain credentials in clear text.
T1098 - Unauthorised Password Reset.The attacker sends
a crafted request to reset the password with her own.
T1562 - Impair Defenses. The attacker comes up with
a technique to impair preventive security controls such as
authentication.
T1110.002 - Password Cracking.The attacker exploits the
vulnerabilities(mentioned ahead) to crack the password if she
is able to sniff the network traf�c.
T0830 - Man in the middle (MITM). The attacker sits
between the machine running the Engineering Software and
the PLC by poisoning the ARP cache of the two machines to
manipulate data.
T1565.002 - Transmitted data manipulation.The MITM
attacker sniffs and manipulates the data in transit(including
password hash) at the time of downloading a password pro-
tected project.
T1499 - Endpoint Denial of service.The MITM manipulates
the �elds containing the password hash and makes the PLC
inaccessible exploiting a lack of factory reset feature.

B. Rogue PLCs

A rouge PLC can be a PLC compromised remotely by an at-
tacker or a PLC that an attacker slips into a target environment.
Speci�cally, Siemens S7-1500 PLCs have a built-in private key
for authentication. However, the engineering software cannot
detect a rogue PLC since all PLCs of the same model and
�rmware version share the same private key [62]. The attacker
can also reverse engineer the PLC �rmware to extract the
private key to use it in other PLCs. Moreover, a rogue PLC can
also be a software-based implementation (virtual PLC). Kalle
et al. [5] utilize a virtual PLC to hide an infected control
logic in a target PLC from a legitimate engineering software
in real-time.

C. Vulnerability Disclosure

We responsibly disclosed all vulnerabilities to respective
vendors by August 2020. Siemens, Allen-Bradley, and Schnei-
der Electric released �rmware patches and issued CVEs within

three months. AutomationDirect released the patches in Febru-
ary, 2021.

Fig. 8. Attack model illustration

Algorithm 1 Pseudocode for Password Reset Attack
1: zero 128 byte array of 0x00
2: startAddress 0xd000
3: endAddress 0xe000
4: o f f set startAddress
5: maxSize 128 // maximum payload length of M221
6: while o f f set6= endAddressdo
7: Send a write request(addr:offset, size:maxSize, pay-

load:zero)
8: o f f set o f f set+ maxSize
9: end while

10: m1 Requestm1 from PLC
11: m2 Random number between 0-255
12: hashSize 32 // SHA-256
13: for i = 0 to hashSize-1 do
14: maskedHash[i] m1� m2
15: end for
16: Send an authentication request(m2,maskedHash) to PLC

Algorithm 2 Pseudocode of the weak encryption algorithm
Input: password (P0...P7), K (whereK is one-byte secret key)
Output: encryptedpassword (E0:::E7)

1: for i = 0 to 7 do
2: Ni = Substitute(Pi)
3: if i ¡ 2 then
4: Ei = K � Ni
5: else
6: Ei = K � Ei� 2 � Ni
7: end if
8: end for
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! auth_req
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# E(pwd, RP), E(new_pwd, Rp)

$ auth_resp, error code

Fig. 11. MicroLogix 1400 (Enhanced Password Security): Password set/reset
protocol

UDP Payload

Protocol
Signature

Transaction ID

Checksum

Data 
Length CLICK Data starts from a fixed byte pattern 4d:01

65:04 represents Upload
65:05 represents Download

Protection mode
Password in plaintext

47:00 indicates authentication request message

(a) Download message containing password in plaintext

(b) Authentication request message containing password in plaintext

Password in plaintext

Fig. 13. CLICK password exposure-1 (eavesdropping)

Password in plaintext

43:00 indicates a message requesting last entered password

43:0a indicates a response containing last entered password

0x00: password was correct / 0x82: password was incorrect

(a) Message requesting last entered password

(b) Response message containing last entered password

Fig. 14. CLICK password exposure-2 (fabrication)

Start
PCCC

Command Code: Request

FNC: Write 
w/ 3 addr.

File type & number

Element num

Plaintext Password for ‘123456’ (ASCII)

Encrypted Password (10-byte)

(a) PCCC download message with plaintext password

(b) PCCC download message with encrypted password

Sub-element
number

Fig. 9. MicroLogix 1400 (Default): PCCC messages for downloading a
password-protected PLC program

Request File type & number Element/Sub-
element number

Write

Attacker’s Password (encrypted)

Fig. 10. MicroLogix 1400 (Default): password reset attack

Request FNC: read Data size File type & number
Element & sub-

element numbers

Command Code: response20-byte random number (RP)

Write w/ 2 addr. File type & num / Sub-elementAuthentication code
! "#$!"#% &!

New password: ! "#$$%&% &!

ResponseStatus Code: success

Transaction ID

(a) Authentication request (msg !)

(b) Response with a random number (msg ")

(c) Send authentication code with new password (msg #)

(d) Response with authentication result (msg $)
Fig. 12. MicroLogix 1400 (Enhanced Password Security): PCCC messages
for password reset

Modbus Application Protocol (MBAP) Header
Modbus Function 
Code: 90 (Unity)

Byte pattern 00:03:00 indicates a m1 request message 
(a) m1 request message (msg !)

(b) m1 response message (msg ")

Byte pattern fe:13 indicates a m1 response message

m1 is at a fixed byte offset 0x49 in Modbus PDU

m2 6d:05 indicates a message with authentication code

Authentication code: m1 # m2 # pwd_hash (sha-256)

(c) Authentication code from Attacker’s engineering software (msg $)

Authentication code: m1 # m2 
(d) Authentication code to PLC  (msg %)

m2

Fig. 15. Authentication with zero-bytes hash
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