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Abstract—Wireless Sensor Networks (WSNs) facilitate efficient
data gathering requirements occurring in indoor and outdoor
environments. A great deal of WSNs operates by sensing the
area-of-interest (AOI) and transmitting the obtained data to a
sink/(s). The transmitted data is then utilized in decision making
processes. In this regard, security of raw and relayed data is both
crucial and susceptible to malicious attempts targeting the task of
the network which occurs on the wireless transmission medium. A
node, when compromised, may deliberately forward data packets
selectively. When this happens, nodes adjacent to the malicious
nodes cannot identify the malevolent node and mitigate the effects
of the attacks. In this study, we introduce a fuzzy path selection
approach that efficiently mitigates single selective forwarding
attacks in WSNs. Performance of our proposed approach and
its evaluations are simulated and obtained. Our experimental
results show that our approach is an effective solution to serve
as a defense mechanism in terms of the efficiency metrics, such as
Half of the Nodes Alive (HNA), Total Remaining Energy (TRE),
and Packet Drop Ratio (PDR).

Index Terms—fuzzy path selection, selective forwarding, rout-
ing security.

I. INTRODUCTION

Wireless Sensor Networks (WSNs), that nowadays consist
of thousands of tiny wireless sensing units, became avail-
able due to the technological progresses in Micro Electro-
Mechanical Systems (MEMS). These wireless sensing units
have assorted components such as a wireless antenna, a micro
processor, a circuitry for connecting components, different
types of sensors per usage purpose, and a power unit [1]. An-
other advancement has occurred in mobile applications which,
together with the propagation of diverse transmission channels
[2], has also given birth to the Internet of Things (IoT) concept
today. Privacy, security and trust issues become remarkably
important due to this changing environment. Security of raw
and relayed data should be provided because most WSNs
carry out mission-critical tasks, such as health monitoring or
surveillance applications. WSNs use the wireless medium for
transmission and this results in unique vulnerabilities that are
not present in wired networks. The basic problem arises from

ineffectively protected wireless medium.
In WSN context, wireless units are expected to be trustful

in transmitting data packets to the intended receiver. However,
a malicious unit may selectively forward received or obtained
packets. This attack type is called Selective Forwarding (SF)
[3]. In this case, required packets may not reach the intended
destination due to a victorious attack. Additionally, nodes
that are adjacent to the compromised node hardly identify
the attack since packets are forwarded partially. This is a
hidden problem for mission critical applications that rely on
the underlying WSN routing infrastructure. In an effort to
address this problem, we exploit the power of Type-I fuzzy
sets and introduce a fuzzy path selection approach in order to
mitigate SF attacks occurring in WSNs. Our approach seeks to
determine a mitigation route among possible candidate routes
considering two fuzzy input descriptors. These descriptors are
chosen so as to balance the energy consumption of the network
and obtained experimental results corroborate the effectiveness
of our approach.

The remainder of this study is as follows: in Section II,
domain information about SF attack type together with related
work are presented. Then, our fuzzy path selection approach is
discussed in Section III in detail. Thereafter, our contributions
and operation of the methodology are explored by experiments
in Section IV and eventually in Section V, we conclude our
study and state possible research directions.

II. BACKGROUND

WSNs substantially deviate from wired systems when se-
curity architecture and network layer characteristics are taken
into account. Therefore, definitions about security necessi-
ties and threat model in this study are depicted in compli-
ance with [4] and [5]. A secure WSN should demonstrate
security features such as Non-Repudiation, Confidentiality,
Freshness/Timeliness, Integrity, Availability, Authentication,
Authorization, and Time-Dependent Secrecy. Confidentiality,
Integrity, and Availability goals constitute what is often named
as CIA triad [6]. These three goals are must for a WSN in order
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for it to be called as secure. For this reason, integrating these
requirements at initial design phase is a desired advantage.

SF attacks are among the routing attacks which take place
when packets are routed in the network [7]. In security attack
context, there are various routing attacks such as Sybil Attacks
[8][9], Sinkhole/Blackhole Attacks [10], or Wormhole Attacks
[11][12], when we want to name some. However, due to page
restrictions, we will not elaborate into the specifics of these
attacks. A comprehensive study on protocol (ZigBee) security
structure can be found in [13]. As depicted in these studies,
the main weakness in WSNs emerges from the deficiency in
securing the transmission medium.

The consequence of SF attacks is the loss of packets without
knowing which node/s in the crowd has/have caused the
problem. Prior to this study, in our analysis about the impact
of routing attacks in [14], we intuitively deduce that defending
against selective forwarding attacks may result in more energy
consumption and less accuracy in WSN efficiency. This study
is the result and addressing of this initial intuition. Many
solutions have been proposed so far to defend the network
against SF attacks. In the rest of this section, we briefly
elaborate a few existing ones in the literature.

In [15], geographic routing [16] approach is combined with
watermark-based approach [17] in order to obtain efficiency
against SF. A secure routing path is determined by imple-
menting geographic routing and malevolent nodes are isolated
by utilizing watermarks. However, energy consumption and
transport delays are the drawbacks of this approach. Moreover,
the approach is also open to SF attacks occurring in later stages
since node/s may be compromised after a secure route setup,
which inadvertently falsifies the regular packet delivery ratio.

The approach in [18] is especially appropriate for hierarchi-
cal protocols. The mechanism proposes to utilize watchdogs in
order to follow up transmission among nodes. These watchers
trace the packet rate from adjacent nodes and data is first
collected and thereafter analyzed in a probabilistic manner.
The problem in this approach lies in the scalability aspect.
When the number of nodes increases, there is also a need for
increasing the number of watchdogs.

Geethu et al. proposed a multi-path routing [19] which can
effectively reduce the chance of packet loss when packets are
routed through paths without intersection. In this mechanism,
a wireless node eavesdrops on the communication of adjacent
nodes. When a packet is dropped, another distinct path is
chosen in order to send the remaining packets. This approach
can reduce packet drop rate by avoiding malfunctional nodes
along the routing path. However, this approach requires nodes
to have multiple transceiver units activated, which as a results,
augments the consumed energy in the network.

Gulhane et al. proposed to incorporate security into multi-
path routing [20]. In this study, MD5 authentication is utilized
for identity confirmation and encryption is employed for multi-
path security. Nevertheless, implementing encryption in the
routing stage can cause excessive cost both before and at the
time of data exchange. In addition, there are no simulations
or experimental result provided for supporting the proposed

mechanisms and algorithms behind them.
In the work of Mathur et al. [21], a sequence number-

based SF detection method is proposed. In their WSN rout-
ing mechanism, nodes and the sink are using pre-negotiated
packet sequence numbers which increase consistently during
all packet transmissions. Therefore, a node can easily detect if
its neighbor does not forward a packet to the next hop. When a
selectively forwarding node is identified, a new path seeking
process will be triggered to avoid the SF node for further
transmission. However, this method assumes all nodes are able
to monitor the transmissions from their neighbor nodes, which
may not be the case in most networks.

As stated in the previous paragraphs, there are various
studies proposed to defend against SF attacks, however each
has its own pros and cons. Data acquisition from sensor nodes
and conveying the obtained data towards the desired places
are expensive operations regarding the consumed energy in
especially the presence of SF attacks. Fuzzy methodologies
in this fied have cropped up for the purpose of reducing
this excessively consumed energy. Fuzzy processing has
drawn attention in research community because of its direct
relation with energy-efficiency and relaxation. Now in the
next section, we describe our fuzzy path selection procedure
which efficiently mitigates SF attacks.

III. METHODOLOGY

SF attacks are mitigated by the utilization of a two-phase
procedure. In the first phase, compromised node is detected
and in the second phase new disjoint routing path is generated
by the utilization of fuzzy rules. For the detection phase, we
follow the approach as defined in [21] by using sequence
numbers with the following features:

• No modification is done on the routing protocol since
the data transmission request initiates at any source node
when compared to the situation in medical WSNs which
is a special case of a general WSN architecture (The
sender of RREQ packet is the source node and the sender
RREP is the destination node).

• Sequence numbers are appended into the transmitted
packets as defined in the original study.

In normal operation, whenever a wireless node has any
detection to send to the base station, it sends a RREQ destined
to the base station and waits for the RREP packets. According
to the received RREP packets, it sets up a route considering
the shortest path and initiates data transmission. When an SF
attacks occurs, this sender node is unaware of the situation
since it has no chance of detection. This is the point which
requires the inclusion of the sink. The sink can deduce that
the system is under SF attacks by examining the sequence
number of received packets. If there is an ongoing SF attack,
the received sequence numbers will differ from what it should
really be. Here, it is wise to state that this difference can
also be the result of bit errors. For this case, a threshold can
be set in an effort to distinguish SF attacks from bit errors.
However, the discrimination of an SF attack from bit errors



is beyond the scope of this study and if there is a difference
between sequence numbers by 5%, we assume that this is only
because of a successful selective forwarding attack. When the
sink detects the attack, it broadcasts a control packet together
with a new RREP packet to the source and initiates the route
set-up procedure again. This is where the mitigation process
actually commences.

A. System Model

Before explaining the second phase of the proposed miti-
gation procedure, specifications of the system model that are
employed for WSN infrastructure and our assumptions are as
follows:

• All nodes (including the base station) are identical, sta-
tionary, and deployed randomly.

• The sink and data sender node (the source) are assumed
to be trustful.

• All nodes have the same amount of energy initially when
they are deployed and the total battery-power of a node
is modeled as one (1) joule (j).

• Wireless units are able to tune transmission power ac-
cording to the distance of the target untis.

• Selective forwarding attack does not occur in a collabo-
rative manner (There can be a single malicious node in
the network at any given time).

• Distance between units can be figured out taking the
received signal strength into account.

B. Fuzzy Path Selection (FPS) Algorithm

The Fuzzy Path Selection (FPS) Algorithm is designed
by taking two crucial factors into account. The first factor
is energy-efficiency, and the second one is simplicity in the
computational sense. It is a distributed approach since there
is no need for the inclusion of sink in order to generate
disjoint paths. The sink is only included in the broadcast
of control and RREP packets so as to declare the malicious
node to the network and initiate a new route set-up procedure
by the source node. Motivation behind this approach is to
minimize and balance the energy consumption due to mul-
tiple transceiver unit activations through an efficient candidate
disjoint path generation. FPS considers two fuzzy parameters
in the selection of disjoint paths, namely average link residual
energy and relative hop count. FPS exploits these parameters
with the power of fuzzy logic in calculating the candidate route
chance values. With the use of fuzzy descriptors, uncertainties
and dominance of a single parameter are handled in a powerful
manner when compared to assigning weights to each of them.
Operation of the FPS procedure is explained in Algorithm 1
in a pseudo-code manner. Chr , AvEr , and Hcr represent
the candidate chance value, average link residual energy, and
hop count a particular route r, respectively.

The detection of an SF attack occurs in the sink, however
the actual mitigation process is triggered in the node. Being
aware of a SF attack by a control packet, source node starts to
collect RREP packet which is broadcast and addressed to itself
by the sink. In path selection operation, source node generates

Algorithm 1: FPS Protocol
Input: Route/s (RREP packet/s)
Output: The Mitigation Route (MR)

1 Th (Threshold value) ← 1
2 MR ← NULL
3 Enum(Routes)
4 foreach route i ∈ Routes do
5 if [MaliciousNode ∈ i] then
6 Routes← Routes− i

7 if (Count(Routes)<Th) then
/* use the same route since there is no other

route */

8 MR← CurrentRoute
9 EXIT

10 else if ((Count(Routes) = Th then
/* use the single new route */

11 MR← SingleNewRoute
12 EXIT
13 else
14 foreach route i ∈ Routes do
15 By using fuzzy inputs, generate crisp Chi

16 CandidateRoutei (Idi, Chi, AvEi)

17 MR ← CandidateRoute1
18 for i = 2 to Count(Routes) do
19 if (Chi <ChMR) then

/* do nothing; MR does not change */

20 else if ((Chi = ChMR) and (AvEi ≤ AvEMR))
then

/* do nothing; MR does not change */

21 else
22 MR ← CandidateRoutei

23 EXIT

a predefined threshold (Th), which is assigned 1 initially. This
threshold value is utilized in the Mitigation Route (MR)
selection steps. If the number of possible disjoint paths is
greater than this threshold (line 13), then fuzzy path selection
procedure (line 14-23) commences. Since FPS utilizes average
link residual energy and relative hop count in the calculation
of chance values, the chance value of each route changes
dynamically in FPS due to the varying link energies as the
time passes by. Chance value calculation is done by employing
defined fuzzy rules to handle uncertainty.

The fuzzy processes are depicted as line number 15 in
Algorithm 1 and Candidate Route is generated accordingly.
The employed fuzzy rules are given in Table I. Rules are eval-
uated utilizing the Mamdani Controller as a fuzzy inference
technique and the center of gravity (COG) method is employed
for defuzzification of the output chance values.

There are two fuzzy input descriptors employed so as to
calculate the chance values. Average Link Residual Energy
is the first of them and Fig. 1 depicts the fuzzy set which
defines this variable. The linguistic variables of this set are



low, medium and high. Membership functions for low and high
variables are trapezoidal functions. However, the membership
function of medium is triangular.

TABLE I
FUZZY RULES IN FPS ALGORITHM

Average Link
Residual Energy

Relative
Hop Count

Chance
Value

Low Far Very Low
Low Regular Extra Low
Low Close Moderately Low

Medium Far Low
Medium Regular Normal
Medium Close High

High Far Moderately High
High Regular Extra High
High Close Very High

Fig. 1. Fuzzy set describing the fuzzy input variable Average Link Residual
Energy.

Fig. 2. Fuzzy set describing the fuzzy input variable Relative Hop Count.

The second, and the last, fuzzy input variable is the Relative
Hop Count of the candidate route. The fuzzy set which defines
this variable is given in Fig. 2. Close, regular and far are the
linguistic variables of this fuzzy set. Membership functions for
close and far are trapezoidal functions whereas regular has a
triangular membership function.

Calculation of the values of Average Link Residual Energy
(ALRE) and Relative Hop Count (RHC) of a given route r are
given in Eq. 1 and Eq. 2, respectively. As can be seen from

the equations, utilization of the average and relative values
does not require the inclusion of the sink in the calculation
process. This is one of the key factors that makes FPS a
candidate mitigation procedure for single SF attacks. In Eq. 2,
max(HopCount) value is deduced from the received RREP
packets from the source node and utilized in the normalization
process of hop counts.

ALREr =

∑m
i=1 REi

m
(1)

RHCr =
HopCountr

max(HopCount)
(2)

Chance value of a received route is the only fuzzy output
variable. The fuzzy set employed in describing this fuzzy
output variable is presented in Fig. 3. There are nine lin-
guistic variables. Very Low and Very High have trapezoidal
membership functions. The other variables are delineated by
employing triangular membership functions. The function in
Fig. 3 is preferred after a trial and error process and yielded
satisfactory results when utilized.

Fig. 3. Fuzzy set defining the fuzzy output variable Chance Value.

Whenever a particular route has little constraint on energy
(fuzzy input variable Average Link Residual Energy has the
value of High) and relatively close to the sink considering the
hop count (fuzzy input variable Relative Hop Count has the
value of close), then it has the maximum chance value (fuzzy
output variable Chance Value has the value of Very High) to
be elected as a Mitigation Route (MR). On the contrary, if the
average energy of a particular link is nearly depleted (fuzzy
input variable Average Link Residual Energy has the value of
low) relatively far to the base station (fuzzy input variable
Relative Hop Count has the value of far) then it has the
minimum chance value (fuzzy output variable Chance Value
has the value of Very Low). The other situations fall between
these two extreme cases.

IV. EXPERIMENTAL EVALUATION

In order to analyze the performance of our approach, we
conducted a series of experiments on a simulated WSN. In
our experimental setting, we set up a sensor network and let a
single malicious (compromised) node selectively forward the
packets it receives at any given time. Prior to this study, in our



analysis about the impact of routing attacks in surveillance
wireless sensor networks [14], we intuitively consider that
defending against SF attacks may result in more energy
consumption and less accuracy in WSN efficiency. In this
section, we corroborate this initial intuition.

A. Simulation Setup

In our experiments, the sensor network is deployed so as to
form a rectangular area-of-interest. This is due to its easiness
and effectiveness in simulations and it does not have any
best or worst case effect on any architecture. Experiments are
performed on a 2.70 GHz Intel quad core workstation running
the Windows 10 Home operating system with a total of 32 GB
DDR4 2133 Mhz RAM, 512 GB RAID-0 SSD Drive. Tests
are run 50 times to obtain more reliable results and the average
of the results are presented in the evaluation.

Experiments are conducted by using the modified WSN sim-
ulator presented in [22]. The simulator is upgraded to utilize
the Microsoft.Net Framework 4.5 and modified according to
the requirements of FPS algorithm. The sensor network is
deployed on a 1000m x 1000m square and consists of 100
randomly deployed nodes. The transmission range is set as
60m. The WSN operates in a non-clustered environment in
which each node may send data to the base station either by
using a direct or multi-hop transmission. In tested scenarios,
the sink and source nodes are trustful and a probability of
SF in a compromised node is set as 15%. Since there is no
clustering employed for data aggregation, packet size for a
wireless node is set to 2000 bits whenever a node sends data
to the sink. There is no employed compression on relay nodes.

To be able to efficiently test the impact of SF attacks
and analyze the performance of our approach, FPS algorithm
is compared with two approaches, the one does utilize any
countermeasure to defend against SF attacks, which we call
the baseline, and the other is the approach in [19]. Half of
the Nodes Alive (HNA), Total Remaining Energy (TRE) and
Packet Drop Ratio (PDR) metrics are employed for perfor-
mance measuring. HNA metric depicts the number of round
where 50% of all nodes are alive. TRE metric denotes the
total remaining energy level of the whole network, calculated
by adding the remaining energy levels of each individual node,
and utilized for energy-efficiency analysis. PDR metric denotes
the percentage of undelivered packets with respect to the total
sent packet count.

Representation of the energy dissipation model is as em-
ployed in [23] and depleted energy measurement in trans-
mitting or receiving l bit over a distance of d is given in
accordance with the first-order radio model. Eelec = 50nJ/bit,
εfs = 10pJ/bit/m2, εmp = 0.0010pJ/bit/m4 and d0 = 20m.
Eelec is the energy consumption per bit in the transmitter and
receiver circuitry and εmp is the energy dissipated per bit in
the RF amplifier.

B. Simulation Results

Table II depicts the obtained results related to HNA and
TRE metrics, respectively. According to the results of HNA

metric, WSN still pursues a similar same efficient operation
when there is no selective forwarding in place. This is because
FPS considers Average Link Residual Energy parameter in
the selection of retransmission path which balances consumed
energy and extend the lifetime of energy-constrained nodes
by not retransmitting over them. However, this is not the case
for TRE metric. TRE metric decreases in nearly a constant
manner since retransmissions consume more reception and
more transmission energy. Although, it seems that depleted
energy increases, this increase is actually a controlled one
since FMS also considers Relative Hop Count in the path
selection procedure. In most situations, less number of hops
means closer distances from source to destination. By this way,
energy-efficient operation is maintained.

TABLE II
OBTAINED HNA AND TRE RESULTS OF THE FPS ALGORITHM.

Algorithm HNA TRE(j)
The Baseline 61 18.42

Multi-Path Routing 52 15.19
FPS 56 17.11

Operation of the depicted protocols under single SF pres-
ence and their performance considering the number of alive
nodes with respect to the time (rounds) are given in Fig. 4.
As can be seen from the figure, multi-path routing approach
depletes energy much faster than FPS and the baseline. Al-
though FPS suffers from this consumption, it maintains and
balances the energy level of the network as much as possible
by considering the average link energy in the path selection
procedure.

Fig. 4. Operation of the depicted protocols under single SF presence.

TABLE III
OBTAINED PDR RESULTS OF THE FPS ALGORITHM.

Algorithm PDR (% - First 50
Round)

PDR (% - Total)

The Baseline 11.14 13.23
Multi-Path Routing 8.75 9.66

FPS 6.56 7.48

Obtained results pertaining to PDR metric is presented in
Table III. Although FPS algorithm causes a little more energy
consumption in order to mitigate an SF attack, this is an



affordable cost. If readily available (current) path can not be
utilized for packet transmission due to a compromised node
on the relay route, one has to decide whether or not to send
data. If the decision is to send data, then the disjoint path
should be generated in a wise manner. If the decision is not
to send data, then PDR decreases since there is no packet
transmission. However in some cases, consumed energy is less
important than received packets and for this reason superfluous
transmissions occur in sake of successful delivery of data to the
intended places. If delivery of data is crucial, like in mission-
critical applications, FPS handles this situation effectively.

According to the experimental results, we can deduce that
SF has a significant effect over energy-efficiency of WSNs.
However, the real cost comes with the shield. The effect
of SF becomes significant when there is an implemented
countermeasure, such as multi-path routing which causes more
energy consumption. Probably the most significant effect of
SF over the tested WSN architecture is in the TRE metric
since TRE of the network decreases sharply. In case when
there is an SF attack and no countermeasure is taken, most
WSNs cannot perform its expected operation due to high PDRs
causing the WSN to be untrustworthy and restricting its real
world usability. For this reason, FPS mitigates SF attacks
by consuming little more energy (TRE) when compared to
the normal operation maintaining PDR. This makes FPS a
candidate SF mitigation approach in wireless sensor networks.

V. CONCLUSIONS

Routing security is critical for consistent and effective data
transfer in WSNs. However, as a result of unprecedented
characteristics of WSNs, it cannot be fully protected from
adversaries and selective forwarding is among dangerous and
hard-to-detect attack types which targets WSNs that has to be
addressed.

In this study, we propose an effective solution which uti-
lizes a fuzzy path selection approach to mitigate selective
forwarding attacks in non-clustered WSNs. Our approach
efficiently decreases the effects of SF attacks and increase the
routing reliability in WSNs. For this reason, it is certainly a
candidate approach to be employed as an effective SF defense
mechanism.

We believe that future research directions should include
lightweight single or colloborative SF defense mechanisms
targeting clustered WSN environments and provide multi-
objective security solutions.
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